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RT =T L ATPEAINDDEOSIZL > THEETINE T, 7272 L, 24X CD/DVD ® X
IRV A= NTNAT 4T DOHRT, TIONGI ARG DOHAIEMELET, (USB AEY XT
4 v 7 TZ OREEE 121X, Windows XP SP2 %> Windows Vista 78 4% C7")

F7o. ZOMEEEZANCT B2, autorun.inf 7 7 A WK BAL S L TWRWT 4 AT DJL—
FF a4 L7 BUVICEINRLS TR BRI EIZEBE LT EZEN, (X, 6y, X1y, Yoy
72 TY)
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TrueCrypt % EHEHER L TES

Windows TIEFEEHER N 72 2 —H—TH TrueCrypt 24l 5 Z E N TX £9, LavL, HFE
DY AT K TrueCrypt A A b—)L L7=H IR Y 9, ZOHEMEIL, TrueCrypt BIEE B Bhirs
FEZG DT NA A RTA NG NEE L BEHEHER? 72 L Windows (27 /3 2 KT A "% A
VAR TERNVINSTT,

VAT DEHED TrueCrypt A A b—/L LT & 1%, BHEHERN RN —Y—T
TrueCrypt Z L) L & ARFEFHD TrueCrypt R Y = — A THL~TU U NT o~ M TDHZ ENTE,
F—H X IR A LN TE . 77 A A TrueCrypt R U =2 — 2 OEKR S T £4, L
L., BEHEMHERN 22— — 3 =T 4 v a Va2 SU/ 7+ —~> N L0 NTFSAR Y = — A
HEOLHZEFTEEEAL, TrueCrypt DA VA b —[T A VA =L TEEHA, T,
TNA AR Y 20— BD/IAT — R[F—7 7 A VEFL TrueCrypt % s 7 X7 —F— R TEINT
ZEHLTEEREA,

TrueCrypt O EE:

A A > TrueCrypt 7 ¢ > RUMH L TH, TrueCrypt I35 EELLL F OREE FIT L £9°,

1) ARy FF—

2) HE) 7 v~y MNm s A7k, RABERT ANA AORV I LR, XA LT 7 MR L)
WA v —Y (BLARY 2 — LDOBHENBIE ST & &)

By BAT FLATA Ay

e TrueCrypt 237 BE L T TrueCrypt H BNV TR T VR, EREORBERRIZ NI 22 0 £ 7,

TrueCrypt O & BEIXFEERI21E TrueCrypt.exe =D LD TH Y . TrueCrypt A A 7 4 > R ZHL

THEN\y 7 777 RTE#EODTTNWAHENWS ZETY, TNNEIFTTHLNE S NI, #

AT hbA THRITE E9, TrueCrypt 71 2 NHIUE, TrueCrypt lTFEEL T D EWnH Z &

TY, 74 a2r%227 027 LT, TrueCrypt A A > 7 4 RS ZENTEET, 7T/ %
FH7 U w7 FUE, WAWAZ TrueCrypt BIEFEHED R » 77 v 7 A = o —RRE £,

WEHIZ A LA D TrueCrypt 74 a2 %4527V v 7 LT, [#&T) #%IR$T5H 2 L TEIET
& £9, TrueCrypt D FELZ ERITKBRIICIED TN S, TRE > BHERE) 220, [5#
RIE| BA T a7 x [TrueCrypt DEEEl O THET 5] OF =7 &80 LTLIEEN,
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S8y 7L TrueCrypt 21— —A L X —T 2 —ZADT F A FDOFE =FZDHREEHET, W<

= R

DD

SNy 71X TrueCrypt =2 —H—XH A ROFERLEHE T, Sy 713, BlEO L Z

% TrueCrypt @ Windows RO A THR— I TWNDH T LIZHE LTI,

AL VA =)L

SR IJIIUTOFETA VA =L L TLEEN,

1.
2.
3.

o

WERIT

SRy 7 X v u— R§ 5 hitp://www.truecrypt.org/localizations.php

TrueCrypt Z (Bl ChX)E 73 %,

S5E/%> 7 % TrueCrypt & A > A h—/L L7277 # /L ¥ —(TrueCrypt.exe MFET D 7 4 /v
X—. To& %1X C:¥YProgram Files¥TrueCrypt & 7> C:¥Program Files (X86)¥TrueCrypt 7
ENTREBAT %,

TrueCrypt Z #7925,

Sty 7 IFABMICHRN S, EEDO Sy 7 L LTREShET, ( [RE -> Fif)

=]

Z7 Uy 7 LTOODTHERZERTE ET)

b ETITIEL, TRE > 575 #® AT, EnglishZ#iEX, [OK| #7 Vv 7 LT 7EEWN
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http://www.truecrypt.org/localizations.php

BE(fL 7L TY XA

TrueCrypt R U = — AL FOT AT Y R A THSLT 52 LN TEET,

7AEY X WA T | Ve | mee—
AES J. Daemen, V. Rijmen 256 128 XTS
Serpent R. Anderson, E. Biham, L. Knudsen 256 128 XTS
AES-Twofish 256; 256 128 XTS
AES-Twofish-Serpent 256; 256; 256 128 XTS
Serpent-AES 256; 256 128 XTS
Serpent-Twofish-AES 256; 256; 256 128 XTS
Twofish-Serpent 256; 256 128 XTS

XTS £— FIZHOWTOFMITEIEE— FEZRL TIZE W,

AES

Advanced Encryption Standard (% FIPS (GEFRE SHLEERIR) TR SN 5T LT Y X4
(Rijndael, designed by Joan Daemen and Vincent Rijmen, published in 1998) T&H 0V, 7 A U B
IR, SR CHEEMEE RO TRW)FR AN b L TRET 22D Bl T\ E T,
TrueCrypt 1% AES % XTS E— R(@EE— K& BMR)T14 5 7 K, 256-bit —(AES-256,
published in 2001) & L T > TWE 9,

2003 4£ 6 H 2., NSA (US National Security Agency)?s AES % /34, i L. U.S. CNSS
(Committee on National Security Systems)iX[2]? H' T AES-256(F5 L 0N AES-192) D 58 4 | 3 iz 1 1%
BN 2D E TOWER N OIERERET DOICR S THDH EHRELE L, ik, Advanced
Encryption Standard (AES)% fifi 9 )3flAriATe = & TEFELZ 2T AT AL EFRZEGFRICHEEST S
Information Assurance D ER 79 L B2 57 A U W BUFEAE)E., S CRAMREE W) =
& TY, [2]
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Serpent

Ross Anderson, Eli Biham, 3 & (" Lars Knudsen (2 & » TRt &4, 1998 T FE I FE L=,
256-bit +—, 128-bit 7' & v 7 TXTS E— R(ENEE— K& SH)TT, Serpent i AES D g i&frtd
D—>TT, ZiUELRijndael [4]LV BELRLZEMERS D L HIICRZDICH0b 5T, AES O#f
BIlOIEInE¥A Lz, BAMIZIE, Rijndael THEEMERIZT THDDIZx L, Serpent
IXEERZERENTE D LA ZE T, £72. Rijndael 1Z% OB ARG E DNV RSB X 5 b
RHMH LR EWN S | WS ONDOREH AT TWE T, [4]

[BliCBV T, Twofish F— L1345 AES Fci& it 02 225D FEE R L COVET, ZeRHuT. =
BT T DT U FHET TIEONIZRROT 7 R TR b DO TERSNET, 72
Mo BN S IR ORE 1 L) Z L2/ £9, Serpent (% AES Fc#&fEmio ¢, (7
RTCOYR—=FENT=F—H A X T)h o & HEmWELMRE3.56 #FH £ 9, Rijndael-256 D724
%5013 1.56 TH Y . Rijndael-256 (L% 21%%01.56 T,

INHOFEREILPOL T, Rijndael 1TZ224ME, HE, R, BEO LT IM], Fikike &
DNT U ADEET, AESOHPTHUIZBIRTH L LB LN TWET, FifhD AES i T,

Rijndael (% 86 ZZ, Serpent (%59 Z£, Twofish |3 312, RC6 (%23 2, MARS (X 13T L7, [18,
19]'

Twofish

Bruce Schneier, David Wagner, John Kelsey, Niels Ferguson, Doug Whiting, Chris Hall {Z & - Tix
A, 1998 fFICRFE SN E L7z, 256-bit ¥ —, 128-bit 7 7 v 7 TXTS E— N(ENEE— &%
FR)TE X £, Twofish 1 AES OIEEEMO > TF, ZOREIE, F—75Mr Lz SRy 7
A& NE T, Twofish 1%, 282 p 128 /) D F 72 S TG 5V A7 L DOEFE VITHR %2, 256-bit F—
NHEH XD 128bits NEDEFTV OF PO SV AT LAOEREZa Y bu— /L LET, [4]
[13]DH T, Twofish F— AL, =ML L7 SR v 7 ARKMOUEE x4 5 2225
HEERLTWET, [4]

AES-Twofish

2 OO R XTS £ — R(EIEE— RZ S M) TH A r— R(ZEALBL)[15, 16] SnvE T, T
Zho 128-bit 7' v v 7 1%, £9XTS £ — R Twofish (256-bit F—) T Sk SH, S X XTS
E— KD AES (256-bit &+ —) T b E T, W AT — RO ZFOZNEE., THLEHF DX —
ZEWET, TNENOXF—|THAIHMYL L TWET, (e ~v ¥ —F =T —oOD/RAT— K
MHLEHINLGLEOD, THAEMSILTWET, [ No & —F—DZ} Vi b BLOKE
[A1£) BWR) A — ROFENTNOR ST RICHOW L, B ofRliFRiZ SR LT EEN,

AES-Twofish-Serpent

3 DD 5 A [15,16]73 XTS & — F(EMEE— &S M) TH A7 — F(EZELHE) I v E T, 128-bit
7v vy 7%, £9 XTS E— R Serpent (256-bit & —, 128-bit 7' & v 7 ) ThF 5k 41, KITXTS

TINEREENRETYT, HEENRENLETEHRELZSIK &, ROMIE L7220 £9, Rijndael: 76 2, Serpent: 52 Z,
Twofish: 10 Z£, RC6: -14 ZZ, MARS: -70 Z£ [19]
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£ — R Twofish (256-bit —). ##%IZ XTS &— F® AES (256-bit & —, 128-bit 7' 17 v 7 ) T =
fbtasnEd, PAF— RO ZOZNZENL, TNEEOX—%2HFNET, ThEhoF—I3HH

HIZHMSELTWET, (i ~y X —F =T oD AT— ML EHENDI DD, Ebit

ML TWET, ~v & —F—nEH, VL, BLXOKEREEZSZR) 1A 75— Koz o
K5 FRUZ DN T, ERRofnlfiEnz 2L T 7230y,

Serpent-AES

2 SO 55X [15,16]7 XTS E— F(EMWEE— REZMR)TH R — NEEAB) shWET, ThE
LD 128-bit 71 v 7 3. FFXTS E— Ko AES (256-bit key) T L S 4L, S FIZXTS E— |
@ Serpent (256-bit key) CH 5L SIVET, AT — RO ZFOENZEIIL, TNEE DX —%Af
WET, ENEFNROF—IFHAIZMSE L TWET, (fid: ~y ¥ —F =T 2D/ AT — )b
BHINLDHDOD, EHALMYLTWET, ~yHX—F—DFH, VI BLXOKERKE
SHR) WA — ROZNZENORE 5 HFRIZ OV T, ERROEBiEREZ S L T2 S0,

Serpent-Twofish-AES

3 SO H[15,16]73 XTS £ — REIEE— F&BIR)TH 27— N(SEAH) S ET, 128-bit 71
v 7 1E. 9 XTS E— R0 AES (256-bit key) CH L X 41, KIZ XTS EE— K> Twofish (256-bit
F—), KfEIZ XTS £— KD Serpent (256-bit key) THs B SN Ed, T A — FOR5OZNE
N, THHEIOF—2MWET, ZRENOF—IZHEIHSL L TWET, (|iE: ~v ¥ —F
—lE OO RAT = FpbEHINL DD, EHLALMIZL THWET, ~y F—F—DE |
VIV b, BIXOKEREZSZR) B A — ROZNENOREEIZOWTIE, it OERIfES 2 2 M
LTL7ZEN,

Twofish-Serpent

2 SOIFEHR[15,16]78 XTS T— REIWEE— R&BM)TH A7 — R(SGBLAB) SNET, ThE
D 128-bit 7 v v 7%, 9 XTS E— R Serpent (256-bit key) ThHf 5L X1, D& XTS £—
Ko Twofish (256-bit key) Tl B S ET, B A7 — ROBEOZNZNIE, ZREYDOF—%
fENET, ZNENOXT—FMHAEIZHML L TWET, (e ~y X —F—T—2D/XAT — )
LEHNINDI DD, EHLAELMYILTWET, ~yF—F—0FH Y BILORERE
BB A — FOZFNEROR S HRICHOWTIE, LR A2 SR L T E &,
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NoTaTnaly XA

RY 2—=LERY 4 P — R RT— REEX ATl 4 Ry, =T 7 A NVERFA T 1
T4 RURET, Ny vaT )3 ALERINTEEST, 2—PF—RERIRLIZ Ny 2T L
=Y X 5L TrueCrypt SLECE A CRALLELENRE A B Clibd, ~» ¥ — X —EHE#(PKCS
#5V2.0 THESNTWS LBV HMAC Ny > =2 703 U XLITERAE L £97) TEEIELE S L
THbNET, FLOARY 2 —2E2ERT D & &, SLERERE T~ A X —IEB{b¥—, FH %
—(XTSE—F), YV EARLET, FFMITILBRERE L~y X —F—DEH, YL B
X ORIE R DI A S HR)

RIPEMD-160

RIPEMD-160 I% 1996 4EZ 33 <41, Hans Dobbertin, Antoon Bosselaers, & Bart Preneel |Z L -
THA—T VRN a I 2 =7 ¢ Tt S E L7z, RIPEMD-160 @ H 7144 X% 160bits T3,

RIPEMD-160 %, EU @ RIPE(RACE Integrity Primitives Evaluation)” =~ = 7 (1988-1992) Cf#
FINTZRIPEMD Ny =27 v3 ) X AO58RBIRTT,

RIPEMD-160 & [HEE#( #f#(1SO) & IEC in the ISO/IEC 10118-3:2004 o [E BRI & L
TWVWET,

SHA-512

SHA-5121ZNSAASZE# L20024E 12 (3 41 OB 1320014 12 )FIPS PUB 180-2[14] TNISTIC X = T¥
KENE L, ZOTATY XAOHAY A RiE512bits T,

Whirlpool

Whirlpool 7~ 3 = 7 /L= Y X A3 Vincent Rijmen (AES K 5tk 7 v = U X ADHAEE)E Paulo S.
L. M. Barreto |2 L 58%EFT7, 27T Y XLDHIH A X3 512bits T, Whirlpool-0 &
FEIEN D X 91272 5 7= Whirlpool DA D/ 3— 2 132000 411 HIcEFSNE LT,
Whirlpool-T & FEIZID K 91272 > 725 —hiii% NESSIE (New European Schemes for Signatures,
Integrity and Encryption) D 5 & BE(AES ik IcBl7=, I —1 v/ SEHAIC L » TEfkSh =7y
=7 MIZEIRSVE L7, TrueCrypt (%, International Organization for Standardization (ISO) <°
ISO/IEC 10118-3:2004 international standard [21] ® IEC {Z£-4R & 4172 Whirlpool D55 = it (fc #&hi)
FRALTOET, DA EREECERE(1SO) L 1EC in the ISO/IEC 10118-3:2004 o [E K Hiks
[R1I5E S LTV ET,
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EfEx 5 0S

TrueCrypt (3% OS THE L £,

*  Windows Vista

¢ Windows Vista x64 (64-bit) Edition
«  Windows XP

*  Windows XP x64 (64-bit) Edition

* Windows Server 2008

¢ Windows Server 2008 x64 (64-bit)
¢ Windows Server 2003

¢ Windows Server 2003 x64 (64-bit)
*  Windows 2000 SP4

 Mac OS X 10.5 Leopard
e Mac OS X 10.4 Tiger

* Linux (kernel 2.4, 2.6 or compatible)

EE: RO OS 1A — b I TWEHA: Windows 2003 1A-64, Windows 2008 1A-64, Windows XP
IA-64, Windows 95/98/ME/NT.

VAT ARG TEDLO0S LML TLE &,
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Ay K74 DENT

Z OFil% Windows it TrueCrypt Z%t5: & L £9, Linux & Mac OS X ThO <> KT A D
FIZOWTIE truecrypt -h & LTL X0,

/help or /?

/volume or /v

/letter or /I

/explore or /e

/beep or /b

/auto or /a

/dismount or /d

/force or /f

av L RIA v~V T ERRLUET,

<~ bT 5 TrueCrypt R 22— LD 7 7 A )L ERADLFN(T o~ 7
MEFIZIIE DN L), N—RT 4 AT DR—=T 4 arvr~rr i
H5E OHIL v ¥Device¥Harddiskl¥Partition3(/N\—7 4 v 3 > D/NA
R 1%, TrueCrypt ZLE) LT [ FNF XD %7 Vw7 L
TLIEEW), T ZADONRA IR LT/ INLTFEXBLET,

RV a—LE<vTL N TARIATLE—, /1 BDEBII /a BIEE
ENTWAEEITITRPIDZEE RTIA T L X —EHNET,

RYa—bBvrr bENdL, ZORY 2—20T 4 RUEZRE Z
‘/9‘40

ARY a—AREFICIYT Y FNEFRIIT o~ hENH EE—TZEL
LEJ,

NIA=ZPIRESNTORINE, A 2a—2E B~ FLET,
devices 73/37 A —4% L L THiE(/a devices)EINTWIUX, TXTD
HHATRE72 T A A %—F 3 2 A TrueCrypt R U = — L% HE~
YhELET, NNTA—FELT favorites BDfEEINTWIUE, B

SWCAVRY a2—LbxHE)~7 > M LET, /quit & /volume MR

ESINDE Jauto bBEFEO O BIIHRES NI &ICRD T LITEEL

TLEE,

RIA TV E—THRESNERY) 2—2%2T7~T7 L xd, (Bl /4
x) AU 2= FEINTWRNE, BIfE~v T FER TS TXTH
TrueCrypt R = — L7~V FLET,

SREIFN(ZDORY 2—LDT 7 A VN AT LNT TV r—= g Al
DILTWTH) T r~ry MEFETL, v U2y MEET— Nkt
LN LET,
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/keyfile or /k

/tokenlib

/cache or /c

/history or /h

/wipecache or /w

/password or /p

/quit or /q

/silent or /s

=T 7 ANNF—T 7 ANMRBARAEZIRELE T, BHOF—T7 7 A
ILVOFEEIL /K c:Ykeyfilel.dat /k d:¥KeyfileFolder /k c:¥keyfile2
DEITLET,

X2V T4 b= RAY— M — RITRFEESINT X —T 7 A V& f5

ETDITIE, ROLEE >TSS,
token://slot/SLOT_NUMBER/file/FILE NAME

X2 VT4 b= A — N — NHIZRED PKCS#11 74 7 5
VEfHRELET,

yEIEI T A—Z R LOBAF, XAV FREEAEMDICLET, nD
a(len)iZ AU — RREEEic LET, AT — Nt Z2 iz
LTHREEBLELOEHEET 20T TIELY A, HETHITIE Iw
Zffo T EE W)

y FRINRNT A= L - v LAY 2 — LD ERAE, ni v
7 MLTeARY 2 — LDRBREEZRAF LRV, (Bl /h n)

RIANZHREBLIENNAT — RE24_XRTIEE

RY 2a—=LDO/RAT— R, NRRAT— NIZEALZ G0 E I8 HEF T
o= & (B Ip "My Password”). 28/ A0 — K& HRTI2IE p” & LTL

7ZEU,

il ZOFETRY 2a— bR = REANTLHZ LT, Bbsh
TWieWwa~vy R7a 7 NOBERENESALZITNRNT A7 IR
FINDLEIC, BRIZMER L2000 LIVERA, DbV IZ /g Z26f
DT EERFIL T ZEE N,

FORESNTEMEEZEIT L, T LET, (TrueCrypt A A > 7 4> DX
FRINEHA) preferences NIER I TWIUX( /g
preferences) 7' 1 7 T ARENTOAMRESNET,

/q background (% TrueCrypt HELE (N LA 7 A 22 B L £,
/qiEarTrFRue—ha—F—LFIZER T LNT 7 B XA TERWGE
(Fy NU—=2 R Y 2 —2) IR < TrueCrypt IZAR Y = — 20
T FENTEHDOHRET LET,

Iq BHEE SN TOVIUE, 2—F—~D A v E—(Frr T b, =F—%
=Y BE )RR LEEA,
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/mountoption or /m

ro £ 721% readonly: FElEH T~ 2 k
rm £721% removable: ) A— T AFT 4T L LT b
ts F721% timestamp: RV 2 —A/F—T 7 ANVDH A LAX VT HER

sm % 72l system: EENFGERREA BT AT A SO F—0F 50788

~%4v5y%vﬁyhbiﬂ(k&iﬁ\ﬁﬁ$fm&wﬁ5@os
DAL AT A RTA TIZHDH/3—T 43 V)

HE Ip DFlEE LTARTY — REZFLIRT D551, 7 6T US

F—AR—KLAT7 T FTAHLTLLESN, (REMIZ, GUI TIiXHEN

CIREMEICLET)

bk % 72 id headerbak: ff &7z Ny 7T v T~y X —%ffiosTHY =
— L%z~ b LET, TrueCrypt 6.0 IETIER SN2 _XTORY =
—AFARN I T TNy X—=nIMENTHET, (R 2—LDKREZIZ
N L ET)

recover: N U = — L~y X —ZEFEINTWET = v 7 L E iR L7
WTL &N, ZOF Ty a IR a—b~y X —2HE L
headerbak = ~7'> a2 CHAR Y 22— &2~ T h TERWIEAEDRIAH
I RETY,

fBil:imro BEO~T " AT a v ERRETAESIE. Imm /mts
v o)

TrueCrypt Format.exe (TrueCrypt R VY = —AER Y 4 F— F):

/noisocheck or /n

TrueCrypt L A% 2 —F 4 A7 NIE LB SN2 2 & TR L7V,
ZHITREOEREM /2 ST, CDRDVD TIRE LT L DE AL T F
VATHEDHISOA A=V THRET DI NEERGE R EICAEHT
I, & LIRS E-> 72 TrueCrypt L AF 2 —F 4 A7 ZFHAIHT 572
WIZ, TOF TV a v E2HE)DOREETT, YATLANR—=T 4 a R
TA T EME LT 5oL, MU AT—RE#fis7-& LTH TrueCrypt
VAX 2—T 4 27 5L 2L bR TERLRNZ SIZER L TL
722, O TrueCrypt LV AX o —F 4 AT &) L RIp D~ A X —F
—ZARLTLEI>OT, BRHALTEWTEREA,
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Xk

TrueCrypt.exe [/a [devices|favorites]] [/b] [/c [yIn]l] [/d [driveletter]] [/e] [/f]
[/h [yInl]l [/k keyfile or search path] [/1 driveletter] [/m {bk|rm|recovery|rolsm|ts}] [/p
password] [/q [background|preferences]] [/s] [/tokenlib path]l [/v volume] [/w]

"TrueCrypt Format.exe" [/n]

7y a v EREBRTAIEFITEETIIH Y HA,

CEL

d:¥myvolume &\ ZRIDRY 2 — LB RPDEEZ RTIA T L X —IZEHVYTTvU L b, RRAY
— R TP NegRAA Tl T LT 0 RUEFERRLRWY)
truecrypt /q /v d:¥myvolume

RIATXELTEU L FESNTWEHRY a—LETr~v0U 2 T 5,
truecrypt /g /dx

myvolume.tc &\ 5 £ HTORY =— A% MyPassword &9 /XA T — KT, RI7A47 XII~VU
V)
TrueCryptiZ” 4 > R ZB&, E—7%B5 L, HEITYY 2 FLET,

truecrypt /v myvolume.tc /1x /a /p MyPassword /e /b
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Xy hU—7Boif

HLRFED TrueCrypt R U = — A EHED OS MHIREFHIT 7 B AT HXLERH L5, 2Dk
ERH F9,

o TrueCrypt R =2 —ALEHFED L Va—HF—(I2L 21X, —_")NZDBh~vT o L, <
72 k&7 TrueCrypt R U = — A DONE(TrueCrypt RV = —2D 7 7 A L LT TEe) & F
Yy FU—ZBTERAELES, HxDarta—F—Rr AT L0 —F—ZEHNITARY
a—LxEvUY FLEHA, (TTICH—"—=TwT FENTVET)

B TR TO2—HF =R TrueCrypt R 2 — L DFHALEEXNTEET, HENLIRY =
—ME T AN THENN—T 4 a VTN A TENENER A,

R Xy N2 2 BLTELND T —Z I E{LSiLEY A, 7272 L, SSL, TLS, VPN
, BLOZOMOEA TRIE 2 5LT 5 Z LT TE ET,

o MEDaALVa—Z—(lcLziT, =)z branTWiWnWrr A Lvarsiz
BEXET, ZO méﬂt774w%z/bv JHITHAELEY, flxeDa s Ba—
Z—=RVAT ADa—P— K THEEINT T 7A NV BT P LET, T, RV
2 — A O OS THFFIZ~Y 7 SN2 &1 £7,

EAL Ay NV —22BLTELNL T — XL ENET, (Ll BERK TOMf
WraRc L, T— X DFEMI 279512, SSL, TLS, VPN |, 35 L O O o4l TRk
KA ST D22t THET)

ﬁﬁ:ﬁﬁf%éﬁun—Am774wMﬁ(N—%4yaw%ﬁ4xmixﬂmﬁ
RN 2a— L3 L2 DOV AT ATEHHBEARYHFH T FLRTERY ¥ A, (i
WEHTO~ T hHFECOWTE~ Ty b A7y a VOB R) Z ORI mé
ﬂfb\fib‘ﬂ:)n—bf%lj]%f%é CICEELTLLEEY, Z0o#HBO—, =&

ZE. 3?)%)080)77411//27—&75% A I N T — 2N — Tl OS T7 7 A
WY AT DDERNDH -T2t DHE, T—FDO—EMWNRL R5(Z LT —ZHRIC 72
BDHYEWH Z & TT,
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F2DT-DDTREE

ZDETIE TrueCrypt A U = — AR AF SN T — 2 ORI ET 50 <O 0B
DWVWTIHRRET, TRTOMBHEICONWTHREET 22 LITTERNWI L2, TTHERIEIN, 5%
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T L— NIZMER S D EDIERBRER DD LD X ) eGAiciE, VU —R )/ — MIRERH
5@ff¢o@%;yz%Aﬂ~%4vHWP§47#H%MéhfwéﬁAi TrueCrypt %

X7 L— RLTIEWTEH A,

Q: BERFGEZE > TVWET, B P a—F 2EEHT 2 0% RiE-> TV D AFEE)IC
TrueCrypt ZfFE-oTNAZ L ZHONRZNE I ITTDZ LIXTTEETH?

A: 1 EV N (TrueCrypt 6.1 72 513), WEEAbs 27 L% L8 L. TrueCrypt 2 Bith, RED T AT LK
AT DEENRFEEREEE C OO XL FERR LWL TOIAZ LA 2= %RS)) A7V =
VEAIILT, OKZZ U v 7 LTLEIN, 29T, arBa—FExEREHL-LE X
TrueCrypt 7 — b r— X —|I(N\ AV — F& g/ s E T xb)b R LET A, /SATU—F
AJIINATREZRIRRE T, 2o B a—H X7V —AL7=L2IC/R2FET, L., BtEN N N— R
T4 AT ERET X TrueCrypt 7— b —X—2RHD Z LIZKBOWVWTLEIEAI EVH Z
LlZiE, HERRE L THEL TN TS ZSN,
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Q: BENRTEREZFE > TWET, TrueCrypt 77— b —F —BRADTT— A v —V LPERLAR
WESITTEETH?

A: 13 (TrueCrypt 6.1 72 51X), BEE by AT A% LE) L, TrueCrypt 2 Bith, RED T AT LK
T TEBRTFRGEEE C—YOXFE2R R LRVWEATOI AL LA vt —U%R)) A7V 3
VEAMILT, METDHT 4= RGO T — A vt — (72 & 21X Windows 7 — e — & —
23 Windows /X—7 4 > a3 U ERDITH E TN TERNE EZIZEKRT S [Missing operation
system] WO X OB D) EASNLTLLEE N, LnL, BFEN NN— T 4 A7 AL
TrueCrypt 7— F B —X—RH D Z LICKBOWVWTLEIEAD L) Z &TiE, EERAELT
HELTBWTLLEZEN,

QRBLRY 2—AiXEIRoT=U Y MTHDTTN?

A BRLARY =2 —A3@E D TrueCrypt R = — AL LR U HET~Y Y FTEET, (77400
B FE TS RO 227V v 7 LT, AR 2 — A% BR(TTITv U METR
W2 EERER)ILTLLIES W, 2F v M 227y 7L, BLAY 2—LHD/NAT—R
EATTLTLKESW, U FLEYIELTWVBDORELAY 2— 0% AR Y = — L) i]\j}
SNTZNAT = R TIRESNET, (DFV, IERY 2 — LAY — &2 A1 uidshax
2=, RBLAY a—2HNAY—=REANTIER LAY 2—2aRn~vr o FERET)

R TrueCrypt IZA) ST/ AT — RCHEEHERY 2 —b~y X —2H 5L I LET, 1
R UR, BFEROR LAY 2— L0~y X =035 51XT OfFEEk(>F » 65536-131071 /34

FC, ZORY 2— AR LAY a— L0 RTFUE, XTI X AT —X L7 5)% RAM 2

FirIr, ATTENTAAT—RTENEESZLE > ELET, BLARY 2—2 0D~y X —[FH

é?VﬁA?—gmbﬂﬁzﬁwmf\%hk%ﬁ#é’kif%@w:&_%%Lf<ﬁémo
vy B —DIFFITRREN(E D L DTS LTz 2T 2 M2 DWW CTE S L O A2 S )T 5
L. EFERAMIZH AN X —ERELAY 2—20OREIZET, BLAY) 2—22~T7 2 ML
F9, (RESIFA 7y PTRESNLET)

FEARIC OV TR LAY =2 — A2k L TnET,

Q:RBLOS ZHETIB/NARLIC, HOSIZT—FE2RETEETN?

ATV, RBLOSZIHET S22 <, WHOTHIHOSICT —# 2 EX AL ENTEET, (I
OSIFRLOS LRI UNR—T 4 a A VA=A INRONLTTIRLOSEZSHR L TEE
AN

Q: BHEAMHER I 72 < TH Windows T TrueCrypt 25 Z LIXTEX E+7n?

A: TrueCrypt Z EBLEHEIR 72 L CfE D 22 L TS0,

Q: TrueCrypt [I/XRAV—R&T 4 A7 ITHRBELET07?
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A WDV

Q: AT —FRONY V2T 2 NNBREENRE TN ?

A WD 2

Q: TrueCrypt R Y 2 — AT SV r—avEZA VA=V L, BT I ERNTEETN?

A TV,

Q: TrueCrypt iZIED X HIZLTELWRRY— RRANINTZ0ZHB L THWADOTTN?

BN OB SAL DA Z B L TSV,

Q: TrueCrypt i(IN—FRT =TIV 7 FU =7 bA F& Windows DF¥AFIvI7RY a—L%EH
A= LTWETHN?

A: XV, 7272 L. Windows XP/2000/2003 Tix ¥ A+ v 7R U = — AT 5k OFER
(Windows Vista 3 L OV EAVLAE TR )2 FiA TS IE &0,
Windows D% A F 2 v 7R U a—AL% TrueCrypt RY =2 — 2L E LT 7 +—~ v T HHEAITIE.
(Windows D7 A7 EELY — NV aflio VI A FT I v 7R ) a—Lb&EkLich e, VAT 2%
FEE) LT, TrueCrypt R Y =2 —2ER T 4 P —FD [T 31 28R ITHBDOARY 2 — LA0NFRR
L, BIRTZZLOICTH2 ¢ ENRNEIICLTLLESN, £, T4 Z&ER] 7oy
VR=T, FAFTIv IR a—LNTH-OFT A AEH)E LTERRINLNWI EIZHEEL
TLIEEN, 2OV AT I v IR a—LEHBET 5T XTORY 2 — ANRRRIND
DT, FATIVvITAAIREE T+ —~<y b THEDIZ, ZOIHDENN—DEERL T
<TEZEW,

Q: CD°DVD iZfRE &N 7= TrueCrypt 2> T %~ FTEXETN?

ATV, UL, Windows2000 CTHixH LB 27 ¢ 7 (CD/DVD fh)iZ & % TrueCrypt A8 U = —
La=r NTAHEAITIE, TrueCrypt RY =2 — L% FAT T7 4+ —~ v b LA TEAR bRV
EERBATBWTLZEY, (Windows2000 TIEEEAR Y EH AT 4 7T ONTFS 7 7 A VT AT
LI~ R TEEHA)

Q: TrueCrypt ZA V' A b— A FIZEITTEETN?

ATV, FIRT—EFE—ROEZZRLTIIZIN,

Q: FIRT—F—RTTrueCrypt ZFEITL L 5 &% &, 72¥ Windows Vista iXEEIFF Al &K
HTLBDTTN?
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A: TrueCrypt Z# h 7 X7 —F— RTE27 & (21X, TrueCrypt iX TrueCrypt 7 /31 A KT A %
FeAIA A TIRENT 2 LN H Y £3, TrueCrypt [LiFiEN 72 BRI S(L/1E S RE 2 232 729
ZT NA A RTANRNZREE LET 0, FHEMHER? 2V — P —{Z Windows TT /3 A KT A
NEEETHZENTEERA, 225, Windows Vista |34 LA HENR T TrueCrypt ZEEI L TH
WD) EINEMNEDE TS DLW bIF T,

TrueCrypt & h 7 X7 —F— R TEDLT O TIEARL, AT LA VA M—AF UL, EEFFA %
RKbObNDZLiEbo FHA,

Q: TrueCrypt BH X BZF/ARY 22— LA XX LD BNTTN?

A: TTHE7: TrueCrypt R U = — ADE K A X1% 8589934592 GB T, L7vL. &4 LOBEND,
KR Y 22— LW XL 1PB(1,048,576 GB) & 72> TV k¥, ZHUE, HET LY XADT
1y A RRGET HH— D% —CHELT 57 — % DB TEERDIZ, ZOKXSETE
EEZLNHMNLTY, b, MORKIRERLZEREZEETOILENHY £, - 2X, 7

7 AN AT LAOHIR, ~N— N7 = 7S OS 12 L 51ilf7e & T,

Q: Windows D#& T HEBIDRIIZ, TrueCrypt RV =2—2 %27~y bTAMLERDY £F
2?

A: Wz, TrueCrypt (X3 A7 A0 TOFREBIRIZIZ, T XTO~ T b 347 TrueCrypt 48 U
a—LEHBMIIT o~ M LET,

QRX—TFT4varvetZrAnarsré, E56DTrueCrypt RY o2 — LB WWTL & 9 0?
A7 AN T HTEFOT7 7 ANV THY, BHEOT77ANERIUCICHES ZENTEET, (2
EXIE, TrAN T HEEEDOT 7 ANV ERICUHETEE, U x—24, HIFRATEET) A
—T 4 a T A, AFERICE L CIER TV ET, ar T IR0 ELSKRfEL TS L, =
VT ANOFHEEIRHELNICELS D I EICER LT EIY, INERRTDHIZIEa T
FMT o~ FSNTWARIED L X2, T 777 5FTL TSN,

Q: TrueCrypt RY 2 — A BNy 77 o THENNHFERXD Y 3 5?

RN I T v 7TDEN FEHsRL T IEE N,

Q: TrueCrypt X"—F 4 a %74+ —<y FTHLEIRBZDOTL X 5 03?

ZOFAQ®D TKEHALARY 2a— LD T 7 ANV AT AEZEETEETN?] 2ZMLTIEIN,

Q:EERY) 2— DT 7 ANV AT LEZERBTEETN?

A< EENTWIUE, A[RETY, TrueCrypt R Y = — A[X FAT12, FAT16, FAT32, NTFS, %
TXEDPDOEAR T 7 ANV AT AT TH 74—~y T HZENTEET, TrueCrypt AU = —
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AFEEORY 2 — L ERICEIITWI ZENTEHOT, avPa—FEiFv/ara—
BIRETTNNAADT A arvwzhH7 Yy 7L, 74—~y hEBBATIEIN, R 2—2DN
WITKRONWETH, R —LIK LS REOEFIZRV ET, L, N—TFT vz EX
D TrueCrypt RV =2 — 2N~ T FENTWRNWEXIZEDNN—T 4 a &7 4—~<y T5
EL ARV a—AFE S, N—T 4 v a VIR L SNREE TR A< AR LD FT,

Q: Windows ZEjRFIZ BEIRIZ TrueCrypt ZiRE) L TXRAU— FEREZRRL, R a—L%<
VUMD EIICRETEETH?

T LR OFIETRRETY,

1. RVa—2x~<r L, [HRYa—A SBETL FENTVARY 2 — A5 BRI
AV ITERAT) 28R
2. [3%@E > KM E] © Windows DIEH, o 74 U HHCHEBICFETTIHNE] C 1B
SWCAVRY a—Lbx~vT L M 72 aBAMILTLIIEEN,
3. F%ﬁé)’%ﬁj T4V RUTOKEZ Y v 7 LTL IS,

QELRY 2—ADRRT— FEEECXETHM?

ATV, NRTU—= RERZ A7 0 ZIIHEERY 2 — 2T HRELAY a—2Abile L £, &~V
2 —ANRDT— NEFXATa 7D [BHEDNIT— RN ZZELARY 2 —AD/RAT — K& AT
LTL7EEYY,

7 TrueCrypt ITIRANTHEHER Y 2 — L~y X —%E 5L LY L LET, ZhickiiT 2 2ozl LR
Va—ARBH5LHEL, BLRY 2=~y X —RH5LHEEINIMEOT X EEFLIYELE
T, TABHEINTHENRRAT— FEFIFE LAY 2 — A LTHEASNG Z L2 £, (FbboRt
Hb [BIFED N T — N (IZ AT ENTZ/RAT — K& ET)

Q: HMAC-RIPEMD-160 #f5 & &, ¥ —H% A X13160 ¥y MZHIRSNTWNEHDTTH?
A: Wz, TrueCrypt IZ(HMAC 743 U X AT TiE72 < )Ny o = Bk o ) & B B b % —

ELTHS ZLi3d Y EHA, FEIE Ty X —F—0DEH, YL BIOREREK 22K
LTLIZEW,

Q: RY 2= ARFENIT—F ZROPIT, ~y F—F—HBHT VT ALEZERTEETH?
(7z & 21X, HMAC-RIPEMD-160 %>5 HMAC-SHA-512 ~)

AT, TRV 2—24 | > [y Z—F—dH 71T XADRE] iR L TS,

Q: 2GB LA LD TrueCrypt 271 % £ 5> TDVDIZEES OTTHh?

A BT MESTWADVDERKR Y 7 R TDVD D7 —~ v NERBIRTX A 139 T4, 2T,
UDF 7 4 —~ v F&BATL &, (ISO 74—~ MI2GB x5 7 7 A V&V HR—KL
TWEHA)
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Q: TrueCrypt iIED X I R TFA BV ABREBRTEAINTNDEIDTTN?

A 74 RITrueCrypt O3 A F U 7L Y — A a— ROy r—U\2E £ 5 License.txt (2
RE SN TEBY ., dhtp//www.truecrvpt.org/license TAFTH L HTEFET,

Q: Windows D 7 7 A /LB L2 ZB< T N LIZBBEDa Ly TFRERIBIR L2 —T7 74/
ZBLTWET, BHIETEETN?

A: 13XV, £ THNIE, TrueCryptd.2a LIkIC T » 77 L— KL TL 72 &V, TrueCrypt & L) L
TAAL U4 RUD VEFZRFELZRD] ZAMILTIIESY, VEEZIRFLZV] 28
LT 72X, a7+ 7 A 2% TrueCrypt.exe D7 A 222 K 7' (TrueCrypt 1% H &)
INZEEE) L E3)T 5D, TrueCrypt 70 77 A0 4 U R R v 7 3UE, 774 0vEL I H
S L EBITHZENTEET, RIS, F—T7 74N bF—T 7 AL T 4 RUDNAY
— KA 4 RUNKRT 7T HZENTEET,

Q BHERFEL TS T —ZE2KDTIZ, X—T 42 aVIRFA TERBHLTEETN?

A iXV, LFTOEERSHY £F, VAT LA RITA TRIKEBO =T 4 a bbb Ltk
W), FRIFETAT LN—T 473 (Windows 31 VA h— /L ZTWDH/N—T 4 a3 V) aelEs

b9 28%412, Windows XP LA Windows(7z & 2 13 Windows Vista) C TrueCrypt 5.0 LA % {5
I AT ;t_I ECT, VAT L NN—T 4 a2 Z0EERFLTHEN) Z L7205, NTFS

7 #—=~ v h T, TrueCrypt 6.1 LL[% % Windows Vista LL(7= & 21 Windows 2008) CfiE 5 #5412
ARETT,

Q: v b &7z TrueCrypt R Y = — ADNFIZHK L T, chkdsk X Defrag &\ o 7= — V& fF
FTZEIXTEETN?

A 13V, TrueCrypt RNV =2 — AR OB 72T 4 A7 LRI/ Y T ENTEET N, F
NIRT 7 ANV AT LADF =y 7R0MEE, T 77 70Y—LTh~w 2 k&= TrueCrypt AR Y
2— AKX LTHEY M TEET,

Q: BB LI N TV RV Windows TR 2R X 712 TrueCrypt 25 Z LiIXTE 9032

A 13V, ZiuEBarPE @t & TTrueCrypt & N 7 X7 —F— R CREfT5Z & CEIATETET,
BartPE & (3 Bart’s Preinstalled Environment (/X\— h D7V A4 U A h—)VERENEZEWKLET, I
1%, AR HE &7z WindowsOS =D 4, D% CD/IDVD IZAEHHI L(L Y A R U | &R 7 7 A L,
I RAM IZBREE SN ET - "—F R I, T idFE o< HEWFEFEAL L, N—FRKITA THEFEET D
VELH Y EFHA), £ I 6 Windows ZEIT5E W) DO TY, 77U —07 =7 Ths Bart's
PE Builder i3 Windows XP f A k—/L CD % BartPE [Z£& 9% Z &3 CT& £ 9, TrueCrypt
3.1 LUk Ei > T\ 5 725, BartPE @ TrueCrypt 77 7' A 3 EH Y £ A, BartPE ZfH) L,
5FT D TrueCrypt 2 RAM 7 ¢ A 7 (BartPE 2MER)WZ X D a— KL, Ry —Y% RAM T 1 A
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7\ ZJEBH. TrueCrypt.exe & RAM 5 4 A 7 InbilREh4 57217 T4,

HE B LOSZMEMTHIZELEELTIIEE, GEIIRER L OS 0fiz &)

Q: TrueCrypt R Y =2 —ADHFIZHEHIN TS TrueCrypt RY = — 2%z~ y b5 LI TE
ETHh?

A: 1TV, TrueCrypt AR U = — AMTEHIRIC AN FICTE £,

Q: TrueCrypt & fhD B BIENEERE (LY — V2R LV AT A THATE £ T2

A: TrueCrypt & fihod HEBIRIIFRE 5L — 2 45 2 &L TR EE 5 L b E v e BRIV
TWEHEA,

Q: TrueCrypt X—F 4 ¥ a VDY A XEERETEETN?

A FRETTN, TIH90No7=Z LiXTEEH A, PartitionMagic ® X 95 727 1 7' AT TrueCrypt /<
—T 4 ar OV A REETT DL, ZLOLRIFIT A 2HETLIZRHTLL I,

Q: TrueCrypt iZ Windows Vista x64 (64-bit) Edition TEBh& £ 927

ATV (=T a v 4.0 D8E), ERE: T3TO TrueCrypt D.sys L .exe 7 7 A /VILFBAEH R
GlobalSign (2 & » T¥4T & 417 TrueCrypt Foundation 7 ¥ X VEBEEIC L » CTT VX IVEL S
TWET,

Q: TrueCrypt X mac OS X CEE 907

ST, BiEET,

Q: TrueCrypt IX Linux THEj & £3 52

A lTu,

Q: Windows & Linux & Mac OS X TR C TrueCrypt RJ o —Lh &~ hTEETH?

A: 13V, TrueCrypt R U = — AT5ERIZZ B AT T v N7 4 —AL(0S 2 72\0)TT,

Q: TrueCrypt H U = — A D—FHBHEERT DL 52D 477

BEALT —Z TlIdH DO E DDA MBEET 5 &, BEITENNFEAE LIRS r y 74
RPEHE L= Z &1272 9 £9°, TrueCrypt CTidks b7 w2 v 27 O% A X516 /31 (128 £~ F)T
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9, TrueCrypt CHEOLNLEHEET— NIZH D70 v VN TOT—XENMLO 7 v v 7 1T 8% &
EERNZ EARGIEL 9, GEZEMEET— FE25SH)

[TrueCrypt 5 U = — ADIEEAE L 7= 7 7 A /b i X A BHA L7560, &5 T4 TF752) &
WOHOBRIHEZRL T,

Q: TrueCrypt R Y =2 —LDEBALLIZT7 7 A VY ZAAPEE LIZEE. TN TTn?

A: TrueCrypt R Y 22— LD 7 7 A VT AT KIMOBEBAL I TNRWT 7 A LT 2T A &Rk
RO FREMERH D 3, Zokofc &, 77 ANV AT A OS Bt &1y — %25
MA+25Z & TEE7, Windows Tid chkdsk T9, TrueCrypt X Z »> — /L% TrueCrypt 78 U =
— AT ) L7 HiEAZHE L CWET, (chkdsk (X7 7 A VU AT A &R T 2 A[REMEN B 5 7
D) AN TrueCrypt R Y 22— LDy 77 v T abt—% L oThb, TORY a—hxk~T 2 b
LTL7EEW, TrueCrypt A4 7 4 RUD(RFIATIYART)vU Y hENTeARY a— L%
7V w7 LTSN, ZLT, BRENDA=a—00 [ 77/ X7 ADEHE] ZIRIRL
TLIZE N,

Q: EENTTrueCrypt ZfE->TWVWET, 2—F—BRY 2—LbDRRTY—FEEhi L &(Ek
XX —T 7 A NERoTL E)RCEBFFRIED SRV — FEEN2 L XICBEEN VY b9 55
EIXH Y 5,7

A: 1TV, TrueCryptiZid TEO] IHESNTHERA, LML, TrueCrypt R Y 22— LD/RAT
— R/¥%— 774»%@@%mﬁwﬂxv FEVEy b 2HEEHY ET, RY a—L%FEo
el EEHEWREF VW2 —F—ICZDOR Y 2 — 2OFHZFRD DRI, pmw/>ﬁjz
— AN L= DNy 7 T TR CO)EDN X =Dy I T T a7 7AW &Diﬂ“
AT —RIF—T 7 A APLERINTE~Y X —F—TH SIS TNDERY =2 — b~y ¥ —I%,
R 2= Lzl Lic~v A Y —F— %ﬁof“i?o%:T\1W$%KNXU~F%%hT
HEOWVWEDANDTZDIINAT = REFRELET, (A V=2—A) > AV 2—ADNIT—]F
ZEHE]) 25T E, 22—V —IZZDORY) 2 —A2OFHF 2520 E L b2, WOTHEHE
ntFT'?DﬂijJiEL“CEE@/\XU NMIEBRIELZENTEET, 2—F—DAGBRDHTX
AT = REENTLAETH, NI T v T 774NN RY a— b~y X —%@IH(Y—n >
ﬂ:~AAyﬁF@Uxﬁﬂ¢é:k?\ﬁUnﬁA®NXUﬁFW%774W%ﬁUV+w®
BHENSAT=RIF—T7 7 A VIIRTZLERTEET,
RIS, EERRRAECH XA T —R&2 V&Y hTHZENTEET, YA —F—T—HD\y
7T T EAER(TrueCrypt L A X 2 —7 4 A7 ITR(FS I, BHFE AU — R THES{LIh )T
DITUE, TV AT L > VAT a—F 4 ZAZER] 2N TSN, 22— —DORENHREGE N
xv REEETLOX VAT L > 2T —RKOEH] 2@BRL TSN, FHE AT —
[ZERFIZIE, TrueCrypt L AX o —7 4 A7 M bigEh L, [ 'Repair Options' > Restore key
dataJ RBIRL, BHENSNAT—RE AN LTI EE, EE (TrueCrypt L AF 2 —F 4 A7
DISO A A—% CDIDVD IZEZIAERLS THENENERA, BY—7 AT —3 3 »HICH IR T(
CDIDVD ZDH DT NSO A A —VERE L TR ZENTEET, iFfliTa~vr RI 1
DEEVWIF (A7 > 2 > /noisocheck)z B L TL 72 &0,
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Q: HEHE—D TrueCrypt RY =2 — L ZEED 0S NOHFRIBFIZT 7 BATEETN(RY 2 —-LRBXR
v NU—7 THEINTNHHRRE)?

Arxy NT—=Z7HOERFESRL T2,

Q: Xy bT—ZBHTTrueCrypt Y =2 —AIZT 7 B RATEETH?

Aty FU—7HOEFEZSRL T EV,

Q: VAT IN—T 4V aVBREBLLELES, FOFIFATXFERN L af v/ Pa—F—]
WEREINTEEETT, ThEF TN ) v 755 L., Windows iZZD RKIFAL T2 74—~ b
TAENEENWTEET, FIATXFEEDTRNVEPBTLENTEERAN?

A TXFET, RIATLFEDT2NEIICTHITIE, TROFIAIC LN > TSI,

1. T2 "y TEFRIFAZ— M A=a—0 [aa—%) F-0F (v, avta—%] 7
AaviEAE7 Yy 7 LT HEH] Z2BRLTLESY, [aryBa—20FH] v R
VB EET,

2. KDY A RNpL, [FoRA70ER] ([RREB OTFIZHD)ZBIRL TIEIN,

3. Kb =T 4varazfb7 V7L, [RIALATLFENRRAODER | Z#iERL T
<TEEVY,

4. THIBRI 227U v 7 LTLIEEW,

5. Windows NHERZRDOTE=H,  HEW] 227U v 7 LTLIEEN,

Q: REBPRL pole b &, EIRO>THBEZBBRTEEITN? E5THIERY =2 — 22 RL2I
HETE LT

A B S 2R T DI A SR LT IE &,

QRY 2—bZYL—ARNTNAF4TLLTeUV NTBE, MBREDLBDTTH?

A: 7= & 21X Windows 7% H##J(Z TrueCrypt 78 U = — A2 Recycled <> System Volume
Information &\ 5727 # VA —(ZIHIX T AT AT LOEITTERED T2 DITEL N E )2 AF
HZEEIELIEWRDL, ZOF Ty ailF =y 7B ANTLESY, L, ZHUTIEARH
BRERbHYET, LAE, ZoFTvarzfitsre, arvva—FElidvMarta
— X DY A NTFHZEEHELE TR LET A, (2L TrueCrypt 37 Tix7e <. Windows DO ll[R
<)

QBFEOa VT FEBHNTAZLT, LV T T E2E->THLERETTN?

A: H L TrueCrypt = > 7 T 2 1EZ 561X, DRICHR Y 22— AER Y 4 F— REfE-> T 7ZE0,
HL, avrrEar—LTlbFEEd &, MGICR2-TT — 2B AD Z L2730 B SRk O
FRNVIZRDEPB LILEY A, RERDL, WMAHDORY 2 —LRFELF—Ey FaFFO720HTT,
BRIy 7T v T DEYFHBB LTI,

TrueCrypt User’s Guide. Copyright © 2003-2008 TrueCrypt Foundation. All rights reserved.

120



Q: TrueCrypt Y = — A DZE X FPREZLEHIRT 5 XETL X H9?

i SRR E X, BRICHET D2 &, HIEARFRERL I AT — 2% EEXTH L

A FHIENRY 2 —LE2EHFTEH LRI (L2, RRAUY—REZWHNT Z EE5EHI IS LD
eb, NIV T, 29 TRITNIIMELY FHA, EWVODIE, AU 22— A2ERPREZES
NTNDHNE T,

Q: TrueCrypt iZED LS IZ LT, T—FEEBM LT NVITY XLZHFITEDTTN?

A: B OB AL DA ZZ R L T ES 0y,
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WE{L & MR 52X

TrueCrypt (X AT L/N—FT 4 2 a VETIIV AT AR TA TIZONWTDORHR, TDOEEDIRETD
WE( VAT H > VAT LINN=T 4 a s/ F7A 7O oAbl 22N TEE7d, L.
B 5L M T 7o T, B L EBRE L2V S, TR RIEIC LR > T ZEW,

hoODN =

TrueCrypt R U =— L&k ~T v b5,

TrueCrypt R U 22— LNDFTRTD 7 7 A /L% TrueCrypt S ~B I+ 5,

TrueCrypt R U =— L& T v~ T 5,

TrueCrypt R Y 2 — AR 7 7 A VERIDFPAIIL, tO—fD 7 7 A )V EREOBIETZED
Ty A M2 T EEIRT S,

RY 2—ARBR—F 4T aVEIUSB 7T v va RI4 T HEL)DOBAICIT B 1-3 10k
WT, FROFIHEIZ LS,
a. TAY Ry TPAL—hA=ma—0 [ava—F] ) I~farvta—F] &5

7V L B 2RSS, Tarta—20FH] U FUNKRRSND,

(2 Ea—FOER|] Y4 RYOEDY A O (38 OFD [F 4 27%
Bl A9 5,
HELiwWR—=T42arz2hG7 )y 7 LT T RIATLFENRAOER | 21381,

[RIATLFENRADER ] 74 RUTRIA TXFENRERRINL2TUT B
my . ERLSMT TRy V) 27U v T D,

BB 2270 v 27 LEBRAIT TRIA T CFERITNZADBEN] BREREINLHD
T, BIVYTTEWRTIA T X TFEHRBATOKEZZ Y v 7T 5,

(2 Ea—XDOEH] V4 RUTESLEWS—Tyvaa@mEs ) v o7
5, LT, [Zx—<v b ZERNTLHELE [Tr—~v b U4y RURKRS
ns,

(T4 =~y N UV RUTOKEZ Y v 755, 74—~ RET TR,
ZDR—T 4 ¥ a NI EEX DD TrueCrypt T~ 7 2 M58 T2 0,

RY 2a— BT NRARB(SOFED | TAAL ARKEIZDT BN TWRLS T, T2 ANED
TER SN TWVD)DEAITIT ERE1-3 1Tk T, FRROFIEIZ L 5,

a.

TAY Ry TMAF— R A =ma—0 [avEa—F] hi~vfarsEa—H4] 24
7w L ) 28RNT%, 2 0Ea—20OEM 700 RUREKEREINS,

([ Ea—2DEMR] T4 RUDOEDY Ao (& OTFo 54027
Bl 2T 2,

Wb T A A m T iika s 7 ) vy L, DA —T 1 a ) £33 DHl
SUTFNVRY a— A BERT S,

B RS 2 A RIS, BHIDOT AL AETBATOAENE I DEERL TS
W, £ ThRNE, ZZICRHFEINTZTRTOT 7 ANABKONDZ L2720 £7,
Do AN—T a0 =R » HHV TR 2a—L 0 0 — R BE
IREINDDT, FRN—T 4> a VEAERT HT2OICT 4 F— ROFERIZLIZD D
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Zé, =T 4T a UIMERENAIUR, FONR—T 4 a VEFRAEESORDIC
TrueCrypt T~ 7 > N T 2B E 20,

TrueCrypt D7 A4 VX h—)b

TrueCrypt 27 > A > A h—/LF 521X, Windows Xp CTid A ¥ — h->z > fr— /L3 )L->7
777 AOEMEHIER] ->TrueCrypy->£ 8 L HIfRr) LA T 723V, Windows Vista Tid [ &
H—h->ay ha— ) ->T 0 ST AT a s T AOHIER->TrueCrypt-> £ L HIER ) Ei#EA
TLREEW,

TrueCrypt #7 > A > A h—/L L T% TrueCrypt ARV = — A ZHIBR S v EH A, TrueCrypt &1 >
A N—=NFT B0 N TRXT—F— RCTEBEITIUL, DO TrueCrypt RV = — L& Fl~v L hTE
£

TrueCrypt VAT A7 7 ANET SV r—aryr—4%

HE: swindirs L windows Z 1 A b —/L L2 FE/ N A1 C: YWINDOWS)D Z & T,
TrueCrypt K7 A

$windir%\SYSTEM32\DRIVERS\truecrypt.sys (32-bit Windows)

Eele

$windir$\SysWoOW64\drivers\truecrypt.sys (64-bit Windows)

EE: TrueCrypt X h I RT—F— R TEIK 0D, ZOT7 7 A NVIIHFEELEE A,

TrueCrypti&E | 7SV r—vars—4:

RDOT 7 ANNT TV r— a7 =2 PEHERESNDGINRFEINET, (2L 2
C:¥Documents and Settings¥UserNameYApplication Data¥TrueCrypt¥, UserName |3& 727D
Windows O —H%—4) kT XT7—F— T, TN 5HD7 7 A /LiE TrueCrypt.exe % L8925 7
4V —(TrueCrypt.exe FIET 5 7 A VA =) fF SN E T, BE: TrueCrypt iz bn 7 7
A NEREEIL LUERA(TrueCrypt TUAT LN—F 4 ¥ a VI RTA T EEFAL LIRS ZERL),

Configuration.xml

Original System Loader (K7 A 7 DO A]> k7 v 7 @O TrueCrypt 7 — kB — & —EIALRFIDOITLT
— 2Dy T T )
W VAT LR=FT 42 a VI RIA TR LI T RITE, 207 7 A MIFELEE A,
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System Encryption.xml (3 AT L/8—TF (v a U RT7 4 T &2 a{bd D CORRRTE 7 7 A
)

Default Keyfiles.xml
HE TrueCrypt DY T HHEEEZH > TORITHIEL, 207 7 A WIFELRV DD LIVER A,

Favorite Volumes.xml
AHE TrueCrypt DM T AHEEEZH > TV RT NI, ZOT7 7 A VIIFELZRVMLD LLERA,

History.xml (TrueCrypt RV = —2Ab Lt LTCEITD Y FalITHNH > 720> TrueCrypt A8 A | &
LTCHEDONTZT 7 A NRCT A AREIT 2080 Y A b ZOEREITENICTHZ ENTEET,

JRIE & IR AT L 72 W DT Z 2 )
TERE TrueCrypt OF%% 4 2 HERE A M- TOARTHIE. 207 7 A VIHELARV S LVEE A,
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5y

KLtk

C ETFFA N Try s

Dx() ¥ — KEMEIEET LY XA

Ex() B/ 5 % — K& O ET LT Y XA

H() Ny v B

i nbit 7y 7 OT Ay I AT 7 A p iR X D

K 5% —

P L= TFRANT s

A BEMAOFREEF (XOR)

® IELT 20 CHSTRY, n BEOFRT U REFEROE Y b A X, (EDOF
T RN I-bitfET, HEDOALT L RN 2-bitfEDHEA:100=1; 101=0; 102=
1,103=0; 000=0; 001=1; 002=0; 003=1)

O 2OD2EE M 52 HEA GFQEIROEFEY = —/L

X" +x"+x*+x+1 (GF (X4 = 7D Z &)

| L
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5B DAL A

TrueCrypt RV 22— L%Z~T L b THLEEXONAT—R/F—T 7 A LRRBSN TN EREL
). EITEBRGERRETIS, ROAT v TRFITINET,

1. R a—2DFEHID 51234 MNAEHERY 2 — 2D~y X —)PR RAM IZHAIAENE T, £
DD 64 € bV )L b TT, ( [TrueCrypt RY 22— L7 3 —~ v MK 25MH) &
AT LA (AT AREFLS ) I2 WL, ROIORELR T A4 7~ T v 7 OfthD
51234 PR RAM IZFEAIAZENE T, (TrueCrypt 7— b B —F — I AT AR T A 7T D
WO RT v 7 BEOTrueCrypt L AF 2—F 4 227 12H D £F)

2. RY 2—A50D 65536-66047 /S A F 8 RAM IZHEAAENFE T, (TrueCrypt A U =2 — L7 4 —
~ v MIBEEZZR) V2T A S LOSGEIL, BES—TFT 4 > a VOEZRONN—T 1 a v
D 65536-66047 /XA RNFEAHAIAENET, TORY a—A(FFEENN—TFT 1 a3 VOHE
BONR—=T 4 aNIFEZLARY 2a—AR3HIUL, ZORRTED Ny X —EHHRAATE D
TR FET, 0 ThRITFIUR, BICEERR T VX AT —H BHHRANTETIET WS T
EIZR0FET, BLARY 2a—203BL50720E, ZOT7—XEESFTEXL0EH TR
FOET, FEMIIERLARY 2 —LADIHEEZ M)

3. TrueCrypt IZ(1) THAAATEHERY a— b ~w X —%ESLE I L LET, HEOER
TNV AR SNZY LieT — 21X RAM IZRFFE L E T, (TrueCrypt (T2 5 %1 -
LCT 4 AZITRIF L ERA) RO/NT A —=F IR T, BT TIREL TV E E T,
L TFOREERAEDLEET X TR LUED)

a. N~y A—X%—EHITfiiL D PRE(PKCS #5 V2.0 ICHE, ~v X —F—DEH, vV
Vh, BXOKREREZZR) ZUELUTO ENNIe Y £9:
HMAC-SHA-512, HMAC-RIPEMD-160, HMAC-Whirlpool.

=P =N AN LTo/RAT— R(—2ULEOF—T7 7 A L bEHI NS L
W - X —T 7 A VORI EZIR)E (1) THAIAENTZ YV Md~y Z—F —E HBIEK
~NESH, CHEOME(~y X —%—0EH, YL b B OREREKE S H)MED
nNET, L TENND, N~y X —WEF b= ER I, FH o~y X —F—(XTS
E— RS 6NET, (INHDF—TRY 22— Lo~y X —DRE ST DD
nET)

b. W5 b7 /L3 U X A AES-256, Serpent, Twofish, AES-Serpent, AES-Twofish-Serpent 72
r

c. EfEE— R:XTS, LRW(IHTE D720, CBCIHA T DAL 7e ),
d F¥F—HAX

4. HET—=ZORYID 434 F3” TRUE” & WD ASCIL LFHNTH Y . HESNTT—Z (R

PINOONRTG A =2 E, WEORES 2L D 72DITMBIC SN TND D TIEZR<, TrueCrypt R Y 2 — L TH D)
EIDEFRNCHD I ENTERWVWIEDTY, (HRDT VX AT —F EXBIBO0R)  RY a—h~y X =22
NEDORTA—FEBIIL TR L, 221320 EHA,
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U a—Lb~y B =)DEHED 256 34 RO CRC-32F = v 7 LANEST—FD8EFEH DN

A FOfEE—E Lz b, BENERE L LW LET, (ZOMEIFRE LI TND DT,
Mo 230 A, TrueCrypt RV = — A7 4+ —~ v MEEAESRIR) Z OS540
SNZTE, et RIOICE - THERE L 97,

L L, A THRALET =2 DOEDLVICQ)TiAlE T —2FE LAY 2—2DR Y o

— Ly X =DM ZFENET, ZNTHLREICEDRITIE, v 7 MEIZKRT L
EFT, (FESTNAT =R, RY 2 —LOHE, £7203 TrueCrypt R Y =2 — A TIERWN &

WH Z D)

5. TN TIELVWWRR T — R @y sib 7 ra) Xa, £— R, F—H% A X, ELWL~y
H——EHT )T Y XLPNDNoT2(5 D WVIXIEFITE W RIREE TON o T L RETE %)
IRV ET, £, QTHALET X EEFTEERRL, BLAY a—AZ~T K
LEIELTWDREINZERDNY, ZTDOYA RHQ) THAIAAN TR)THE T S kbR
MHELZENTEET,

6. Wi A/ —F IEE SR Y 22— A S —(TrueCrypt R Y 22— A7 4 —~ 7 MMEE
SR MOELNTEv AL — X L T X —CTHAHEXTS £— F - Bifft— F&H)
SNET, ZOF—E@FR) a—b X —f(EIE, VAT AR ALDTLODOF—T
— ) EDEL, RV a—bDEDOE 7 X —THLHEEFTLHOIMEY 2N TEET, =
NTARY a—AlI~vu FERE LA,

FIEE— RN, ~y & —F—DEH, YL BIOKERELSRLTIZIN,

BfEE—F

TrueCrypt A/N—7 4 a v, RIA 7 AIER Y 2 — L& K5k 5 DI 5 #ifEE— NILXTS
<Y,

XTS E— RIZ20034EI27 4 U v 7« AU = A DBi%EH L72 XEX E— RF[12]TH Y T2, Hiorn
EIE(XEX

ITE—DOF—%2 25025 HIIZHEWE 28, XTS IZZNEng 0 —2f 0 F97) 2007 4 12
AIZXTS £— NiZ7 v v 7 BIGHELEE O R 5{LIRFEIC DUV T O IEEE 1619 Bk THRGRINE LT,

XTS &— FO#H]
Ci = EKI (P, A (EK2 (l’l) O ai)) A (EK2 (l’l) O oci)

Z Z Tl
O 250 2iHZ#z 5 ZHEA TOQ)FI4 D RE 27~ x' B+ +x+1

1 IS — (% K55 AES, Serpent, Twofish (Z DWW TZENZEH256 £ > M)
K2 135 % — (%MK 5 AES, Serpent, Twofish [Z DWW TZALZE41256 B K)

T 2AF—=F =1 IR 2 —AMERD & FIEREN, HETEFTHZ LT TEEFA, R 2—LDO/AT— REH
. HLWARRT =R 8HINIH LAY X —F—TRY a—b~y X —2EHES(TD 2L TEINET,
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i WX T =2y OB ST a0y 7 DA T v 7 A, PO S 70y 7% i=0 &7
50

n ITKIMNORET—H 2=y "DOA T v I A, HYIOT —H 2=y MI n=0%725,
a I e TIHOFMEEERZTHY ., ZHENX x(DFY DIT—HKT 5,

ITNETNOT —H 2=y NOWA RF@HE 512834 M7 X —P A RFEHEL O)TH D,

XTS £— FIZOWTOFEMI[12] 2 5,
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~yF—F—DHEH, YV, BRORERK

ANy H—=F— IV AL —F— DT — & % FFO TrueCrypt 78 U = — Aoy X —OIRESAL I & 5
b, BET 0L ET, BT LOMFAE TrueCrypt R Y =2 — A7 +—~ v M EZSR)
TrueCrypt ~ v Z—F— L 5 7% —(XTS T— )& LT 5875 IX PBKDF2 Th b . PKCS #5v2.0
ICHESHTWET, [7125 M, (PKCS #5 v2.0 SCEIL RSA WF3EFT D ZJE & T
http://www.truecrypt.org/docs/pkes5v2-0.pdf C A F- R HE)

512-bit YV MR Y 2 — 2R T 7 & A TRAIA LD ELEIE A THER I D 7 X LE) MDD
NET, EWVH L, ZNENDO/NRAT— RIZONWT22QD5RBE)DF—DBHDHENI T &
T, ZhUE, A7 T4 UEEERBICKT AT A RE b S ET, (Vv RBMEDbRS &
FHNZT R TCOXF—%2a L Ea—F THAGDE TR — REEELIEDL LW Z &1E, EFIC
LRV EI)[7] YV ME TrueCrypt AR Y = — AERGETE CHECRS EMIEIC L - TAER SN D
ELHE DR Y 97, ~v X —F—EH %L, HMAC-SHA-512 , HMAC-RIPEMD-160, %7-1%
HMAC-Whirlpool( [8, 9, 20, 22] % &) IZHESNWTEY, 22— —Z ENERR T 7, EHS
NOF—DORIIL, EELE RNy v aBEOE A XTHIRENEE A, 72& 21X HMAC-
RIPEMD-160 Zffi 572 & L T%, AES-256 D~ # —F —|L-D4lZ 256 £ M R(XTS E— R TiE,
256 B R sy X —F—NBM S, fEFRE LTAES-256 TiX256 £ b — " offibid)
TY, FHMI7IZZRLTIEIY, ~y X —F—ZEHT 5I12/3F— 5 HBIEZ 1000 [H]
(HMAC-RIPEMD -160 % f:ffE & L TV 24152000 [E)#: 0 K S 722 < TEWIT £ A, 2 HIEHUE
L7To/RAT — REER(RY -0 WEHZET 2R ST E T, [7]

J A — RO 2 OREZRE D~y X —F—XFR CXAT— REF—7 7 A Vb sns0b L
R BEMIET, AL TWET, =& 21X, AES-Twofish-Serpent TiX, ~v
K= — B IT R A T — KD 768-bit F—Z(XTS T— K TILIBME LTT768 By kD A~
v =X — b)Y EHT 5 LI REZITET, ARSI 768 By b F—X =D 256-bit ¥ —IC
DEISNXTS E— RTIEE - —HL =2oD256 By hF—ZnElSh, hAr— RKeRE LT
6D 256 B X —%fE5), MDD DN Serpent T, _HFHDEH DN Twofish, = FHDOH D
2% AES T(XTS & — R TITHmM D % — 7 Serpent, KD HF % —7H Twofish, FHEDH _F—N
AES T b ET, F—NEHEND IR -7/ A T — RERD 5 HFHEIZEIVV AT — R~D
M7 D EEEZ RN O RV D T, BRERF—D—2% -7 LThH, T boxr—2%8E
HT25Z L3 TEERA,
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ALBCE AR

TrueCrypt FLECFE AHERERNG) X RAM(A E V)2, v~ A X —E5{L¥—, & _F—XTSET— F),
YVEBIOX—T 7 A NEAEKRT D EITEDNET, 7 —1E640 N1 FET, LD
AT LT —ZTilil-SnEd,

~ 7 ADENE

F—Abr—7!

Mac OS X, Linux: P& RNG(/dev/random & /dev/urandom O i /7)7> & A Ak S FU D E
Windows D Zx: MS Windows 55 API (500-ms [#5& CEHIAIZUNEE S D)

Windows DFx: X U —27 A X —7 = — A FH(NETAPI32)

Windows D7 : & F &F 72 Win32 > Kb, BEREIZER. 5172 #(500-ms = & I2IEE)

ERROY =2 ENPNLHELNTEIX S — VI EZAEN, xR NMIoBElEnET, (-
& ZIE, 32-bit fEIF 4 34 MIpEIENET) 2D DA MEE A IZ modulo 2° addition JEEF & L
THR—=T 7 ANT = ND(T—=/VOHWMED LEZTER)T == VONEICEZIAENE
T, N MR EZIAENTZL, T B =Y MT 1A bER, #&iiE T D &7 — /L DSEEEIC
NMESTONET, T 163 FEZAD T LI, P—WMERABEEN 7 — L 2RICER SN
£9, (TRLZH)

7— I RA B

OO BRNIIEE T, LT A28 T, ilxd THED] ANEy FOREEZ TE 512N
FET, ZHTHEBEEZETZ LI26 RV T, 77—l 16 S FaEHEZAL T LI, 7—
JWRA B 7 — VBRI EH S v E T,

T — R EBEBOFHIILL TO LB

™

R ZEBT— T 5,

H % 2—H =38R L7z~ o = BIE(SHA-512, RIPEMD-160 % 7213 Whirlpool) & 9%,

4. 1=y 2B HOWONA bR, (O£ Y H?JS RIPEMD-160 72 5, [=20; H 73
SHA-512 72 5 = 64)

5. z=TF A NT—)L RDONNA MR (640 /31 )

6. g=z/I1-1 (H» Whirlpool 725 g=4)

7. R%EINA ST a7 By.B, \Z45E

S 0<isq(&T7 vy 7 BITEID) THLHOHWE, LLFTDOAT v 7% F1T:

W

a. M=H@B|| B/ ||..||B) [F>FLT—NiINnva MEEDL Ny 2B HT

M EN D]
b. B,‘:Bi/\M

8. R=By|B|.|B,

'Linux T3~ U ABERRWVGEIZOHR, F—X b —7 BiRHAMONET,
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e ziX, q=1 2B, ZUyHX LT VTRO XD IZIRA S S:
(Bo || B) =R
B():BOAH(BQHBl)
BlzBlAH(B()”Bl)
R:B()HB]

BLECE AR ORRGT & RIRIT T RO T HES <

*  Software Generation of Practically Strong Random Numbers by Peter Gutmann [10]
*  Cryptographic Random Numbers by Carl Ellison [11]
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F—77A

TrueCrypt ¥ —7 7 A /Wi, TONENNAT — REFORDTONLT7 7 AV TT, F—T7 AL
DHNEIZHDOWT, FeillOFIRIZH V £H A, —% —I3 TrueCrypt RNG IZ L > TT U & L7RINE
D7 7 ANEERT DIPIAH DX —T 7 A NVERRBERREZFE > T, =7 7 ANVEERTHZ L
HTEE T, (TrueCrypt RNG (2O T O EEMILELIORE LBk 2 B 1R)

F—7 7 A NOERYA XITHIRIZH O EHAD, JEIHD 1,048,576 bytes (1 MB) 72 (J 23 LB % 42 &
B0 ET, (BERRT 7 A NVELIRT D OI4E S MRe EOREN S, 780 O ITEH S ET)
2P TEEDOF—T 7 AN EHEI ZENTEET, (F—7 7 A NVEITHIRIZH Y THA)

X—7 7 A VIFHEELD PIN =— R(PIN /¥ R TrueCrypt GUI "C A JJ A BE) THR7#E S 4172 PKCS-11
BUE[23]0EXF 2 VT 4 b= VAT — b I — RIZRETDHZ b TEET,

X —T 7 AT T O HFIETUE L, NAU— RIZ#EHASINET,

Pha—H—NAS LTRAT— FZEnS LILERA)ET 5,
KP%aX—7 57 A NS =T 5,
kpl X% —7 7 A VT — /L KP DA FR(64DFED 512y MET 5,
pl /N AT— R PONA MREEHIN—Va o TlE 0<pl<sed) T 5,
kpl > pl 72 513 (kpl — p) DR E DA NAEIZE ) Z AT — 8 PIZENT S,
X¥—7 7 AT =)V KP % kpl A O w1 Tlii=7,
ITNZENDF—T 7 A MTHONWT, PLFDRAT v 7% FELT:
a. ¥—TFANT—=NDH—INNEE T —)LVORIEEICE v 15,
b. Ny 2B HZIHEET 5,
c. ¥—T7ANDENAL e 1S3 or—R, ZNEIUITONWTLUTDORAT v & HE
173 %,

i RNy 2 (REE) M 2572018, Ny v az keI y v 2B
é&H?m~Féhtﬁ4b®A/V1%¢6oAyvnw%Tﬂ@mLﬁ
WAREID T2 DI KRB 2 R FFT D),

i. dRHE M EZE L DAL MTHETDH, BHlE LT, Ny aDH R 434 |
2o (LT || =M

iii. (7.c.ii THELNT) 2D DA R A& & 12 modulo 28 addition 1L A LT ¥
— 77 ANT =D (T —=NOHMED EFEE TIERL) T =T —Y LD
ALEIZEZ AT, N MBREZIAENTEOT =B — VLT 1A MiEde,
H—=I VN T =D E T DL, MEIXT—/VOSEEHEICHE IS,

8. =T 7 ANT—=NVOAREZLLTDOHETSRAT—FR PIZEHT %,

INAT— R P& A D/NSNA N BBy \Z3ET 5,

X¥—7 7 A )T —)V KP % i~ 0)/\4’ N Go.Gi 123N 5,

For 0 <i < kpl ODFGMFTIAIZELT B=B0G;

P=Bo| Bi| ... | Bpr1 || Bpi

9. AXU N PIEF—77ANT =V ORNEPEN SNTH &)~y & —F—FHEEK
PBKDF2 (PKCS #5 v2)~ i S 4L, NN —F —NBIR L L8y a7 3 U XA
(RIPEMD-160 7% Whirlpool ) DRG 5% il > T(V /L oo T —# & &L IO L E9, FEH

No gk wN~

fao oo
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I~y X —%—DEH, VL, BIOKEREKEZSHE L T 7ZE0,
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RE% H OBEENT T2 ANHER DS H B9 T9[26], CRC-32 13Ny ¥ = B¥ H TEbiuEd, CRC-32
DOHNISBT TNy a2aT A XA S TR INET, F—T 7 A LT —LD
WEIZ(CRC-32 Ty v 2 SNEDITZ), RAT— RICEASNET, ZAR~y ¥ —F
—3E MBI PBKDF2 (PKCS #5 v2)~E S 4L, ZN 2 —HF—NEIR L2 L2y a7 na
U X L1z & 21X, RIPEMD-160 2> Whirlpool) DB 5 % il > T(V /L hofthd T — & & & (2)4L
HLET, RELTUELNAENR~NYy F—F—LE A~ X —F—(XTSE— )& LD
nEJ,
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TrueCrypt R Y = — A7 +—~< v M

Offset Size Encryption
(bytes) (bytes) Status' Description
0 64 | Unencrypted® | Y/ I
64 4 | Encrypted T AF—3FF “TRUE”
68 2 | Encrypted R a—b~y F—T p—<y hX—=T g
70 2 | Encrypted RV 2—2L%5RL 07T LORNN—=T 3
72 4 | Encrypted (1875 & 72) 256-511 /34 R D CRC-32 F = v 7 ¥ A
76 16 | Encrypted THIO 2T )
92 8 | Encrypted FRLAY 2—LD% A4 X0EFHRY 2—L7256 0%y K)
100 8 | Encrypted R 2—2bDH A4 X
108 8 | Encrypted v AL —F—DBNEA Ty
116 8 | Encrypted ~ AZ —X%—NORE S LfEE Y A X
124 4 | Encrypted 7778y b (bit0set: AT LKFEAL; bits 1-31 1ZFH)
128 124 | Encrypted THIO 2T )
252 4 | Encrypted (8= & 70)64-251 /34 D CRC-32 F = v 7 ¥ A
256 Var. | Encrypted G SNTH— B AL —F—
512 | 65024 | Encrypted T (AT LG AL TIE Z OIE B IZBRS 6)
65536 | 65536 | Encrypted/ LAY a—b~y X —f@l(ZORY =2—AIZEB LAY
Unencrypted3 | = — AT HIE, ZOEBITT ¥ L7 —42%), &
AT L SALTIE Z OB IEERINS, 0-65535 31 &%
iTE]
131072 Var. | Encrypted
(FAF—=F—DAA—=FITLD) T —F I, VAT A
G AL TIX( AT AX—=T 4 v a DA 7'y Mk o
S-131072% | 65536 | Encrypted / A7ty MIERRD,
Unencrypted3
Ny T Ty F—(Rp %V v MipbEH SR
LHNy X —F—|Z Lo THiE1{k), A7 AR E{ETIEZ
S$-65536 | 65536 | Encrypted/ DOIEH LRSS, 0-65535 31 M &=ZH
Unencrypted3

BRLAY 2 =Dy 7T v T~y Z—(8p 5 VL ks
HEHINTRERL I~y X —F =l > T, Z
DRY 2 —MZZLARY 2 — A0, Z ok

TR Y 2— A DR BALTEE T~ v # =% —(BLOXTS T— R TIIH -~y ¥ —F )T S ET, FEMEIREko
fEH I e~y X —F—DHE M, YL BXOKEREEZSRL T EEN,

2SIARY 22— LDH A XA MEEWRLET,
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