TRUECRYPT

FREE OPEN-SOURCE ON-THE-FLY ENCRYPTION

USER’S GUIDE

www.truecrypt.org

NR—T g EH

TrueCrypt User’s Guide, version 4.3a. 20074-5H 3 H %17

TSR LETHFER

TrueCrypt A > A h—/L 95, EIFENESE DT, blelid AV &Y —Ra— ROEMGi/ Sy 7r—
VIZEEN TS Licence.txt (ICENNTNE T A B RAIZFETHZ ENMBETT,

E (S ALE

DY T N =T ORI

Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

Copyright © 1998-2000 Paul Le Roux. All rights reserved.

Copyright © 1999-2005 Dr. Brian Gladman, Worcester, UK. All rights reserved.

Copyright © 1995-1997 Eric Young. All rights reserved.
Copyright © 2001 Markus FriedI. All rights reserved.

FEAERICOW T, V=R a— NIZiMT ShEEEOEMZ LT 7E a0,

T53T7 4y A(mA, TA a3 E) Copyright © 2003-2007 TrueCrypt Foundation
A TrueCrypt Foundation Release

PR AR R

TrueCrypt & TrueCrypt? 2 = ETrueCrypt Foundation D p5t ¢4, AR 2 4:8k9 5 Z L AHATIX
B EHAN, TrueCryptDFFHI A 51V [Fl4 8 5 W= AR OB OAFLEN G| E i 23R — FoZ Ofh

OREREZBIET 5729 T, TrueCryptiZpdfZ CiddH v £33, TrueCryptid 5% b4 —7> Y —AD 7
V=Y 7 =7 THYOIFHTLLEI,

ZOMOFEREIT, TXTERENE A OFTEED S DT,
il R

TrueCrypt FoundationiX, Z® K& = A2 "R HRT-OERIZAE > TWND D, EFEHRIZERD N7 L na (R
RELER A, HERIZBEWNNRARNEHES D720, AT IANHSTZ0T 50 LIVER A,


http://www.truecrypt.org/

H X

FE 0D T eereeeirneceeecsresssessssessesssssossssssssessssssssosssssssssssssssssossssssssessssssssessssssssessasssssessssssnssssssssasssssnsane 6
D Do DT = R U T Tl eeeeeeeeeseeresessssssssssssssssssssssssssssassssssassasassssssssasssssssssssssssssssssssssses 8
TrueCrypt 22T F DVED J7 EEUNTT oo 8
TrueCrypt /X—7 1 2 /T3 ZADVED J7 EENTT e, 27
FFAEDIUT DFETR ceeererreeereerersesesenesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssssssessssssssssesens 28
BEL L TR U = ettt ettt een e eer e 29
B U TR U = A B 2 D5 5T D ettt et et eeees 32

BE LAY 22— ARKE DY) DRTOZEATR oottt s e eenns 35
TRUECRYPT TR U m 7= Aveereeerereesesesenesessssssssesessssssesssessssssssssessssssssessssssssssssssessssssssssssssasssssssess 37
T TRUBCRYPT TR U e = N OB et e e e e eeens 37
INSI T T IV TE T IR Do ettt ettt ettt ettt 37

IS E T T T8 U 28 oottt ettt ettt et ettt eeeeean 38

T A S T T 0 0 B ettt 39

B A T R 0 T ettt 39

DT A DDA R ettt ettt ettt ettt ettt reanas 39
CD°DVD T3 2 TrueCrypt I U o m=Bu .ot 40
IN—=R =T/ 7 b7 xT « LA K& Windows ¥ AT I v 7R 2—A, 40

AR 2= BAERIZ BT 2 GBI IR oo 40

AA YV TET T ET A L R U erreersssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssns 42
T T A TUDDTEEIR e ettt e e et e et et ee e e e 42

T INA A DITEEIR e 42

T T L S ettt ettt e et e et et e e e e eae e ane 42

T IXA A D T T 2 D e 42
T T o D e ettt 43

G T L T T o S ettt ettt ettt ettt 43

FEIE L 727N A T R DT ZE e 43
JETEE ZATTE L 72U N ettt ettt et ettt ee et e e eeeeneeeeaes 43

B T e 43

T D N Tl ettt e e 45

T 7 T N R o L ettt ettt e ettt et e e e er e 46
T A T w3 R T ettt ettt ettt ettt ettt ene 46

RY a—b >FNLADRY 2— L5 FTXRTHEITY 7L M o 46

RV z—b SBET L FENTVDERY 2a— L2 BRUICA VIR LT . 46

RY o= > BRUIT A TR U = N 2 T N oo 47

RY a—b >~y F—F—EHHT LT Y X DDFETE oo 47

RV a—h >HRY 2= DN AT = RZZET T D oo 47

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

2



Y Il > TR Y i A B T T oottt r s 47

Vgl > R T RT T R T T DT 0 T ettt 48
A A A (017 cX 1) FO TSSOSO SRR OPR 48
DAy e ) B NN /O VAN /A ) SRR 48
W gL > TR Y a BN Z DU A R T et 49
B e = B T B T e oo e oo ee e e e e e e e et e e e e e et e e e e e e et e e s e e ee et eeaeeae et eeaeeene et eeaeeeae et e eaeeneans 49
TRUECRYPT 78 U N 0D 70 7 2 N oo e e e e e e e e e e e e e s e e e e e e e e e e eeaseeaaas 51
INAT—=RZRTAND ATV IR BT D e 51
T N T T S T o oo 51
R 3 B B e eeceeceeeeeeteeeesse s s ese s ese st et et st e b e bR e R e e e e SRS RS RS RS RS RSB S SRR SR E SRS RSB e e R b e b benaes 52
"7 T A Iueereeeereeessesseessesssessssssesssessesssesssessessssssssssssssessesssssssssssessesssesssesseessessssssssssessnsessnsesssnsesnns 52
S A U =Ty N Ny USRS 54
7 T A T TR 7N & oottt ettt e e a e n et e et eae s 54
ZEDIINA T = R D7 7 A Tl oot e e e e e eae e et ee e e e e ee e 56
=T 7 A >SHKY 22— ~DX—T 7 A IVDIBIEIBR oo, 56
=T 7 A SHKRY 2= B TDOFX—T 7 A IVEBEE e, 56
T T AIL > T IT T T A I D R oo 57
=TT AN ST T F IV T —T T A I T F IV DB TE oo, 57
B TR T T Rceecenrenenessessessssessessesssssssessessssessessesssssssessssssessessssessesssessessessssessessssssesssessases 58
V)b > R T RTG =T 4 AT DT DT T et 58
TRUECRYPT ZEBEHER72 L TED 60
TRUECRYPT D F B e ieeeeeeeeeeretsseesesseseessesssssssessssssssssessssssessssessessesssssssesssssssssessssssessssssessans 60
=220 AR 61
B i USROS 61
FE AL T IV T U SR A eeeeeeeeeeressesessssssssssssssssssasasssasessasassssssssssassssasessasassssssassssassssssassssssssssssssnsnes 62
A S et ————— 62
N1y 0 1S 1| USSP 63
W OIS et e e e e e e e e e e e e e e e e e e e e e eaaeaeeeeeeaeaaaaaaeeeeeeeananaas 63
A R ST WOTIS I et e e e et e e e e e e e e e e e e e e e e e e e e e aaaaeeeaaaaeeeanaeeeeananas 63
AES-TWOTISR-SEIPENL......eoiiiiiiiiiiiiiiee ettt st e s 63
SEIPENL-AES .. .o e e e e e e e et e e e be e e s b e e ennbeeeanaeeenraeens 64
Serpent-TWOTISh-AES........oo e ettt 64
TWOTISN-SETPENL....cciiiiiiiiieee ettt e et e e st e e s ebe e e saneeenseeennne 64
INSI I T IV TT Y K naeeeeereeeeseeesssessssesssesssessssesssessssesssessssssssesssessssessssesssessssessssssssssssessssnssssssnnnas 65
A7 5V oo ) RSP PSR 65
SH A - Lottt e et e e e et e e e e ae e et e e e e ae e et ——eeeta——aaeta——aana———————— 65
RIPEMD -T60. ..o et e e e e e e e e e e e e e e e e e e e e ae e e e e e aaaeseaeseanaeaanaeaanaes 65

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
3



FFETTZR OSueeercreeercrerercresesessssssssssssssssssssssssssssssssssasasssssssssasssssssssssasasasssssssssssssasssssasssssasassssssssasssaee 66

T Y R T A L DFEUN T auerererererereresesesesesessssssssssssssssssssssssssssssssssssssssssssssesssssssssssesssessssssessssesensss 67
T e ere s e er e araene 70

B 0B e ettt et et e e et e et et s e e et e et ea e e esereteaeeneseerarenen 70

B A DD T 8D DD T B e eeeeeersessessssssssssssssssssssssssasssasssssssssasssssssssssssssssessssssssssssssssssssssssnsessssassssnse 71
S L T T T A Jb e 71

INA N S T L T R oo 71

B SR N A e O OSSR 72

I T T B ettt ettt nn e 72

RAM T 8 DB ol S U T N R N T et 72
IRAT = R E T T A TV D IE T ettt ettt ee e 72
B T e o222 r e 73
WINAOWS L 7 A B U oo e et e e e e e e e e e e e e e e e e e e e e e ea e e 73

T B DDIEEE e 73

7 T R T e 74

T T T T e e e r e 74

A T L T T A Tl AT Ia e 75

R R DAL Z 0 772 D ueieereieeeeseesesssssssssssssessossossossossossessessssssonsonsossossossessessessssssessossessessessesssesssssssssssssnsas 76
FELHANE co.ooveeeerereeeeereseresencssssesessssssssssssssssassssssssssasassssssesssssssssssasassssssesssssssasssssssasssesessssssnsasenes 80
BEFI D RIRE &L FHIFR.cueuereereeereeeeeeerenesesesesesesesesesesesesesesesesesesesesssssssssesssesesssesssesssesessssssessssesessssens 80
L D DERIFAQ) & Zovrvrrererrrererrerssnsesssssssssssssssssssssssssssssssssssssssssassssssessssssssssssssssssssssssessess 81
B Bl e B R T D 1T eeeeeereeeeeeenensssesssssesssssssssssssssssssesssssssssssssssssssssssssssssssssssssesssssssessassssnses 92
TRUECRYPT D7 A A h—)L 93
TRUECRYPT VAT A7 7 ANE TV br— gy —2~& .93
B TR v eeeeeeeeeereresesesesnssssssnsasassssssssasasassssssssasassssssssssasassssssssasassesssssasassssasssasasasssssssssassesessassssssssnsases 95
B LT ettt ettt ettt et et et e et et e e et e et et e et et et e et et eaeaneaen 95
T A DD LT et et e st et e s et st e s e e et e et e s e e et e et er e e es e resennerenn 96
7 S e TSROSO 97
ANy X —=F—DEH, VIV, BIEOIIEIEIEL oo 99
L B T A ettt ettt ettt ettt et et eeeann 100
7 7 A ettt ettt ettt ettt ettt ettt ettt ettt et ettt ettt ettt 102
TRUECRYPT 7R U = 7 = 5 N oo e 104
B B ettt ettt ettt ettt et r et ee e n et enenenn 106
o A T R ettt ettt ettt ettt ettt ettt 106
BB DBAFET TE e vererrerereresesssessssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssessssessssasessses 107

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

4



TB S e ceecesencnssensenssssensts st ssse st s s st s bR s bR e bR R bR s bbb 0 107
PN G U BIR et sas s s sas s s e s bR e bR s b ne 108
BHEE ettt s s st s bbb bbbt s 109
BE TR eveereersrsrsssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssssessessasssssasssssssasssssssssassssessssssessses 110

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

5



F2RE

ZDXEDEL OF(I2 & 2L EMHEH L AT DT OELNXFIET X TON—=V 3 D
TrueCryptiZxfits L TWET 2, WL DO HTTiEE 3" Windowshii TrueCrypt — i — & %f5 & L
TNDHZEIZERELTLEIN, ZDD, £ b OHEITIIW < DO FTIZ Linuxii iZ 13 5] ¢
IR VMERYH D £, Linux$Fa DI #HRIZOWTIE http://www.truecrypt.org/downloads.php TAFE
TEHTrueCryptSA F U &V —ZADT 4 AN Ba—Ta /"y —UlEEiLd TrueCrypt
man page (ZFt# L CW\VET,

X C®HIZ

TrueCrypt X BB HIRFE SAL T ARV = — A(T — X RAAFEE)D . 1B EHERFZ DWW T Y 7~y
=7 CT9, BB 51k (on-the-fly-encryption) & W\ 9 DI, T —Z N gedrH U & 7213 RAF D B A
(Ca—PF =D e LICABIIICE LSS & W) 2 & T, BEsfbahieRY 2a—LhD7 —
2%, ELWASRT — RIF—7 7 A )VETIIRE X =072 0T, st Z LIITEERFA, 7
TANWNTAT ABIRK(T 7 A NVH, To L7 MUK, EEHEK AT —F )BT 5{bIinET,

77 AMTBEFE DT 4 A7 LRICICY T > 7z TrueCrypt R Y o — L n, E72EEORY
a— LAt =52 ENTEET, (LE2E, BMAR NIy 7 -7 R ey 7E8ETH A
BE) 7 7 A MERE B E 7= TrueCrypt R U 22— AN S HAAE N a B —Sn= 0 558 (A
E U —HC)RIRFICHEIIZE S S ET, FERIZ, 7 7 A UL TrueCrypt AR U = — AIZE X AT
BERNCAIRFIZ BEIAIC RAM TRy 5k S E 7, 72720, 2o Z LS b s F3ET I
57 7 A NVEEN RAM FIZHIE LR IT LR RN E NS T ETiEdH Y £ A, TrueCrypt IZ1%
¥pl7e A€ ) —(RAM)DO MBI H Y A, TR EDIIIZFETEINENE, UTFERBELT
<IN,

avi BT A7 7 A D TrueCrypt AR Y o — ARFSNTWH ELET, (DFEV, BT AT 7 A
MIFELTEREFLINTND NS ZETT) 2—F—[ZIELWRRAT— REIEF—T7 7 AL
IZX > TTrueCrypt RV a— L&~y NA—T)LET, 2—F—RBETH 77 A VDT A 2
VEXTNI Vv ITHE, OSIZED T 7 ANEA FIZEESITFONTZT Y r— 3 U(EE
EAT 4 77— )2 REILET, AT 4T 7L —Y—3FHETHZDICET AT 714 D)
D55 % TrueCrypt B EALAR U = — 55 RAM(A E U —)~ & HAABID 3, ZO—H5
WA EN D & &2 TrueCrypt IZTEHBIFIIC(RAM ) ZENZES LET, HESn-vTF 40—
HEIAT AT 7L —Y—CHAEASNET, ZO-HMOPFESNTVDL X, AT 4T 7L
— Y —1X TrueCrypt i 5 (bR U 2 — AN HET 7 7 A LORD—E5r % RAM(A E U —)~ & i
Trikdy, ZOWRMNL W PhZSNET, ZOBBREAEECEY - ¥ - 75 0O EEIE S L RO
T A7 7 AN TRTRTOT 7 A NVE A TIZONTHREL 7,

TrueCrypt IFHExHIBF B SN2 T — X 2T 4 A7 IITE S £/ A, RFIZ RAM(AE U —)IZiE <
T, RVa—2RlvU L FENTWVTEH, TORY 2 — AR FEINTWDLT — XI5
fbEn=£ £ T4, Windows ZFEEI L7V PCOEREY 720925 L, R a2a—LFT7 0~
v N ENENRFESNTE T 7 A TR AL SNTIREETT 7 B AR REE 72D £9°, IELWWY

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

6


http://www.truecrypt.org/documentation.php
http://www.truecrypt.org/documentation.php
http://www.truecrypt.org/documentation.php
http://www.truecrypt.org/documentation.php
http://www.truecrypt.org/documentation.php
http://www.truecrypt.org/documentation.php

Y MU UFIAL U CERBEAEREN SN LTH, Z2ORY a—AIRfFEINTZT 7
ANVIFEFALSNTDREETT 7 EARGEBE R D £7, ST 7 ®BAARRICT HITIE, ELW
INRAT = R —T 7 A NEFHSTAHRY) a—bzx~T0 0 NTALENRD Y 7,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

7



PLEDTDDF 22— ) T
TrueCrypt 2 T FDIEY FF LW FH

ZOETE TrueCrypt. R Y 2 —LDIED T, =T hD L &N ZAZE-> TR L7,
B, MOEICHEEREHR/TEHE SN THDEOT, ZNDH LEORHEALESN,

277 1

£79 TrueCrypt ¥ v m— R, JEBEALA VA R—L LTSV, (f A b=/
TrueCryptSetup.exe #7027 Vv 7 L, Install 27 U v 7 LT 7Z&E W)

AT v 2:

TrueCrypt.exe 2% 7V 7 U v 7 325 Windows D AKX — kA ==—@ TrueCrypt > 2 — h 1 »
h& 27U w27 LTTrueCrypt Z2HE L T 72 &0,

AT v/ 3

[

IRl mNa-LAY F-TrALE Wiy EERENy  AJLTHHD =L —THP

B33 | Ala—d | B[ ESEPLIUZL [ 52 o]
g,
L= et
G H:
g ]
g ]
G
| !
g I
G
a1
g P o
g ()
g, LI

T,

1-LOTERC | =0/ | L AT~ s
Aa=b

| =l wrnoERe |
W EERETELLOE)

fa-s-lD. | FaoERe |

27 ) H;‘r‘;mmeaﬁwwﬂ} ST bE) ” BT 00 H

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

8



TrueCrypt DA A U 4t ' RUBREKRINET, TRV a2—BbDER] 27V v 7 LTLEIN,
(JR TP TV DY)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
9



AT o7 4

¥ TrueCrypt fU1—APERR4H —F

=101 x|

TrueCrypt hlJ2— A TERD o 1

v JEE TreCrept A1 — LOTERS
O BELARN 1 — LD ERY (D)

Ty — i

%(Df}rtf*— F, TrueGrypt 31— LOERRFERREEFTLLE

T 5 LT — ORI SN E L, COF —HisdoT.

3o — LT AR~ — % —(LRW T [, Ylb
HHE BN E S, COUEENET - AT, COM B ETOTYA
(38N, % —(OIBL, FiJ. 2O 77 LCHIESET —Rfia
N27, L7 AT EIEn s A LThAEAS T, HI5UHL,
(. BB keI d Cr O BT — A FE EHT ST,

a® | = anws | set

[TrueCrypt R YU = —2EK ™7 4 F— R 74 v RURERENET,

T4 =R 4 RUOEAZHAT, R~ #2717 LTLEEN,

HEE: LBEDORT 7 TIEY 4 Y —RU 4 RUOHEME T 28 L £,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

10




AT v/ 5

w2 —LDAE

| = | 794 LmEIRE)
vV BEREELAOE) 214 ADERED

oo TP RN 1 — LEFERR LD, =T 2000 —T 1%
BB, 090 —TAEDLS USE AR —AT 1395050
T AEEEE S LN TR T EE R, [ 27 LDaEER
{J"J o H, TR 1 —LIor B USRS ES 2. [T
i lt{(]:]?ﬁgtﬁj&bu wAL TSR E L S =TT i A%TE

g

L
T Tl Ead T i AR S ELESS. 2D/ T
gﬁﬁ%ﬂﬂ W A B THFEFENTOSIATOT — AL

'““'ﬁ

S:i+k u b

A | < wA® | r= | Fee |

CDOAT T, EZICEINILAHIT TrueCrypt = 7 F 2 AED O ZE RO £ 9, TrueCrypt
DRY a—KFarTFEbENLG 77 A LELTThH, BED/ =T (¥ a3 (T /314 AT
BIED Z MM TEET,

TrueCrypt2/77‘1L%77/{/V&io7ﬁ<HLTEX@% EICHELTLEEY, LEBnsT,
WOT7 7 ANERKICBE), a2 — HIBRPTEET, F2, RORXT v 7 THITLH LI
77’4’/1/% L LET,

[ Z7ANDEBIR] 271V v 7 LTLFEEN,

Windows DIEHER 72 7 7 A WBIR X A 7 Z RF RSN E T, (TrueCrypt R U = — LAERL ™7 ¢ B
— NiEERICHW £ £ TY)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

1"



AT v/ 6:

ZANEPT74 MBI E x|
74 JLDIRPR (0 |E 5?? 1o -] & @k B

4| |

il
27 M M ﬁv ‘aolume |~ I {FAE S
Hart o 2)Ls
P

FrolCIERRT. |2 TP L e =]

ZDFa2a— kU TATIETrueCrypt RY =2 — 2% EORZ )V —rvay b EBY Dy
Documents¥ \ZEL Z L, RV a—A(a>TT)DOT7 7 ANGLE(EDODRTZ Y=gy hDL
BOIZ) My Volume & LET, bHAA, MMDOT 7 A V4, MOGH(TZEL ZIXUSB AE V), (27
HZEMWTEET,

OB TIXES My Volume | IFEL £ A, —TrueCrypt S Z 0> HAERL L £97,

BEE : TrueCrypt i3BEFED 7 7 A V& BFEET D TIZR NI LIZEBR LT EIW, BEFD 7
TANERBIRTSH L, ENIETHLLAERINSHRY 2—ATEEZINE T, (OFV, B774
NI IWBED TR, RbABZ LTV ET) 2 BIERT S TrueCrypt R Y = —
A7 7 ANV Eat—F 52 LT, BEEBLAFREIZRY £9,

T ANVEBRTay T HFEEXTWVWRAZERATLL I,
AT FTDOHFLEDT s ANLEANTIL T,
AATarD HRTE 2270 v 7 LTLIEEN,

Ty ANVERY 4 FUIEHAET,

TrueCrypt RN U 2 — AZBEF O ST 7 A VB at—Licb L, TOHEKEILT 7 A LV EZEBIBRT I RETT,
FERHIBRDO DY — W T(ZLI1E7 VU —T)FELET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

12



LIBED A7~ 7 TlE [TrueCrypt R Y = — 2ERK Y 4 F— F] ~FED 7,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

13



AT oL T

Uz —LADUE

[D¥My Documents¥hy Volume | IR LOERE)

e FERER{RTF LI E T Rﬂ)iﬁ?ﬁ(ﬁ)l

CCT oA BN 1 — L EVERGLEN. - BT A MmN —T
i, 70 JI:*:I:F TAAERE USE AR - AT r»0E 050
Tﬁ:ra' W A EEEE L L EN T AT EE T, [ D7 ILDER
!J"J 4 bﬁﬁiﬂ‘l"}l —LIor ] NaEL USRS ES 2. [T
J‘&??J‘ngj A LTS E L A —T i aln T A A kTS
g

ST LI ERE T ARSI E LSS, DT
E)%:é‘l[;tﬂ W AR TEFFENTOEIATOT -2

At
(_—JH

LI L
O

1
=
T

APH | < B

A7) |

RV a—AEFRKT 4 P —RT IR~ 227V v 7 LET,

Step 8:
= {tA T vaw
—IEEETFIL L,
F'.E:E; vI T T |

1008 [ZHEFENE Rijndasl HELEIRALE FIPS ZEEMIE
E{EFITUZA LT, méﬂﬁnﬁﬁmﬂ*mﬁ EERALS %Tf%
EIDENCHIERENTOE T, 266w b — 128y Rfgea,
1457 FCARS-2BE IMEREN T, ST FE—FIL LRW TF,

st KUFT-5@ |

PP L
| RIPEMD-160 | i PR

arE | < ma® | e | wee |

CITHEBAET AT XL ANy 2T AT AAERRLET, ENEREUZNDWDNDND 7R
FHuE, BEEMEOEET R~ 227V v 7 LTLEEY, GENL THREBbT7 3 ) X4 &
Ny a7 T XN DEZEBR)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

14



SterP 9:

o —hmtr X

I | ke + ME

t;::"f J D¥ QEEFER 8242145 MB T

FERRE R T HOHA EIEELTUEE

HLAA T 2e B (A — 209 )L T TRIERR T DOTHNEL. O
Pk e el B B = e o

FERH AT FAT A1 — LIRS T 19 KB, NTFS mlla—LuD
e 2826 KB chET.

A )L SHHD < EAOE | RN A

ZZTIEfFIE LT TrueCrypt 2 7 OH A A(F&E)E IMBIZLET, bHAA, T e IiTER
HYARZTDHZENTEET, HLTIHVA XZATMMORT~Y—INIFEAL R~ 27U v
7 LET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

15



A7 7 10:

stz — LD AT =

AT = I I
HEEE A Ch I |

AR ——
ooty ||

BOR AT — F[:?éutiiéﬂﬁ[f_iﬁf o BFECE TEdD
RREEE— DL, ®al i ENE =2 RS EEREDL
DITBIEAETE, Fh2a PR DB b S o ETANEY

fue EX VI FAEE(HE E'Eﬂfbimiﬁo BT —FEd, AT
W3, B REL S (@ T = § o - BEES LIS SHEED

OTE, A0 EDESI20r Ll EEE 9 (RUAND
BiTeE KA -FOREAREMIIF TS,

apzH | < wae | oaa> | wet |

TIREERAAT ST, T2 TR 2—2a0 TRV RRT— RNEERH2L TIEIWITEE A,

0 = —

EDXIRNRRAT—KB TRV ONT 4P —FT 4 RUOBHAZEBRRERS AT I,

BWARAT = RERDTZS, FAIDOATRIZTZAL, ZOETOANCFE T D% 5 — i
ALT, R~ 2707 LTLEEN,

HE: TR~ A2 ATW T OMICIF CARAT — REGLALRWE, 7V v 7 TELXRHI2RD £HA,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
16



A7 7 11:

2 —LO T =k
e W
FrANVAF[FaT =] B3AsFoantE] P

S8 F -]l FBO9E1856ET142BAACCEFOSEABAAI9FRL W

Moygh—F—
TAR-E—

| R
=T AE-F 75)
S TR -0~y NS BIENA T3 I TE TS
Fo LD —H 2 PRSRE LT B LD 5 1

=gy PRI AL TR 1 — LEFERL L ToI280 EEind S,
SLT-FEWETEE. AT LIRS OENE .

Az |

T4 =R 4 RuoFTTI< R b 30, ~TREZT XA LTENP LTSV, #imn
TONETITEWEE, WO TT, ZIUIRE S —0E DM EO-OIZEE /R Z L TY,

aPH | < B

(T —<o b 2707 LTLIEE,

AU 22— LEA 5 E Y £9°, TrueCrypt i%(Step 6 TH & L 7= X 9 {2)My Documents 7 # /L & —
(ZMy Volume & WO ARTIDORY 2 —L%2{EV £, ZDOT7 7 A /WL TrueCrypt =7 FTH Y |
W b S ALz TrueCrypt R Y 2 — 252G HET, B 2a—LORE ZIZEoTUIARY 22— L4RK
IZREE DN Db LWVER A, SETTDE, ROXAT v IRRREINET,

TrueCrypt Fil1— LFERRD x|

\i‘) 1 — LAVERENELE

OK] Z#27 Vw7 LTH AT 7w AL T 7ZE0,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

17



AT 7 12:

stz — LM EREh ELEZ

TrueCrypt AU 1 — LATERED. (ERTERIT IR, S51C
TrueCrypt A1 —LEFERR T EE5. s m oL T EE,

I TTrueCrypt R U a— N7 7 A N2 T F)DIERN TE E Lz,
TrueCrypt R U = —AER Y 4 F— RO T#&T) #7 Vv 7 LTLEIN,
AP —=RT 0 RN ET,

O DAT v 7 TlE, AE-72IEN 0 DORY a—L%&E~v 2 hLET, TrueCrypt 7 1 > R7IZREY
FI0, ZEERSNIEEZDOITTTY, L. £ TRINETEAT v 7 2IZR-T
TrueCrypt ZEE) L, A7 v 7 13 bfielT T 7E S0,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

18



AT v/ 13:

i
el A=A F-TJr LK Y=L EREN A LTHH) =L —THE

B3 | Ala-L | HAX [ EREFLAULL | BT s
S

= ey

g H;

g ]

G ]

|

gt | ;

a M |
e | |
g )

P

= o}

g,

g T LI

U1 -LOTEERG) | Ha—LOT G o0 LA = 0
~Al1=L

| =l winomrRe |
WV FEEAFTELALE)

Rur-by— WD | FHmERE |

27 ) Hf‘fﬁﬂmeaﬂmmﬂ} STTT TS ” BT 00 H

UARDPLERTHSTHD)RTA T L H—%RATLIZSV, TN TrueCrypt 2 7R~
YEEINDRTATLE =T T,

HE: ZOFa—FITATIERIATMEZROYET, LinL, bHLAALEDEE RTA/ T L F—
THBBSZENTETET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

19



AT v/ 14:

~ix
el Ali—L0) F-TrLE VLD ERTEM ANTHH A= =P

ES4S | ala—L | F | EBEETFAOUEL | BT s
g
g (5!
S H:
g [
g
g |
g |

St
i ()
P
g ()
a5 ll
T

1 -LOPERG) | 2 =LOTaNs o) L/ SAT — P O

~Ala—L

[ = | wromre I
v EEREELROE

Rur-by-D. | FdaoEre |

2o ) H;‘rﬂﬂmemwmﬂ) STT TS BT 00 ”

(77 ANVDEIR] 271 v 7 LTLIEEN,

BT 7 A VIR ¢ RUBRFRSNET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

20



AT w7 15:

ZANEPI74 RO E 21x

T ILOIBPRQ: | (L) 7 FEasuh R I e s 2
# | My Valume
« | N
P NN [My iolume 2 R (@)
FPALOERRT: (2 TOTr )L kK =] FplAz)l

.

T ANEIRTaA LT F 77 A MAT v 7 6-11 TERLIZLD)EEL, ThaEIRL T EE
AN

TrANVERY 4 FUD B 2270 v 7 LTLZEN,
77 AVERY 4 2 RUDBHZLET,

PIBED AT~ 7 Tlid, TrueCrypt D A A > 7 4 RUIZED £,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
21



AT v/ 16:

~ix
el Ali—L0) F-TrLE VLD ERTEM ANTHH A= =P

ES4S | ala—L | F | EBEETFAOUEL | BT s
g
g (5!
S H:
g [
g
g |
g |

St
i ()
P
g ()

a5 ll
T

1 -LOPERG) | 2 =LOTaNs o) L/ SAT — P O

Ma—L

|D:¥My Documents¥My Volume ;I 7 TR |
v FEEEEFETELLE . —in 5
i fla-Ly-D. | FIHA0RRE |

zrizoageta] | etrebe BT 00 ”

TrueCrypt A U 4 FUT, = 270 v 7 LTLIZEN,

NAT—=RANERDDLLAT 0 IRFRINET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

22



AT v AT:

=i
Frdll Aa—L0 F-TrA L0 -0 BEN AULFH A= byt =P
B33 | Aa—d | M BESEPLAUTL | BT s
[
g (5
g H:
g ]
Gt T
g |
g |
S N: D:¥My Documents¥My Volume OHAD—FRANLTIEST
g (1
i s e -
g ()
f::? [ AD-ERE e LEARIPICEEED et | =
' [~ MA0-F&T
™ %=T71 k% sl | =T |
ﬁ'.-ll LA R Y I P [ T AT I I T | "-1-"---' P I T 1 mfﬁfq
S IR
|D:¥My Documentz¥My Volume | Fr- ILDTEIRE) |
v BESFTELHE - s
i fla-Ly-D. | FIHA0RRE |
29k H P aoamrt@| | etmeme w0 |

ZF T A0 THRIE LI SR T — RERZ T — EASIMFRCHRATHANTTA LT S0,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
23



AT v/ 18:

=IO
Irf 0l AL E-Tr LK L) EBEN AJTHD A —ZH ()
BSA2 | Alla—L | HAZ [ EEETNIAL | BT
G E
gl (3!
Gl H:
G [
G ]
g |
G |
Gl 14
s D:¥My Documents¥My VYolume QMR- FERARNLTIEST
gl ()
S P HAU-H:| | Ok I o
g ),
f::? [T HAD— Rk — 71 LA AT E S S sl | hd
: M KAD-kEH#RTE
I~ %=J71 IV ki%A e | wdTa.
ﬁ'_,ll LA PR s I P [ T A 1 P T A | '-.1.-'...| P . e -f[]:iéii'i(ll
= UEER
|D:¥ My Documentz¥hly Yolume | Jr- DIER () |
W BEEERTELAE) : T E—
* Ha-Ly-D. | FIHAOERE |
22 ) H #ifaoaseta| | eTrabe ” BT 00 H

NAT—=RAND 4 Rud 10K 227U v 7 LTLEENY,

TrueCrypt (IR Y 2 —LZ <~V FLESELET, b LARAT—=FR—FLRTE(7 s 21X
INAT— RANEREZXTZE D), ZOEPREISN, BIOAT v SRS T, NAT— REFA
HLOKZZ Vv 752 L0 0ET, mAT—=RFR—F+TE, A a2—aiF~7r &R

i‘é—o

(K D~N—IZHES)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

24



BEAT o

~ix
el Ali—L0) F-TrLE VLD ERTEM ANTHH A= =P

ES4S | ala—L | F | EBEETFAOUEL | BT s
g
g (5!
g H
g I
g
g |
.;_’j‘. .

i ()

P
g ()
a5 ll

T

1 -LOPERG) | 2 =LOTaNs o) L/ SAT — P O
~Ala—L

|D:¥My Documentz¥My Volume | Fr- ILDTEIRE) |
v BEEEFTFLEOE . —ip .
i fla-Ly-D. | FIHA0RRE |

2o ) H;‘rﬂﬂmemwmﬂ) STT TS BT 00 ”

INTar7TFuE T 4 A7 M LTy R CEE L,

BT 4 A7 ZBW(T 7 ANL, Talr—aryT—7)b, ZBEERR E)RESLEhTEY .,
EBEDOT 4 A7 LRICICHW AT T, 77 ANMVEL ZICBREFEZIZa v —, BE)T i, EARC
BRIz o b S E T,

L ZIEAT 47 L —F—TTrueCrypt R ) =2 —ALIZH D7 7 A VEBL &, 77 A VITFHEH
H LR ICHIEEIC RAM(A B Y )W S E T,

FH TrueCrypt Y = — A2 7 7 A N FRIF L=V I E— L/ F 5 & &2k, NXT— RAL %
KD ORER Ay NAT— FIERY 2 —AF~ 02 T 5 & & ICUEL T T

toxr7 V)V —rvay hTcwziE, RCHENTZEEEZXY INLI ) w7352 LT, v RS
NizRY) 2—2&2< b TEET,

(K D~N—IZHiE<)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

25



Ero, BHORY 2 — 2EBBETHOLFELHETYY Y FSRERY 2a— A& BBT 528 b
TEEF, RLAE, To 2 —H(EREvS 2 E 2 —2)EBNTHELO F5 A TR0
BAEM)E LT Yy 2T 5HEND 2 ETT,

EREVEET ~lolx

| FAME REE F®TNW BRCADG | @
Q- Q- (]| Pu=s

o

| PELAD [ w4 Tup21-h ~| ] 1s8h
2L | 1858 -
e 0-HhlL T2A8 G O—hil T4248
< DATA (D) 0=l T8 [
: 7 O—Hhb F4A8

O—Hhib F4A8

-

| t 4

77 A% TrueCrypt. R Y = — AL b, HHWIETrueCrypt R U = — A~ B —F 25 DIXIENDHE
WOT 4 AT HDOERUCICETTEET, (e WM Ry 7 -7 R ey
HLTEET) KL SN TrueCrypt R Y 2 — AN DA LD a8 — L7120 Snd 7 7 A Wi
H BRI RIS (A Y IRAM IDYE & SV ET,

RIS, bz TrueCryptT Va—AMIEXRAEND 7 7 AT, BEIWIZ(T 4 A2 10E
TIAENDEANZ)RAM IZH S & E T,

TrueCrypt iIZHaxHIE 5 SN T — X 2T 4 A7 IZEZ AL EH A, FERFIZRAM(AE U )ZEL 72
JTF, RVa—2RvU 2 FENTWHWTYH, ZORY 2—AIHDHT — Xk sk F
T3, Windows ZFLE) L7= 0 EFREZU 720 Lz & IR 2a—AFT7 v~ b ant
IRIEENT= 7 7 A VI AL SN )T 7B A TE < 20 £9, BEMEAE LWFIETIE
RNVERIBEIELTHRY 2— DT 7 A MIT 7B ATERL RV ET, b9 —ET 7 RT3
X, FORY a—LE~<U L NTAMLERHY FI, ZOFNEITAT v 13-18 TT,

(K D~N—IHE<)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

26



R a— L3 UTHFINMRIEEINTE T 7 ANMIT 7 EBEATERNE ST A121%, OS % FicH)
TENRY) 2—L%T 0o~ FLTLEEN, ZIUILLFOFIETETLET,

i

el A=A F-TeLE -l EREENY AJLTHHD A= L =i

B34 | Ai-ds | A BEETAIEL [ AT
gl
g (5!
gl H:
g ]!
g !
g
g

S [\
gl ),
g [
Sl )

K ﬂ

g T

1 -LOERGC) | =50 ELERAT = Ea=
1=k

|D:¥I".'1;-.-' Documentz¥ iy Valume | 27 IR
v FREFR{FIT LIS . Cpn .
: Ma-Ly-bD. | FIA0RRE

| s D) :‘r}'ﬁ’flmaﬁiﬁfﬁph{ﬂ}" ST ) || BT 00 ||

T TrueCrypt 7V 4 ' KD~ FENEZARY 2—2D Y A MEDORZ V=2 a vy B THRL P
ENTEHD)ERINL, To<Uy MEBRIRTHENRLTWENEZ 27 U v 7 LTLEEN, £2
RF SN 7 7 A NVICHET 7B AFRRIZT HI21F, A7 v 71318 A HEFATL TS E 3,

TrueCrypt /S—F 4 ¥ g VITF A ZADEY F LW

Ty ANALTFTONDYIZ, MBI S—T 4 a RT3, A&k ST 5 (TrueCrypt 7 /31
AMARY 2 — L) ZENTEET, ZINEETTIHUL., ZOF=a2— NI TLVDORT v 7 1-18 %
FATLTLIEE, 2720, T RXTCOEERAT v 7T 77 VOFEIR | Tliiel [FAALZAD
BR) 27V v 7 LTLEEN,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

27



BE: COVv=x TADHDEIIZTF 2 — N Y TAEHIZT 57050 L= BELERPEER
THET, ERLDESFVFA TS &,

HENTDOER

WO N D72 72\ A T — RET Z & 2T 5 X 5 7854, TrueCrypt iZ2 L-~L o B
T OESREE BT IR L E 9,

1. FRLARY 2 —AGHHIIZRED LAY =2—24 OHixSH)

2. TrueCrypt RV =2—ATHDHNE I DEFFET DHDIIRAIEETT, EHFINHETIE
TrueCrypt R U = — ALEX T o X LT —ZIZ LR A EHA, (TrueCrypthY = —ATh
HEWH TBAL] OLIRBDITHY EHEA) TINDL, HLT77 ANV, N—=T 1 a,
TN AN TrueCrypt R U 2 — A ThH D ENRE TSN TNDHENS ZE AT HZ &
ILTEEEA,

TrueCrypt 2> 7 H(7 7 A VAR Y 2 — L)%, EARIETFEZDF THENEFNETA, (T2 2IF
.raw, .iso, .bin, .img, dat, .rnd, .tc) 7 IFTILET 72 ThE o< MhEWVEHF A, TrueCrypt %
ErEZEALET, L [AENTOES] 232558 NHAE, TrueCrypt R Y = —AIC e
EWVOILIRFZ DT TEWIT E A, (ZOPLEFIT AR TrueCrypt IZBESIT 5TV D006
T7)

IN=RT LRI DNR—TFT 4 armTrueCrypt R =2 — AL E LT 74—~y FTHHATH, /8
—T AT =T NR=T 4 v a A AT EEL)NIEEINERE A, (TrueCrypt DE4 X ID
DEIRBLDIF =T a T —TNMIFEZAENETEA)

TrueCrypt N7 7 A NRIR Y 22— DT Vv A(T v~ > b, =7 v bilfr, AT — ROER
EET, PIZELAY 2 —LZ2EK, )L —T7ANIT 7 |8ALTEVTDHEDL S 722
BATH, avTFRF—T 7 ANDEA LDRZ L (AT FTRXF—T 7 A VDT 7 X1,
EHEARIIET SN EHA, 72720, RETIOMREZ NI LW RITIE, T,

"Windows Ta > 70X —T 7 A NDEA DAX L THRBLDHI-DIZ (7T 4] 2R (a2 THRoX%—T77 4 1%
HI7Vw o LT I7anxT o) 28R)TLHL av TR0 —T7ANO T 7 EXARFEERTLHZ IRV ET, £
72, Windows ® 7 7 A VBRI TH AR — AV FRICT DM/ N RARE— RTar 7 FRF—7 7 A VEBRRT 256)20T,
Windows 28 72 & X A ERT L 03BV 7,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

28



BLARY =2—2A

FEPDRIE SR Y 22— LDNAY — RPN L OMET L0 LVERA, ThziEETER
VORI, 72 & ZIFEBERELHVIHET, £ T, WhwWwd [RLAY a—L4) 25 2 & T,
RY 2—=LDNAY — RPN S FIRIE TR T 2 5ER DY £7,

E&ETrueCryptih!) 2 —L

AL G SRS EEFRS

A 2 —LDAYT—

FIZPBLARY 2 —LEEREL - D TrueCryptdil) 2 — L

BLAY 2 — LT —4 4 BLAHY 2 —LDAYS—

EE LAY = — A ERCHTEE D% TrueCrypt 45V = — A DYRRE

fth> TrueCrypt AR U = — L DZE X FEIKIC TrueCrypt R U = — L &A/ED WD O, KA > hTT,
SRR Y 2 — AR~ FEINTREETEH, ZRMBRLARY 2 —252 G0 E ) 0 & kT2 2
LlETEERA, BERL, EOTrueCrypt A U = — ADZE X GG /ERINFIC T o &7 MMETH®D
LBNTVEMNHTY, ZLT, UV FENTOWRWELARY 2a—20 DN S T v H LT —
2 EXBITEERA, o, TrueCrypt IZANER Y 2 — 2D 7 7 A )L AT M(ZE X 8 F#R 2 L)
EEESTHZIELHD EHA,

VAT T =~y b XA TFTIvIDOET v a NIMEHARFN > CNVET, X EkE T X AT — % Thil-3
HBIZoWTE, THEbifigal) o=, [TrueCrypt AU = — L7 +—~ v Mk 22 L TI7ZE0,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

29



BLARY 2a—ADONRAT— R, AR 2 —ADONRAT— RE T8 S7-8 0T TEIWT
FHA, BLAY 22— A& BT 2R, SRR U 22— ARG IITEZ 5 13- TunZan
AR THFR S LW T 7 A BN OMa b — L TEBWTLEZEN, 2607 7 AL, Hig
TR AT— RERNTZE2RETLANCREL72D0H0TT, BLARY 2—20D /AT —
RIZSFD . MR Y 2 — 2D DO IT 2T WO TT, AGITWMEIC LW T 7 A VTR
LAY 2a—LIZ ANTLEEN,

BRLAY 22— A@% o TrueCrypt RY 2 — AL LRICFIET~ Y hTEEd, [ 777 o
R F70X [ TN XDER) %7V w7 LAY 2a— A2 RIRL T EI, (HE: 21 b
DT T FESNTNRNZ EZERLTLTEIY) w2 p) 227Uy 27 L, BLAY
2—DLDNRAT—=REANLTLEZN, BLARY 2—2RB8~0r hEZndo, HERY 2—2A
N hENH0E, ANMSNEZARRAT—=RTHRESINET, (0F0, HEARY 2—LD/RR
T — REATTTIUIAEAR Y 2—208, BELAY 2—LDONAT— REANTIIIRER LAY 2 —
Lid~w s hENET)

TrueCrypt IZHmANT, AJTSNT/RAT — R&aflio TIEMERY o — b~y X —%E 5L Lo L LE
T bLRTHERLAY 2— 20~y X —NHEETIAREERSH 287 X —(R Y 22— LDfk
SN D DF 3 7 Z—)a RAMIIZHAIARANT) SN2 AT— R THEZLELS L LET,

FALARY 2 — 2D~y X —IZZNEDLND I IITITR> TRV LIZEELTLEEN, Zh
TE ST T UHF LT =2 L AZETAL, ~yF =N ELE S TE7 5(TrueCrypt 73 £
IO TIHIELE S TEENEZHWT IOV TIE, R bOHA ] DfixER), HE S
M=~ 2 —(RAM IARER) D DR L 7 7 A LD A RN TORERBE LI, LAY 2—24
N hENET, (FOVA RFIA Ty bERETDHZEICHRY E9)

BELARY 2—2ZED X 5728 47D TrueCrypt RV 2 — LI THIERTA Z LN TE X9, 7
7 AN THE =T 4 v a VT A AREREHERNPLENZTEH, TF, TrueCrypt DfE LA
Va—AE2ERT DIE, A U4 RUT R 2—2D(Ek] %27V v 7 L ITrueCrypt &
LAY 2—AEEkT 5] R L TLEI, U H— RiETrueCrypt R LA YU = — A ZERR
THIOD~NVT EEREFRER T LET,

BRLAY = — AERIFIZ, BRLAY 2 — 2008 R ) 2 — 207 — X% EEX L TLEDRWVE
IR LARY 2 —LDOFEAZRODLOIE, BBROBLVZ—F =TT LWV, HDOLWTIFEALER
AHETYT, TTID, AU a—AER T 4 = RNIERELRY 2 — 208 ER S NS ENC/ER Y =
— LD FAFBEETIT, BLAY 2 — L2 ERAlRE Rk KEEZRD ET, !

BE LAY = — AL FAT @ TrueCrypt R U =2 — M2 P IFERRTE £4, GMERY 2—2 D7 7 A )L
VAT LTI FAT12, FAT16, £721X FAT32 IZHIfRSVET) NTFS 7 7 A /LT X7 AE(FAT & 1%
KTBAN)NANWART =X 5 R Y 2 — LA BRICHSHIE> THRNT 20T, BLRY 2a—2%2ED
RHAEITEAEER LTI NEEA, LIRS T, RY 2—21ERKY 4 ¥— RIFZNERY =2—20
Tr7ANTVATLELTNTFS Z®INTH5Z L &2flkLET, RLAY =2—2BKIIBHADE
DEIRT 7 ANV AT LTHENDET, (T 7 A NVERDYNERY 2 — 2T EART 7 A LT R
TAICTHHMTEET,

12 OHREIX Windows RO A EHE SN TWET, 7 4 = NIFSNEAR Y 2 — L ORI —Brd 28k L 7= 22  fEik o
YA XEB/TDHEIC, ZVIAXEBERELE T, TNAELNIUL, ZOEBEARE LAY 2—AE20 BLAY =
— LDWRERRREREL 2D 7,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

30



MR AR Y 2 — 2N REFAT RO BN 6, TR TORTEEYIE(T 741 MO F F
IC LD, EEXTLIESW, (TrueCrypt TIiE E DR Y = — b FIHHEIE FAT ©9) NTFS T
2 FAT 29 1Z0 BB LH Y £9, (72L& 21E. FATDIE O R, WAk LIz W»WENTY)

BELAY 2 — L& BT D DI RIED HAIE,

TMENE Z 5726 OFETHIRKEAZEL T
<TEEWY,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

31



BLAY =2 —AZBENOTS

BRLAY 2—2%Z280 TrueCrypt RV = — L%z~ h 5L, MOMERS 7R LICHRRY = —
LADT =B EGmieZ LN TEET, LL, AR a—2lT7 =22 RIFLED ETDHE B

LAY 2 =0 —R LEES SR TLERPH D £9, Zhzli<icy, T2 TRt 57
ETIHREL TS ZE VY,

AR a—b~v L ML EEIZ, "RAU—FREZANL, [OK] 27Uy 735010 v
S hATra) 7Yy 7 LTLKIEENY,

D:¥My Documents¥My VYolume OMAT—FEAL
HAD— K | Lo |

[ AT —ERpE—Dp LB ARIAIER IR TS FyAT) |
[~ BAD-F#m

[ %—or ) (5 iU | KIS |

(v b T g FATOTT ELEY 2—AGAREY 2 —A~DEZRBIC L 5

WO BT 5] AN LT EI N, DX LAY 2 =252 T — ]| OAAMICEEL
RY 2= ADRAT— FERALTLES D, ZLT 0K 227U w7 L, AL RAT—RA
HEALTaTD TOK 2270 v 7 LTLEEW,

TrueCrypt - 7 FA I3, x|
Rl LaEn AN ST M)
[T =B L = AT e PELTr RiM e oL | P |

~BALAY 1 —LDiSEE
[ FELA L — L ARt 1 — LD e S i IR R T D) |
FELAl 1 —Limfs AT — I i I

(ANZEReRLTHRE0
B el =T I, |
™ %27 LOERE

Ailly— a[fi?

=l

W57 D/SAT— RPIELWEDOTRL TEWTEEA, £ ThiFhud, sMERD 2 —Aix~y
YREINFETA, RUARY 2 —AMRENPF DRSS, TrueCrypt i IR LAY 2 —2%~ T T 5
DTHERS(RAMIZH D)~y X —%E 5L, BLAY 2 —LDH A X&(B5Shic~y X —nb)
BHETTE, LT, AERY a—2al~vvr b &R, NERY) a—2R3T o~ hEnbd
EFORLAY 2 —AfHRA~D LT — 2 IRF LIS SVET, TrueCrypt iIFNHEAR Y 22— LD
T7ANVVATA(I TAZED Y THER, ZEEBBERRLE)EVSSVWEELEHA, A 2—

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

32



LBRT ey hENDE, EEBIRBIIBELRS RV ET, £20ORY 2—2BFvY U b
ENTH, TORY 2—2BB LAY 2 —AREELONTNDEIHNE I POHFITTE A,

BLAY 2— AMEESEIT—F—PELRY 2—2HDELWIRT— R(ERIXF—T 7 A1)
BEANRELI-HEDOR, BRERVET,

BRLAY 2 — AR~ OEBZIALINMERFR LAY 2 — ARFEOT-O)ER/BhIE S5 L1272 BIC
RARRY 2a—=2@NEAR Y 2— LR LAY 2a—20ME)IT o~ F 3D ETEZIAALR
AHZERE(TrueCrypt K7 A N—RZDORY 2 —Lh~DEZIAHIIH LT RIERNT A= =
T—HIET)SNET, I [HENTOHES) 25F0 £, (£ TRITE, 2O 7 A
WOATEDFIENEDRY 2a—LBR[LAY a— MMEEZFE>TNDHENn) T EEZRLTLE
IME LNERTA)RB LAY a—AENIESND &, BENRFRINET, (TrueCrypt 237 5L
L TCWBAEHEDHRER - [TrueCrypt DFEE ] # 2 )

SIHIT, AA VT4 RYTERRINAY T FSIVTWAIERY 2 —2D % A4 713 55 |
IZEDY £7,

EY

Frdll Ala-LO0S E-Jed )L W0 SRR AJLTH) A= L= P

B34 | Ala—L | WA [ EEEPLIUZL [ B 4]
G |
(5!
SarH:
G
LB H
g |
| ¥Device¥Harddisk1¥Partition? 2,166 AES
S ]
S [
G ()
g P b
b A H
G 5 ;I

G T

U1 -LOTEERG) | Ha—LOT G o0 T LEAT — O
~Al1=L

I ¥Device¥Harddizk 1¥PartitionZ | Ir-A MR EY |
v FEEEE{FTT LIS . i .
* Ma-Ly-D. | FIHAOERE |

27 M) H:‘rﬂﬂmesﬂnmuﬂ} ST bE) ” BT 00 H

EHZ, TRV a—27ax"7 1) © IRBLAY 2—LE#] 7 40—/ BT NI @EHRIERS
ShFE LR EFRRINET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

33



BLAY 2—L20ENRIESNTE, FOZLICOWNWTOERITIAY 2 —AIZITEXIAENE
Fho HNER) 2—252T 0~ FLT, ST~ FLTHRY a—2A 737 2 120%
TR IESNFE L2 W) A v b—VdFRENEE A,

FELAY 2 — LB BHENORES N TNDENE D DERHNDITIE, WS ONDHERH Y £7,

1SR Y 2= AR~ Uy N EREh L, BERA v E— YRy 7 ATRELARY 2 — A FRE
SNTVDEVNIEFRTET, (CABRFSHATIE, LAY 2—AZR# ST
WEEA)

2. RV a—2r7uaxXs ) X477 T, BLRY 2—2406# X NIy 1220 97,

3. YUV NIRRT 2 — T T4 LRI NET,
kS

FrAll AUI—L0D  F-TRALE) v—L0) BTN AT i dy e —TH )
B34 | Ala—L | HAZ[EEEFILZL | BT ]

S
S g,
S H:
G [
S ]
S f
g [ ¥Device¥Harddisk1#¥PartitionZ 21GE  AES A
S M

s Pl

BE: BXNEDPIRN ) 2 —Le~v DT E3LIRDTEHGEITIE, SRDZERPEB LA
Va—AREBEZFINCL THRNY 2 — A~V FLTIEWHETA, BLA) 2—AREZ
BN L THRBY =2 —L2 5D FLTNEE, BHEFINR) 2—bBT7~v0 > FERSE
TIR)RB Y 2 —LIZB LAY 2 —APFHET B EERETEIENTECLES ZEICHER
LTSS,

B [ N F T g BATOT T4 RO ELRY 2—AE0 8B Y 2 —L~DE
AL DR ORAET D] WO AT vadi, v~ M ITHRETTHE, ~7 2 MR
B LI2 B L O T HERNCAFIZR Y £9, (TTICRESATHNDLTAXTORLARY 2—
AiF, bHAAUMREINTZETETT) LER->T, BLARY 2— 22 LW AR D) NERY o
—LEYURNLEY ET DX EAA T ar e T 2y I THMERLY £,

TrueCrypt - ¥ A 3032 x|
[T Al1—LESHIMBRTI D) f :
[T Al —LE) L= AT PEL TR R M A7) |

~FRLAN 1 - LDiFEE
™ BELAN 1 —LEMFEAR 1 - LADEEABLBIENFEETDE |

BEL AL =LA [
(i REEREL O a0

AR E S ) ﬁhjrﬂuﬂml
I~ =37 LS

tion. All rights reserved.
S 7 — L {FS aJfji?




FrvradNimmAT—=REHEST, BLAY 2—AZRE LN OERY a— Lk~
FLIZWR S, ROAT v T TEITLTLEE Y, ay ba—(Ctr)yF—Z2M LN b~ b
Uy I(ERE. R a—bA=ma—0 [ FFoa T b 22y, w2k
F7ra) FATaIPREEEY, LAV 2—LF8058RKY 2 —A~DEZIARIZ L S0
HEPORHET D] ZHEDNLTLEEY, T LT, NAT—FR&ZZEMoEEizL, TOK #7Y
v 7 LTLTEEN,

WERY 2 — LT FTORENHLN, EOXIRT =2 X ZIRFLRNENS T L
WP TWDEEITIE, LAY 2 — A EHE) IR D b 27 BT H A LEA T
NN 22—~ T 528TT, ([wvrbA7var] BH)

BLRAY 2—ARESL Y ORIORLESE

H LEoTEN, 7o~ b &7z TrueCrypt R U = — LA DR E DT 2 Wml 6 7 7 & 295
LRV a—LDEDE I X —IEER TN ET DL ENTEET, RN 77
ANEDL S Y, abt =L, Z7AVOFEH, HIER, Vxr—24, BEIRLETRLRY 2
—LAONBIZETZMZDHE, BLAY 2—AlbdE 7 X —DR L ENT-RNRITET SN
HZ LD ET, MERRY 2a— 2 DNRRT— REHZZICHL b LT, REonbotk s
H—DNFIZEENRELTNDDONZOWVWTEREINDEING LIVERA, ST RIZ i
FoTiE, fHFIEIRY 2a—2IZBEINZRY) 2a—203b5 %2 0E LIVERE A,

FREOMEIIUTOL S G THES 2SN DY £7,

o Z7ANTrueCrypt 27+ %7777 LT, RAMNRY a—NT 77737
TANV AT D)DEZ T 2 T TR O a e —=2REk->TWa 56, Zhzli<
ZIFU T O ENNpEFTL TS EENY,

s T ANHRDND VI, R—T 4 a T3, AE TrueCrypt AR U = — L Z&A{# 9

s RARMRY 2a— AT 7T 7 INZT 7 ANV AT B)DZEE IR TERWEEE T
%)

» TrueCrypt RV = — L% T D7 7 ANV AT ATIET 77 7% L7z

o Z7ANUTrueCrypt 2T FRINTFS DL H 7)Y % —F Vo T 7 7 A NV AT AT
KBS Cnd8%6, TrueCrypt 2> 7 FHHWEZEORHF O a B —RNE A MRY 22—
DL RN SV £, ZNEDITIZLTO ENDLZFATL T IZ IV,

w T ANHRDND VI, R—=T 4 a T3, AE TrueCrypt R U = — L Z&A{# 9
» FAT2D X972V v —TF U U ITHREERTIZRNT 7 A NV AT W23 T T ok
T 5

o Z7ANUTrueCrypt R U = — AN T =7 LY VU T EFFOT A A(T= & 213,
WS ONOUSB 77 v o AEVNKMEINTWAEE, TrueCrypt AR Y = — A DR
FOav—mnEzOT N\ RELREERH Y £3, V=T LRY 72O TORE
ML TZRDTEDOTHER) © T=2TL_Y 7] #ZRLTIESN,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

35



RLARY 2— L% EAD LT RX=T 4 a T - A A& T2, 217 >20 7
=~ MILTIEWT EE A,

BLARY 2a—2%2 2K A9 T AR 2a—2DEDT7 7 A VHBHIBELTWARWT L 2R LT
LTIEEW, (7 7 AXBEREY —/L T, BIRENTZ7 7 AV ERETEEEA)

Linux TIE7 7 A LB TrueCrypt A U 2 — AOFUZFEI LAY 2 — 22 EDHAITIE, A==
(sparse)” 7 A VY AT ADRY 22— AL Tho TIWTF £ A, (Windows it Tl TrueCrypt 1%
ANR=AT 7 ANV AT LXKl ZOPIFELARY 2—L2EL5 2 LT TERNE D ITR
S>TWET)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
36



TrueCrypt AU = — A4

“OoODH AT D TrueCrypt R U = — LN H Y £
o T AN (2T T)
o N—T g var/[FT g RE

TrueCrypt 7 7 A VAR Y 2 — A%, EARFTEBEEICTHUFET DI ENTELBHEDOT 714 /1
TY, ZAUINEIC, BRIbSNZRITMSL LTRIET 4 AT « T, R GHET,

TrueCrypt /X—7 ¢ > 3 % TrueCrypt CTHi AL SNz~ KT 4 AT D/RX—F 43 > TT,
— KT 4 A7 USB/N— KT A7, 7avybt—7 4 A7 USBAEIVRT 4 v 7, BIUMHO
EROREEEO KL ZEFLT L2 TEET,

FH TrueCrypt R Y = — A DIERR

FLL TrueCrypt D7 7 A VIERRY 2 — L& AFoTo D =T 4 ¥ 3 v K5 b(E A HETR DS 24
)T 50, AA T4 K= [RY 2—LDEK%] #27 Vv 27 LT 7ZEW, TrueCrypt 2~
Ua—AERT 4 F—FR8nEd, v ¥P—RNEIBENEZOT I, FHRY 2a—207dD~
AH—=F— F X —(LRWE—R), YV EEARTH2DOT —ZEEDIILDET, IUES
NIeT —ZIIAEERMNEN T U A LA THHRE T, YSTVAOEE, ~TUARXL D7 Y v T F
—A b=l EER VAT LADLEDLNET, G, TR 22R) v
P— Ri%, FHl TrueCrypt RV = — LA HEFRIHEDL T DI ERIER A~V T EHRIELET, L
MLENDL, WS ONDOEE TIEE HICFEMZR AN VNI TF,

Ny YaThIY XA

TrueCrypt MEDNy o « THLITY ALEHE)PERIRTHZ ENTEET, BRI Ny
2 e T AAF, vAX—F— F X —(LRWE— K), Y/ b ZARKT 2 LR E RS (5
PELBIR A BE) TEDN £ T, GEMIT [ELBCRAEME ) 22 M) £72, iR Y =2 — 208
ANy —F— By F—F—ZENTLHZLICbEbNET, GEL T~y ¥ —F—0DE
., YV b BIOERE] 22R)

FEINTWAHE NNy 2T ZAZONTE, Iy a7 dl) Xa) 22U TLKEE
v,

Ny Y2 BB O o L CEBICIEE SbF—E L TELNARNWZ 2> TRBWTL &
VW, FEMIE THEARRL) 22 L T2 &0,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

37



EALTATY XA

AR 2 — L ZWE 5 b T DM 5T VT Y AL RIRT H LN TEET, k73U X
DIEARY 2 = MMERRICIIAERE TE RN Z LIZEB LTSS, HillE T sb7 3 X4
ZZRLTIIZEN,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
38



7497 74—~k

2T =y I WA TOWRWEE FillA) 2 —20&E 7 X4 —37+—~y hShvET, Z
Dl FHAY 2a—AMEXT7 U L7 T — X TR INDE NI ZEEEKRLET,
IA w7 74—y MIULDZDITELS EfTINE TR, ZEMEFHV £, 2826, A 2—
ARRNT 7 A VTl SNDE T, (BEFEEN T U F LT —F TR - Tl SR o7z
GEIZINENTZTOT—FRZDRY 2 —NIHFET LD DN->TLEI DS LIRS T
Ty AT 74 —< bELTHILONE I DRI ON2WGAIZIE, 2047 v a il TF
Ty EVNIRWZ EEEIDET, N—=T 4> a T, REEBCT DR AEDHR, I A v T
F—~ v FRAREICL/R D Z EICIEBE LTS,

FHE LAY 2—AEETIELTE06 0 DN—7 125 /71 XEMEHET 5550E, =
DA 7 qa Nl Tz ZEDARNDTSEE,

FAFIvY

XA F w7 7(E972)TrueCrypt 2 > 7%, 7 — X OHINZ & b 7e > TYB R B(FEBEDOT 4
AT EOY A )BT 5 NTFS A/ N—R 7 7 A JVIZEIY ¥ THivET, TrueCrypt R Y = — A
ETCT7 7 ANEHIBRL T 2 T T OMBEMREGERICT A A7 ETCarr R EH 504 X)X
WALz LICBELTLEESY, aryT oA EIIRY o — AR o —3—Nn
XORKEETHEMT A2 T, TOONTERKNECET S &, 27T TOWHRNREITE
ITC—ETHI LI £,

A=A T 7 A JVEINTFS 7 7 A NV AT MIDBNERTAHAZ N TExET, FATZ7 7 A LR
TR AT FEELEEICE (XA v 7)) 72 a EERRAIZ 72 ) F9,

Windows <° TrueCrypt LIRS D X A F X v 7 I(A/XN—A T 7 A /LD)TrueCrypt R Y = — LD
P A RIEFINZARY 2 — DMERFFICIHEE LR RERICRV T, 20T T OBEOYIRNRE(T
4 AT FOEBEOYA Ve mMmDHIZiE, . Windows D=/ A7 a—TF v 4 RyTarysth7rA
N7 U w7 LT, 7T 428N [F 427 LoV A X 2R TLEEW, (TrueCrypt @
T4 R ETIE, 20X EHA)

B 50 F I ZR(AN—X T 7 /D) TrueCrypt 78 U = — A TOFEIZH I DR Y 2 — AL
DKESFNLES, Froo XAF 3 v 2 R(RN—R 7 74 0D)TrueCrypt 5 J = — 4|3 E Dt
I B =R TS ZENTEBZDT, EF2 VT B 0VFT, IH6IC, FZXPFT 740
SR T LMETERIRGEEZ FHIPRFENS A T I 2 2R 2 — A FE AL ET S L, L
L7EZ 7 AN 2T AEIRT S FTREMED B 0 F T,

I IFREDOYARX

I TGABET A NVEEDOHEAMN T, HIxIE AN FOT 7 ANDIZDIZFAT 7 7 AV AT
ATHR LB MO T A2 EZE DY ToNET, 77 ANANNT TAXEREZB L TRELAR
HELBIOTTZAEZNED Y TOHENET, BEERIC, 7T AZY A ANKEL2DI1FE, (MEREIX
BBV ET)T 4 ALV S EE DB ET, 7 ITAZYARZEDL ) fixt Y
FFAUTOWND DAL RRITIUE, FIMEOE FIZL TBW TS EEN,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
39



CD<X°DVD 2% % TrueCrypt R U = — A

TrueCrypt R U =2 — A% CDRDVD ICE X T WEEIZIE, FT 77 ANVERORY 2 —LE —
RF 4 A7 IER L TL 2 &, Zhdrs, CD/IDVD #& AL Y 7 +(Windows XP/Vista 72 & 1
OS HE#EpD CD EXIAARY — /L THA[) TEN%E CD/DVD I EZIAATL ZEW,

Windows2000 Tt/ H LEH A7 ¢ 7 (CD/DVD fh)i2 & % TrueCrypt R Y = — L&~ h3 5
BAaiZix, TrueCrypt R 2 — A Z FAT C7 4 —~< v b L2 TERLRWZ E&EBATHBWT
<TZEV, 728725 Windows2000 TIEFEAMR Y AT 4 TONTFS 7 7 A VT AT AF~ 7
rTERWVBTY, (Windows XP/Vista 72 & A HE T9)

N—RU=TIV7 =T - LA F& Windows ¥4 F Iy 7 RY 2—A

TrueCrypt (IN— R =7 /Y7 hU =7 « LA REFRBRICWindows DX A F I v 7R a—h%k
HFAR—FLET, Windows DX A F I v 7R 2—2L%TrueCrypt R =2 — AL L LTT7 4 —~< v
B EAIZIE(Windows DF 4 A7 EHLY — L&l O AT I v 7R 2a— 2 Z2ERK LIZH
L. VAT AOREENMETT, £ 9 T4UT TrueCrypt R Y = — 2ERR T 4 F— KD 5734
AR ICHBIORY 2 — ANRERRIIL, BIRTEDL L9120 E7,

[FANRA R U4 F—=T, XA FIvI7RY 2a—LFHE—OFT A ZA(HHH) & LTIERR
SNFEEAL, ZODY, FAFTIv IR 2a—LEZMHRT 2T XTORY 2 —LNRFREND
DT, ZATIvIT AR BN E T —~ v T DD, TDILDOENP—DEBERL T
<TZEw,

RV 2 —AERRICEET 5 BNEHR

RNY 2—LERY 4 ' — FORKERET 17—~y b RE¥EZI7 Vw7 LicbE, VAT A
DIBIMDOZ o LT —2EG500 LERHEET, TDK, FHER) 2—LD7d DO~ AH
—F—, ANy —F— FFXF—(LRWE—F), YL aEERNERS, vAX—F =LA H
—XF—ONENERINET,

XU T 02 TAEDIC, ZYD T4 — IV NOELEDF = IRy 7 A TF = 72 AN
RN & T, 7/5’A7~/1/ 7;«5’ F— AV X —F—DOHNEEFRLZNIEIIZTEET,

Ay =5 —: T037751COAFT2ESADFT78320D7B42C403. . .
AR —%—: BADOFED3CEBEC456EE1RRODCDYEBI42F. . .

S8 LT —)lt C1380E1065AEDASEGA9B293CTBAG4ERS %

T=F— DD 128 By FETRERSINET(BREOHNETIEH Y £HEAL)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

40



N N NZ A TN=T TN XK e NS ET S & E(TrueCrypt 8 = —A & L
T4 =~ hTDEX)ZIE, N—T 13T A ADTRCDT—X|FRPIET !

BE: FAND2—F =05, TrueCrypt N = — L DT — X BHIRTEEHERDVFLE, FD
#, ZAabDz—¥—|ZRHD TrueCrypt TIERSN—Fo = A(F>» 7> b, USBNA—FF
FA4T sr—T/, USBPCI—F M) THEZ L eRBELELE, TID5, TrueCrypt 'Y =
—AFIEL 5 ETBTINA RIZEDNTET —Z PR LRV RTS8 THOLET,
7l 2IE, AKBDZ 74/ PR EBEF #GB)F a2 — L, €DNEZ Windows EZEHD =2~
RIS fo TRV T NERETEENIL I ETT,

TrueCrypt TiX FAT(FAT12, FAT16. FAT32 ODWTNE7 7 A X O THEMIZRE I ND)
MNTFS DR Y 2 — L%k 22 LN TxEF, (LA L. NTFS R Y = — A& BT 5101,
ERLEMERNMLETYT) v~ b &7/ TrueCrypt R U = — Ak, VWO TH

FAT(FAT12, FAT16, FAT32)°NTFSIZ7 4+ —~v LB TN TEET, ZLITHEFD
TAART « THRAALFE LIS ZENTELDOT, w72 hEf7z TrueCrypt R Y = — LD K
TATVE—%(xE, Tavta—¥%] FE I~ avbEa—%] OFTEZ7 Vv L
T74—~vy FZERL T IZEWN,

TrueCrypt A U = — AMZBT 25OV TIE, TRLAY 2—2A4) ST EE N,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

Y|



ATl T4 Ry

7 7 A IVDIER

77 ANEAD TrueCrypt NV 2 — 2 &R NET, BIRL7CHE T, WANWAREE(T & A

(o ] 27V w7352 LTvUr MRTEET, R a—2bDT7 (%
TrueCryptexe D7 A 2> F7iZAA TR T T LT 4 RUICRT v 7& KKr v 7 LT,
TrueCrypt Z LB S HZ L H TE £,

75 A DBR

TrueCrypt N—7 4 > a UGB T A A(Te L 21X 7y B —FT 4 A7 RUSB AEY 27 1 v 7)
FEOET, BIRLEHET, WAWARBET-L2E T~V b 2270y 7352 LTvY
Y MR TEET,

R TrueCrypt /S—F 4 S a VT A Ze= 00 b5 0o LBEARATERHY £4, 54
AOHB~Y b ZBRLTIIZEN,

SAAVAY

(oM 220y 7F5E, TrueCryptidFx ¥ v ¥ 2l AV — RRHEENZ > T~
YRLESELES, FrvvallhThid, 2= =2 AV —=FANZERLET, ELW
NAT—=REANTEL, ~UrbandZ il Ed, ELWSRATU—=REZANTL0:(H 5
WIEELWF—7 7 AV EBETIX), R a—AF~v v FERET,

HE : TrueCrypt 77V or—2a 2/ 7L T8 TrueCrypt N7 4 N—03EgEL TH YD, ED
TrueCrypt K'Y = —L b 7> ~v U2 FIAEVA,

TNRAADEEI~Y YV b

ZOMEEEM D &( [T, AR ZE->T)FETHMO/NN—T 1 >3 VT34 AZERRL
72 TH TrueCrypt X—7 4 v a VT NRA R~y v HZ N TEET, TrueCrypt ixH727-
DY AT LDHENRN—T 4 2 a VT AD~y X —% T, ZEi% TrueCrypt A U =
—LELT~¥Tr bLEIELET, TrueCrypt N—7 4 2 a VT A ZATHDHNE D DITFHE
TET, LN TVAIREOREELRHETEI RN LIZERELTIEIN, TThb, Yur7
LT HPID TrueCrypt /X —7 o ¥ a U EZBEREITITADTHZ LIXTEET A, £ONDY
TrueCrypt IZFE BAL SN TN TH WAL TH, TRTO ST VITY XL E(FET D0 5)F v
VY allHDHNRNAT—RaffioT, RN—=T 4 a T (2% —2>FTO)-LET, ZOEDEN
~ TR, 20T RIREERDND Z LI THALTIEZSN,

ASLIERRAT — RRRETHIUE, F¥ v 2D AT — RE(FETIUIE-Tv v R &R
TLET, TAALAAOHBIv T N TR, ZONRRAT—READL [F—7 77 ADfEH] \ZF
Ty I BASTWRITIUX, N—T a7 AD~<7» MRITIZIEF v v 2 SN A
T — ROAMEDIET, v~V bA TV a b BRETDHDHLENRTIUX, [N XDHE~

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

42



vk TYTRR—E2MLNE Y v THIET, NAV—RFANERZLIILTLED
ZLHTEET, (ZOHBAE. FETNEF ¥ v a2 SN RT— FOLRMEDIET)

RIATVIE—BFAL T4 RUDRTAT VA NTERENTRAOLDICE D B THRE
j‘o

Trv<ouvh

TrueCrypt R U o — 2% T~ b HE, ZTORY a—AFHAEZ AR £,

FTRTCT~<U b

TrueCrypt R U = — L& T o~ b T 5L, TORY a—AFgABE AR £1, 0K
BRI, BIE~ T FENTNETRTO TrueCrypt RV =2— L% T7 v~ FLET,

/LI NRT— FDHEE

RIZANRDAEY —IZFEEF Y v v 2) ST X TONRRYT— R I N TF—T7 7 A VDN
Keag)eEELET, F¥ v ol AT — RBGFEELRTUE. ZOREZ AFHERnE 9
27> TCWET, GEILX AT —=FRE2 RIA4NNDRAEY —IZREET D] 22H)

JBRE ZRTE L 72U

AR TOD L, ¥ b LERY 2 — ADET 20407 7 A W4/ S AT 7
A MCRIESNET, (BEIZAA LT 4 ROORY a—bh0ar KRBy 7 227 ) v 735
FRENET) ZOAT v a VBT D L TrueCrypt i =27 7% — 7 7 A /L7 Windows
DT 7 AERTE I M BEREN TN L S L b Windows 0 7 7 A VE#HRHREDS TrueCrypt (2
WTERLEL AR R A2 VT L. BIEOT ALY R da—F—Dh—AF 4 L
FUELTHRELET, (FTRT—F— FOHAIE, TrueCrypt MBS N7 4 L7 b UITE
ELET) TT0E. Windows D7 7 A VEFMEEITREZIC~Y 7V N SN2 v T (7 13m%
ﬂ:‘i%?ﬂéﬂf:ﬂ?‘—774/1/)0)/?27&%@%1/&3@—/‘/0 KBt TOF T a VN T
I3, TrueCrypt % & ZIZfEL7= & LTh TrueCrypt O£ 4 > R DR Y 2 — L8 2 ASRIEZ Y
TENnET,

fig: V= > R a—LBEROWE] Z1BAT, R 2—LBREEZHETLZLATEE
B

T

TrueCrypt 7 7V r—2a &2 TLET, R A =13k L CEMEL., TrueCrypt R U = — A
X7 v hanEHA, FIRT—FE—ROL XTI, RTANEIBERRLBRIUR(DED
FT 7V r—varERY a—AERTY P — RO, vV F &7z TrueCrypt AV =

—ANRVIREEIZ R o728 X)), AV —0bRESNET, LaL, TrueCrypt 3 k7 X7—F

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

43



— RTHEIWNTWD & X2, TrueCrypt AN U = — AD3G&FHIIC T o~ hanud e T LTH
TrueCrypt K7 A4 RX—IREENEHA, (VAT LEZEIETIEINY ZX— T EHADR, RE
SHET) 2T Windows DNZIZ L5 THER Z SNDNWANWARME(TZE 2L, Tor~v»

FENFERY 22— 2% FSTNET 7V r—a RN 5D E TrueCrypt 2 FHILE) TE 720 &2 B5 1R
[./\i-éAO

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

44



RNY 2—LY—)b

RY 2 — AN — ROEE

[RY a—h >R 2—LDORAV—RNEEHET L] 251K
Ny F—F T TY XIADRIE

RV a—Lh >~y X —F%—HHT LY XLORE| =5
BY 22— ANy L —DNy I T 7

[Y—b >RV a—b~y X =Dy 7T v 7| ZBH
NY 2 =B~y —DYX T

[YV—)L >HKRY 2a—Lb~yX—DU XA NT| #5H

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

45



Ta I hRA=a—

HEE: AHIDOA =2 —IFHIZ, ZD FF2 X2 hTIZHH L FEA,

Ty >KT

TrueCrypt 7 7V r—ya U2 TLET, RIA4 =3k L TEMEL, D TrueCrypt R U =
— AL T vy hENERAL, FTIRT—F— RO L XIZIE, FTANFIHER R RUEX(D
EF0, ET TV v ar R a—AMERY = RBPAL G, w7 k&7 TrueCrypt
AU 2 —ARRVIREEIC oo b &), AV —0bREINET, LaL, TrueCrypt 28 h 7
T —F— RTENNTWVD & X(Z, TrueCrypt R U = — ANHEIICT >~ hansd & T#7T )
LT% TrueCrypt K7 A N—FBrEINETA, (VAT LEELTEINY AZ— T D55 DH,
FrESINET) ZHUT Windows DNTIZ K S THIER I SINDNWANWARBE(TZ L 21X, 7o~
T RENTERY a— L EESTWET U r—va R D L TrueCrypt Z FHELEI TX 220 )%
B51E L £,

RYa—b >FALZADORY 2—LETRTHE)TU U |

[FNRAZDHEN T T AL ZDOABE~T M ODEESZH,

RVaz—h SBHESYVFENRTWARY 22— 252 BRITAY ITEF

Z OEEITO AT AL *o&Jéb\ifﬁEiﬁ(@TrueCryptTJ:L~A%HH# WZRWTHEEZL, £h
BMORUHEFED RTA T L X =~ FENTWAHRERD ZGEIHICEHET,

TRTCOBEYT L FENTVERY a—A(BIR~ T FENTNWDE RIATLE )BT 7Y
F—va DT —RERGFT DT A NE—(T2 & 21X C:¥Documents and
Settings¥YourUserName¥Application Data¥TrueCrypt)iZ Favorite Volumes.xml &\ 5 Z|iD 7
TANMBRFESINET, FIXRTFT—F—RTIL, 77 A/ TrueCrypt.exe L&) L7z 7 + L4
—(TrueCrypt.exe WFIET D 7 A NV H =NARFESNE T,

COMREEME D L. BRICAVICURNCRF LT XTOT7 o~ o FER Y 2 —ATBR
(ZAD U A l\iﬂ%ﬁ”ﬁ%éﬂi‘h

(BRITAD ) & LTRESAEARY 2= L&~ 7 2 MF DI, FY2—4 > BRICAYHY
a—adY s PEBRLTLES

WCADARY 22— R NEHIBRT 512, TrueCryptTJJHA%ﬁ‘/\T?/-?lj/M,
r‘j‘)l“‘.& SHBETT U FINTHVELERY 2 — A EZBRUTAY & LTRER ZBBRL TS
AN

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

46



AR z2—2b > BRIZAVRY 2—2s&E~<T b

ZOREIX. VIRTIC TRRICAY ] L TRELERY) a—22~u M LET, [TRY 2—24
SHAEYT U FENTWVWERY 2 — LA EZBRUCAVITHRE] 2B LT EEN,

R a—h SAyF—F—EBHTILITY XLDRE

ZOREREIT, #2725 PRF B CEE SN~y X4 —F—TRY 2 — L~y X —O 5% AlaE
IZLET, (=& 21E. HMAC-SHA-1 @72 Y 12 HMAC-Whirlpool &1 5 &5 Z L 3 ATRET)
RY a—b~y F—IR Y 2a— L &GS LTI AF —F—2 G A TNDLZLIHELTLIES
VW, ZOH, ZOREEE S THARY 2 —AIRGFEINET —FiTWnosWnWkbisd Z Lidd
D ERA, FEMIE THEANEGL o0&, [~y X —F—0dEH YL, BIOXERE 258K
LTLIEEN,

EE: TrueCrypt 378 Y = — by X — 2 FHIE 5L T 2855, BoHE DA REREK 1706 E
BEINTEAY T —ZEILTERWVWEICTDHD, HUNITEORY a—b~y X —% T A
T—=2T3BHEDEEEXEZLET, ( ZRDTOOTIIR] SH)

RYa—A >SRY 2a—ADNRRAT— RKEEET 3

BAERITN TS TrueCrypt R 2 — LD/ RAY — REEFESTHZENTEET, (BHERY 22—
LBELARY 2= ADERNERA) ~y F—F— L oy F % —(LRW E — R) DL
I, YA —F—[IEFINETA, ZOKEIX, FTILWSRAT— NP bEHINL A~y X —
Wb —%2 o TR a—b v X —52FHEFLET, R a—b~y X —3R) 2a—2%
BELT 2~ AL —F =2 ML TNDZ LICHELTLLEE Y, TTNnD, ZOMEEEHE - T
HAR Y 2 —AIREENTZT —ENRKDONDZ EEHY A, NAT— REE L, ZADOED
T LET)

TrueCrypt N U = —AD/NAY — REERT HI0X, [ 777 ADEFWR D> [ 737 X0ER] %
77Uy 7L, RVa—2Z@RL, [HAV2—22Y—) A=2—T [R)2—ANIDU—FD
ZHE| AT TEIN,

MZR2OTOD TR bR LTIIEIN,

BHTLTY XA ZOASIETIE, FTLORY 2a—b~y X —F—GFEE [~y ¥ —F—ild
H, Vv b, BXOKERS) 2SR)0EH L8 Ly Y v FEET TELECS BN 25 %
HERT 27T AAEERT L ENTEET,

EE: TrueCrypt 378 Y = — b~y X — 2T SLT 2855, BoHE DM REREK 1706 &

FEXINTAY T —FEILTERNVEICT D720, BN DORY a— b~y X —% T A
T—=2T3BHED EEEXEZLET, ( ZRDTOOTIIR] bSH)

V= >RY 2— LBEEHEE

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

47



EHIL 20O IEFII~ Ty SR ) 2a—2D7 7 A V(T 7 A MVDGEYEXAD U A F &
HELET,

V—)b > FIGRGF—F 4RIy " T v

[FIRT—FE—FK] OBEEZSHL TS,

V—)b > F—T7 7 A I)VERR

[F—T 74 OF, [F—T7A4) >TUHELAF—T7ANVDAER] 2R T TEEV,

Ve SRY 22—~ F—DNRy I T 97

TrueCrypt R U 2 —AIZH DT XTDT 7 A NENy 7T v T T 5T OEEEENRRNGE,
DIEREZfE > T, DR bR a— by X =TT TEN I T v T2l oTEL T EEML

BITOLET, 2R AY—F =Dk INTWET, Nv 2T v 7 L7 7A VDA

KL 1024 34 NZ72513TTY) AV a—b~y X =0T L, ZEALEDEEIEFERY = —
AEI~v T P TERL D F7,

RN a—b~y X =% N7 v 7T HIZNE, [T ZAOEER] I 77 A VOEIR) 27V

w7 L, BY a—2EZBIRLTLLZIN, Znn [ > R 2—ANy DNy 27T 2 )
Uy LTLKEEN, ~yX—% U X NT(HEIR)THI121E, FLCFETHREZIZ AU 2—24L
DY X RT] BRI T EE0,

TrueCrypt DR Y 22— A~y X =0y 77 v PTG FALINTZARY 2 — b~y X —OEffERa e
—T9, N7 v 7 abt—|lidVo SVOBENIMERITE ENEE A, TrueCrypt R U = — L~
L=y 7T FIIIELWWRAY — REH S TWANELWR—7 7 A VEHE LR TX, 8
FTAHZLIETEERA,

EEMNEREORY a— b~y F—LELARY 2—ADRY 2—h~y £ =B3RS 5 ik & 23]
VI T TR I T v T T77AMIae ) ENET, TORY 2— LI LAY 2 — L5 70h->
ZELTHTY, RLAY 2a—LD0HENTORGEHERICTH720) LrL, R a—hy
=% VARTTLHEEITUE, BLAY 2 =20~y X —=FEHERY 2 —hO~y X —nZigiR
THZLILRVET, ~EIZ 0D~y X —=DHBEVARTTHIERTEEY, WHDO~vZ
—&ZUANTT LA, ZoMEE “EIETTOMERLY £, (V=) > TRY a—
DNy ZDYART )

i R 2a— b~y A= VAT T5E, R 2a—2DONRRAT—RiFINNy 77 v FERIFICH
NS bDICEEEZONET, I6IC, NI T v ERFFICARY) 2a—2%~v T b 560
WX —T 7 ANDBUEESTGEEIZIE, R a2—b~y X —% VA NTHRIZAY) 2—LEF~U
VAT HDIZE X —T 7 A ABREITRD FT,

RY 2 — b~y X =R 7T TVERBZBIZARY 2 — LA T — RROXF— T 7 A L EEFELI-729
W, LWy I T o TEEDLMEND L0 LILER A, LLenb, RY a—Lbay X —

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

48



BEEINRNDT, RY a—b~y X =Ny 77 v AT OREDOETE LD 2 L1tk %
B

MR Z ORI EERE T, a—F—RBRART— RE2ENT(HDHWIE, F—T 7 AL E%ko
TYBAEOMRELTH I Z b TEET, R a—2xFolnb b, BHEAMREZR/-/2\\ 12—
P—IZZDRY 2 —LDOFERHERBD DA, (V—b > KV 22— Z =D\ 7 T 7%k
WL O)VED~NY X =Dy I T TR DET, RATU—RIF—T7 A A006EBINTZK
NN —F—TCHEBRLENTVWARY a—2 v X —F, R a—L%ZBEL LI~ RAZ
—F—ZFFoTWVET, TIT, =P —|IRAT—=FERALTHLLWEDADTZDIZ/NAT —
RERELET, (KVz—2 >RV z2—LDNIT— RFEH) ZH5TE, 2—F—I2FDOR
Va— DR EEXDEEHIZ, WOTHLEEHEOHF A N7 L TEEDO/RAY — RIiZ
EEIELZENTEET, 22—V —REHONRDEZ IRV - REENEHETH, R 2—A4
N L —DYANT BFLT(— b > K 2—A~N =D XN NeTHI LT, AU a2—A
DNAT— REed ) T NVOEBENRAT— RIF—T 7 A VIIRT I ENTEET,

V= >RY a—b~NyF—DY AT

TrueCrypt R U = — LN~ 7> hTERLI oG AITIE~y X =D L T A AREERH Y F
T, R a—b~y X =%y 77 v 7L TEBITIE., ZO¥ETHIETEET,

R a—b~y X =% VAT THEEITE, BLAY 2 =20~y X —DFHERY 2 — LD~
B —=NEBIRT L2 LI 4, —EIL—DoD~N EX—DhE ) ARNTTHZENTEET,
WO~y X —% U A NT T 5551, ZOMiEEZ _RETTLH2X4ERHDET, (V—1) >
[RY 2=~y ZDYART])

B R a— b~y A= VAT 5L, R a—20ONRRAT— RiFI NNy 77 v FERIFICH
ST bDICEESBRLZONET, IHIC, Ny T v TERFIZAY 2—L%~ T 8 T50

WX —T 7 ANVDBUEESTHEEIZIE, R 2—b~y X —% VA NTHRIZAY) 2—LEFH~U

YITODIZFEICLF—T 7 ANBMEIZR D £,

RE > FHERE
RRTREIZGE L T /e D — REiHE

AINZSINTHIEL, FIANRDAEY —IZRRESNTWNEINRATY — NI F—T 71 L
Zate)a, TrueCrypt & TRECIHE L £,

NWRD— R RZALNNDAEY —IZFET 3

FrxyZ7INTVDHE, BEEOEFIZYY Y FI2 TrueCrypt AR U 22— LAD/NAT — RRF—
T7ANVORNRERRKAFETIELET, TR 2a—2Z2~0 2 b5 LT, #UiRL
RILRAT—=REANLTED X —T 7 A NEEBIRLZD L TH L LET, TrueCrypt [ Thk}
ICWNRHRAT — KRG T 4 A7 IHME L EE A, (LvL., TZEDT-DOTFHHR] b3 L
TLIEEW) NAY— RORBITHRE(RE > FHERE) L NAT—RRAN T 4 FRUTHEMITH
N TEET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

49



v MNRIIERIZFDRY =2 — LD ¢ > R &<

IOFTvarNFoyZ INTWDHE, TrueCrypt R Y =2 —LANREFIC~vU v NEnhlzbE, =
JATa—F D 4 R=0NEHBICEREZDORY) 2—2DL—F 4 L7 MU (72& 21T
T:¥Y) ZFr-LFET,

R z2—ART7~vo 2 hNEhEEEZv s> FOERBLS

TrueCrypt RV =2— 2L %7~ FLTEWEXIZ, ZORY 2a—LTHHMND T 7 A IVINT F
NE—=DPERFTa y 7 SN TNWAEDIZT oy~ hTERWE WS ZEnbET, =7 R

Tua—79 4 R—=0TrueCrypt RV =2 —AIZHDT 4 L7 P EZRRLTWD EXHFEETT,
IDFTarPFzy 7 INTWDHE, ZOXIRT 4 R—=IT7 ~U Y MNZTXTHE)

MIZ7 B — A, 22— —RNFE T/ n—XTHXLERH Y FH A,

TrueCrypt DHEF - HE 35
[TrueCrypt DHFEE] S L T 7ZENY,
TrueCrypt DFEEE - U2 PIAERY 2 —AB5 S RAILERKT

IDOFTvarnNFoyZ ISRTNDHE, TrueCryptiZz~v > FENTRY 2 — B3 /roTe b,
HEIITT S A v =T S FUITHEERE T LET, FHMiT fTrueCrypt@ﬁ%‘fj EHBLTLE
SV, ZOF T a L TrueCrypt S 7 X7 —F— R THB L VD L X2, RANIETE
RN EITERLTSESN,

LI T EERINIC3ERE X PR RITEBIRIIC 7~ F

TrueCrypt R U = — A n EEZ AL BFHAH L b 2T, TORY 2 —NTEBINZT
~U U hENET,

BY 2 —AIZBNTE T 7 A AT 3/ —RBH o TbBEBIIZ T~ b

ZOFTvasid, BET v U FORICHEHSAES, (@FEOT vy MIT#EH S E
BFA) T RV 2—2DT7 7 A NRLT FNE—(FT 4 L7 BBV TWAEATH A vE—
VEHIPTICHREIICAE T vy MR LET, (VAT AT S r—va U TCEDbILTW S
T7ANRT 4 V7 NURHSTEETY)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

50



TrueCrypt R Y = — LD~ b

FEEIT L ENRTUE, (X7 7Aa0 2Ny OFEO [~y b & 537
AOHB~T b EHATLIEIN,

WNRATY—RERIFANROAEY —|ZFEET S

ZOF T a IFED~ Y MRITICOAERH SND X912, WRATU—=RANKA T a /T
ETHZENTEET, £/, BE) THEEEE L TRETHIELTEET, FEMIT RE
- FHEHRE] OfFi, [ NWNXT—RFZ N7 4D XE ) —|Z53ET 5] #ZBLTEEN,

~ v NFTFvav

2 AT a IR 2 — DT NOINNTICEE L ET, v AT KA
TaTIFNAT— RNANEATa sl O~vo 2 g7 a 2070y 7352 L THREET,
ELWARRT—=RKRFEEINTWDE, v ra 270 v 73570 THRY a—AZE#IZ~
Ty hENET, WEINTEANAT =2 T FENTWAHERY 2a—2D~ T b4
VarEEBRLEWEAICE, 22— (Ctr)EH LN~ e U w2350, HY
2= AR a—DF T g FEEL THA ) z2—LE~vr 2 FeERL T &N,

v~ b ATV a VOBEEMIE, A AT 0T ARE(RE > FHERE)TRELRBTZEN
TEET,

Y 2 —ABPFERRY EH T P

Fx v I B ASTNDHE, T FENTEARY 2 —A 230 o SNEXALNRTEFERA, BB,
Windows 2000 TIEINTFS ARV = — A &2 ARV HHTIEI~r o hTEEH A,

R 2—RAEVA—NTART 4 TELTTT P

Windows 235 T2 Recycler X° System Volume Information &\ N> 727 4 )V 2 —(Z i 513 Z A5
RVAT MMETEROT-DITHEONE ) EEL 2 L 2L s, ZOF T a silFoy
7 NUTLTZE W,

BLARNY 2 —2DIRE

FELARY 2— 22BN LT5) 2ZRLTIZS N,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

51



Ay bF—

VAT LABMIZIOT 5 TrueCrypt A8 h ¥ —Z2RET HITIX, [HRE > Fy PF— 27Uy
7 LTLIEE, Ay FF—I TrueCrypt 23 LB 17> TrueCrypt 23 HEE L TV 2 I5E 12O B EES
LT EICHBELTIEEN,

X—77 M)

F—T 7 ANMINAT = REFEINDINEEROT 7 AL TT, (EDLIITHF—T 7 AN EN
AU — REFEG I EDLNITONTOFEMIL THIfER ) o=, [F—T7 710 OHEZZR) E
LWF—T 7 A NBEZOENHFET, =T 7 ANV EHIRY a—LiF~vTU o FESRLEEA,

MELTLbEF—T 7 A NEHEIXLITIHY A, L, =7 7 A L& 5 FR] 72BN
HFEI,
X =0 —~ORKRIZRD(FRENF—a T —TRATV =Xy 7F¥ LTH, F—77
AN L TR 2—2%E~vT7 2 N TEXERHA,
T 0 BN D ORELZRIL L E T, (FFICSA T — RBMETS 72355)
BEO2—F—TOIET 7 BAZARICLET(TRTOIF—T 7 A AFTEEIE, AU 2—
AN T NINDHENCHF —T 7 ANV E R LT UER 0 F8A)

ENIRFEEDO 7 7 A (=& 21E  ixt, .exe, mp3, .avi) TH TrueCrypt ¥ —7 7 A /L & LTS =
EWTEET, (LML, .mp3, .jpg, .zip D X 9 RJEMERDO 7 7 A Va2l THLET)
TrueCrypt iZF —7 7 A VAKRICHZEZMZ D Z LTV Z LICEELTLEEY, TThb, =2
EZITERLEmMp3a L7y g OFNG 5D T 7 A V% TrueCrypt ¥—7 7 A L& LTHED Z
EMTELDITTT, (BELTTZ7ANEHITH, TENODRF—T 7 AL E LTHEDATWNDS &
WO Z LT EHA)

BHOX—T7 7 ANVEERTHZENTEET, IBEFITE ) THREVWERA, F72, TrueCrypt
T A LINED 7 7 A NVEARSE, TNEeF—T7 7/ L EHS 2L TEET, £9
THEDITE, TF—T7 00 > T2 FAF—T7 45458 ZiEATLIEIN,

HE: RUTVHBICHIT 5720, O ODRY) 2a—AZHTHF—T7 7 A VDORKE X3 7<
EH 30, RRRETT, RY 2a— LB EHOF—T 7 ANV EHESI D, ZOHHLOVE DI

30 A R ENRKETT, 3031 FEWVWSHIRIZ, F—7 7 A VO FEHFREEZHERKIEET,
7 7 A VDI 1024 X a3 A N OVEHERED DI E L (T 7 AN A XD e )F—7
7ANE LTIIMEONEE A, FHFHREE VO BRSSO RTUL, TrueCrypt i 7 4
LIENBED 7 7 A NEERESE(F—T 7 A>T ZAF—T 7 L VDR RN, T E X —
TyANELTHE ZLETTOHET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

52



Bl T L NNFHELTEY, F—T A NDIEFI1024 F NS P E sy P THBEE LT
Ng5,, F—=Tr A NG SR 2—Le~v T BT RABEIZ R FF !

Bt NI D — RDFEBHREIZ o TS E, NI DT — REEBICITR ) 2 —AFIEEIC~ 7 b
LEF—Z7 A NDHRBIN AT EEFNTET, ZDED, €DEICF—T77 A NBR Ko
TOHEYD PRHEEICARDET, ZAz<izid IREELIE AT —ROWE) 220 v 9
BIVNR D — FOFHEZHENIZ LTS /X0, (FEMIE [RIE -> HFHXE) O TXAT— K& R
TANDAEY —IZFET 5] 2HL TS 7ZZ0)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

53



F—TFANEATRIT 4V FY

RNV a—LEER LT~ R LT, RRAU—RZERTLLEVTHEXIT, F—T 741 %
EVTZW@EEH L7z biX, FTRONSRAY—=RAN 74—V RO [F—=T7 A Va5 & TF
=77 AN REUERLTIEI N,

mAU~F:| | ok |

AT ERE-Dr A VEIEURIERIETE St |
AT EET

amrLallaatdi: | AL l TovhAPya. |

INOOEFITINANARZAT o ZITHE L, WICFUEREZERKLES, [F—T771%
5 A7 varkFeav L, [F—=T7700) 7Y v 7 LTIV, =T 74 NLEA
TRT T4 RUNFEIREN, HOX—T 7 ANERE( 77 ADEN %7V v 7)T5D,
X—T 7 ANVKRBNA( [ T4 ZDEN &7 )y I)VeffETEET, F—T 7 AL EF—T 7
ANVRBSNATIE, LD T 7 AT AN —%F—T 7 ANFAT T T4 ROIZRT v T
THZETHEIRTEET,

X—7 7 A VIRFE/RA

T ANDPOVIEHF—=T 7 ANTAT T T 4 RUT( 1 T3 A ZDEN %227 v LT)7
AN —ZBINTHZ LT, F—T 7 ANVRBNAAZEETEET, TOTHNVF—THRHOND
T ANT XN F—=T 7 A1 LTEDIVET,

BE F—T7 A NTFAE—DFRDT g NE—(E, €DFDT 74 /V)ITBEINE T,

X—T7 7 ANVRBNAT, T2 2E, FFOHAKUSBAEY —AT 4 v 7 IZF—7 7 A NVERTFT
HEx/pL FRICAEMTT, USBAEY —RT 4 v I DRIATVLE—%F—T 57 A )LOBEED
BREWCEBMTHZ L TEET, Z0DIIE TF—T770 | > [ 7450 F—T 711
TANEDRIE) HBRAUTLIEEN, LT, [ T34 40EN %7V v27 LUSB AEY —2A
TAYIIZEOHTHRIATLE—%RD, 0K #7 Vv 7 LTLEI, ZHTHRY =2—
Lo~ NTHENNI(RAT—=REAT O [F—=T7 00805 BT =7 ST
IX)TrueCrypt (X7 A VX —ZHRTEZICH D77 ANTRTEF—T 7 AL E LTHEVET,

BE BEEDF—T 7 A NI R P(Z 7 ANATIERS) 7415 —8EMT B E, WNI(T4/1E
D) BFNEIN T A NEITFEEINFGA L VST Eit, DT AT —ICEHHIZT 7
ANBFIERLEVENML =D FBE, FDOTFAZL—ICHEKIFEL TNWBEF—T 7 A NEEIRY =
— AT RO PRANZRVET, (BFLSBWMENET 7 A% T35 —N0BRETH
ITHEIH L ET)

WY 2a—bEmvU ML NAV—REEEST L, ZOMAY 2 —by F—2 @l 5T 5 & IR 0o T3~
<

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

54



TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

55




ZBONRRAT—REF—T 7ML

X—T A NEHED EXIT, NRATU—RNEIENL LILEREA, £9TDE, =T 7 A LDRIHIN
RV a—L%E~T L NTAHAME—DT AT LI ET, (ZHEHEEINETA) BEEOFT—7 7
ANVPRESNAY a—bxE~T 2 b5 E XM HIRMERS, /AT — R ANEE ORI
TrueCrypt (3 E TZEDNAT = REBEEDF—T 7 A L Zlio T~ FLEOELET, LT
DHET I M HRY 2a—All~v T hAT v a V(FHREH T FEDBLARY 2—24
ERETDHED)ERETHAMNERH LD, 2 br—(Ct)yF—Z2M LR s w2 k)
IV (FTE TRV 2—A) Ama—0O (RN 2—Aad 723 8FELRPL~T 2 F
BN LCLKTEEN, o hgd7oa) XATarRmlEET,

F—T7AN >R 2—A~DF—T 7 A ILOBIMHIK

ORIV O DX —T 7 A NAT — R L, £EH0)EIEF—T 7 AR R L TE
RENTe~y X5 tF —THRY 2 — b~y X —Z B S LET, SRAT—=RORLTY T
FA[REZ2 R Y 22— L%, (VNAT—RIZMA )X —T7 7 A NPLERRY 2 —HIEHBELET, R
Ja—b~y X —IZFDORY 2 —AZEF L TWHYAZ—EElbF—2 BT 2 LICEE LT
KEEV, ZORY 2a—LMRFEENEZT —Z I ZOBEEH - ThE o< Kb/ i L F
NEVVR

Flo, ZOWRRIIRY 2 — 20X —T 7 A VEERFETHZ LI bEbhET, (W20, H
HVNIEHOXF—T 7 AN EFRIALFT LSO EEHT D)

MR Z ORERBIZNEANCIZ S AT — REFHRE L [ LT,

HEE: TrueCrypt 3R U = — A~y ¥ — 2B/l 5L T 256, o SR EEEAN 706 -
BEXINTEAYF—EEILTERNE DT D720, HONCTDORY a— b~y X —% T F
T—HT3IMD EEXEZLET, (ZROIZHOTIIE] HLEH)

F—T7AN >HY 2—ADRLETOX—7 74 VERE

COMEREIL., F—T 7 AN TIHERLRNAT = R bEH S~y X — 5 bF—THR Y 22— A
Ny X —EE L LET, (F—T 7 AN EFEoLK FEDTIZ, NAT—-RDOATYT Y MER
H5E9120ET) RY 2a—b~y X —TFDORY) 2a—LEFEF L L TND~ AL —FS{L%—
Haiel EICHEBELTLEZN, ZORY a— AR FSNTT —XITZoEEF->ThE -
72 Kbz LEHA,

R T OBERBIZNERIICIZ /S A T — REFEEEE & [F LT,
HEE: TrueCrypt 3R U = — A~y ¥ — %2 B/l 5b T 256, BoE DSMEREREBEAN 706 -

EX XNV —FETLTERNWEICTE20, HUICTEORY 2a—b~y X —% T K N
T—HT3IMD EEXEZLET, ( ZROIZHOTIE] HLEH)

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

56



F—T7AN >TFUFAF—T7AINVDERK

ZOBREEHE ST, =T 7 AN ELTHEAD TV LRNED T 7 A NVHERE) Z AR TE E T,
Z OFEREIT TrueCrypt DELBCB A AV E T, KR E L TERESND T 7 A VDT A XILH
1264 /34 F5B12E > M) TH Y., ZHUETrueCrypt D/XATY— RORKETHLH Y 7,

F—T AN ST ITFIVEF—T 7 AT +IVEZDRE

MEDOX—T7 7 ANERITWV S L LI —T 7 A VRPN RAEZRET DL, ZOBREZ - T
<TZEW, Zhud, =& 201F, BB USBAERY —AT 4 v 7 IZHF—T 7 A INERGFTHEX
Y FHZEHTT, FIAT LY —%X—T 7 A NVOBEDKTEIZENTHZ L TEXET,
ZOEDITIF TF—7 170 > BEF—T7 7N NX] BZEEATLTES N, ZLT, [WXD8E
g w7 Vw7 LUSBAEY —AT 4 w7 IZENHTHRIATVLE—%PD, TOK| =7V
w7 LTSN, ZNTHRY 2a—L&2~v TV MLV AY—REATa s [F—7 7
ANEE S | BNF = v 7 S TOIUE)TrueCrypt [T XA Z AR CEZIZH D7 7 A VTR TEF
— 77 ANELTHENET,

BH: FEDF—T 7 A NI X M(TZ 7 ANTIRS) 7NN E =285 &, NIEHTP7E0E
SNT rANBITFEEINETA ! EVSZ &N, EDTFAL—ICHHIZZ 71 VE Bk L7
DEWMLEDTEE, FDTFAL—ITEFEL TOBF—T 7L NFEIRY 2—AdT T~
DY RRAIZRVET, (LS BWNINET 7 A/08 74N —6RETHITEIILET)

B TGN NF— T ANRCT TG N T AN T g NI ERET D E T AN
R HE X477 Default Keyfiles.xml IZIR7F X415 Z EIZHER L TS /Z& 0, G
[TrueCrypt > X7 A7 7 A& 77V or—2rgq 7 —58) L TS EZ0,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

57



hSRF—F— R

TrueCrypt (X oD N T X7 —(ifiTE)E— RTEESEAS Z N TEE T, Ziid, TrueCrypt
EBEHTH0SICHLTA LA R— A LARELL TN ENSZETT, LrL, kO2EBIZEZ T
BWTLEEN,

1) TrueCrypt % k 77 —F— R CEIT I T B EHHERR S M3
2) FIXRT—F—RTEBLIEZELTH, VLYRARNI 77 AL EBETIIE. Windows T
TrueCrypt Z i > 72(Z TiF. TrueCrypt R 2—L%&~T7 L FL72)E WD Z ERNbnoT
LEI>DbLNLERA,
ZOMBEICKHAT HMERH L5, BatPE 25 Z L2430 Ed, £/ (LI HDHEM
(FAQ) L% %1 @ [Windows TREFZ 7 X 9712 TrueCrypt 21t 5 = 13 T&x E700?) 5L T
<TI0,

TrueCrypt f 7 XT7 —F— R 512X, Z2DOFHERHY £7,

1) NAFVEMF Ry r—V R L, (A b—/L8F(2)EH: TrueCrypt.exe & EHH 5,
2) [hIRT—F 4 ZATERR) ZFIA LT, FBl7e RTRT—F 4 AT BEVZ 25
TrueCrypt % i35,

2FRDEF I DN OPERBRER DY, ZOEDOLIFOH TENHIZOWTHAL £,

HE: FIXRT—FE— RO LXIZIE, RIANIRERRL 2UE(2ED, ET7 7V r—va v
ERY 2 —2HER T 4 P— FRHL S, ~ 7> b &7 TrueCrypt AR U = — A8 72V IREEIC 72
Sl &) AERV—0bRESNET, LL., TrueCrypt 2 k7 X7 —F— RTEINWT WD &
T, TrueCrypt RNV = — L 58HIHICT o~ hahd e THT) LTS TrueCrypt K5 A /3
—IREEINERA, (VAT LEELETINI AT — T 550K, BRESNET) it
Windows D712 L > THIEEZINDWNWAWNWARME(TEE X, T~ haileRY = —
LEfioTNWDET 7Y r—2a BN b E TrueCrypt # FHEEN TX 72V ) 2B L9,

V=)V > hIRG—F 4 RI7DEy T v

Bepl7e T R_RT—F 4 A7 /B0 Z Z /5 TrueCrypt Z B3 572912, ZOfEEZ R T £
7, TrueCrypt p 7 X7 —7 ¢ X 27X TrueCrypt R U = — A TIER B ENTH W W Lz
HEELTLESY, FTIRT—FT 4 A7 L TrueCrypt E177 7 A VA7 ar bt LT

‘autorun.inf = & A E 9, ( | HEIETHRE) 22R) [—n | > [ pIXRT—F 1 XI7DE
T w7 BERTLE, [P IXRT—FT X2y N T o7 AT T RERINET, £
ZTRETEDWL ODOREHEBIZOWTEL, ZhrbHiBLE T,

TrueCrypt NV = —AERD 4 — Fe505
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NIRRT —F 4 A7 D bifdB) Lz TrueCrypt Z 6o T LV TrueCrypt A Y =2 — A &AED 7o /e b |
T2y B ANTLESY, 20T varvaEaTFoy 7 LT FIXRT—T 4 A7
DEBOHFN/20 E7,

HB)EfT 7 7 4 /U (autorun.inf) DFRE

ZOHEHAT, NIRRT —T 4 A7 BHAIND & HEWIIZ TrueCrypt Z B L7=0 . HEIIICHRE
EDTrueCrypt R = —LZ~ T MFHLIICHETEET, ZHE, FIRT—T 4 AT
autorun.inf L \ND KRl A7 U T N7 7 A NVEEDLZ ETHRBIZRV ET, ZOT7 7 A /UE T
RT—FT L AT PFFAEINDHDEOSIZL-»THBEIFETENET, =72 L. ZHiE CD/DVD ® &
VRV L—=NTNVAT 4T DHT, TNORHIATRERGEDOACEELET, (USB AEU AT
4 7 T OMAEZE 9 121, Windows XP SP2 %> Windows Vista 78 4% T7)

T2, ZOEEZANT D=0, autorun.inf7 7 A MIREBAL SN TWRWT 4 A7 DJL— K
T4 V7 BUICEINRLS TERLR2WNWI EIZERLTLESY, (e X0E, G, XiY, Y:¥ 7
L)
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TrueCrypt 2 EHE MR L TES

Windows TIEFEEHER N 72\ 2 —H—TH TrueCrypt 214l 5 Z E N TX £9, LavL, HFE
DY AT AZTrueCrypt A A M=V LTzdh & (HDWIL, BHEN 22—V —|TEHEHERZ 5
2T ENTRY £9, TDOBEEHIE, TrueCrypt AN H B BALE 5 DT A A KT A N\ ELHE L
L. EEREMERN 72\ & Windows (27 /34 A RT A RN A VA RM—/LTERWVNELTT,

VAT NEEE N TrueCrypt & A A b—/L Lizd & 1d, BEHERERN 22 —PF—Th
TrueCrypt Z @) L & A RFEHD TrueCrypt R Y =2 — A THY U U NT <=0y M52 ENRTE,
TR e IR E A LN TE, 77 AV TrueCrypt R Y =2 — A DERR b TE £4, Lo
L., BHEEHERNS 2N —F— 13— T ¢ a3 VEREU 74—~y F L7 NTFS AR Y = — 24
HEOLDHZ EIXTTEERHAL, TrueCrypt DA > A F—U[T A VA= TEEHA, T2,
TNAZRBIRY 22— LDNAYT — RIF—7 7 A VEFES TrueCrypt & N 7 X7 —F— N TEHNT
ZEBLTEERA,

TrueCrypt O EE:

A A2 TrueCrypt 7 4 > RO L TH, TrueCrypt X EE LLL FOMREE FEIT L £,

NAY Fx—

Q)BT v T NI A TR, RHERT ANA AORO ALK, A LT 7 Mg L)
J)WHA v E—Y BELARY 2—LORHENB I Shi- & &)

4y ZAZ N AT A Ay

# TrueCrypt 28 BE L T3 TrueCrypt HEIV TR T U, EFEOREREIZERNIZ /2 0 £9,

TrueCrypt O EEIXFEERIZ1E TrueCryptexe ZD LD TH Y . TrueCrypt A A >0 4 R ZFHL
THEN\Y 7 777 RTEEODTTWNAHENWD ZETT, ZNREEBTTHLNE > NI, #
A7 A THBITEET, TrueCrypt 7 A =3B iuE, TrueCryptiZHEEL T D EWVWH Z &
TY, 742 %27 1) v LT, TrueCrypt A4 >V 4 RUZBL ZENTEET, T/ %
FH27 Vw7 FHUX, WANAZ TrueCrypt BIERRED R v 77 v P A= a2 —RIRE £ 7,

WEHIX A7 R ADTrueCrypt 74 2> %4527 U v 27 LT, [#T) #8IRT5HZ L TEIET
xF9, TrueCrypt D FEE A SERITKFEMICIED W b, [RE > FHERE) 220, [5#
RIE| AT a & [TrueCrypt Dl O TEEET 5] OF = 7 LT TEI0,
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S8y 71X TrueCrypt 21— —A L X —T 2 —ZADT F A FDOHE =FZDHREEHET, V<

= R

DD

Fiti/¥y 71 E TrueCrypt 2 — V=X A FOFRbEA LT, SiliSy 71, BUED L Z

% TrueCrypt @ Windows RO A THR— F I TWNDH T LIZHE L TS,

AL VA =)L

SR IJIIUTOFETA VA =L L TLEEN,

1.
2.
3.

o

WERIT

SRy 7 X v u— KT 5 http://www.truecrypt.org/localizations.php

TrueCrypt Z (Bl ChHI)E T3 %,

S7E/Ny 7 % TrueCrypt 2 A > A h—)L L7277 # /L& —(TrueCrypt.exe INFEAET 5 7 4 /L
K —. 7= & 21X C:¥Program Files¥TrueCrypt & 7> C:¥Program Files (X86)¥TrueCrypt 7
ENTREBAT %,

TrueCrypt %z L35,

Sy 7 IFABMICHRIN S, EDO SISy 7 L LTRIEShET, ([RE > Fif)

=]

Z7 Uy 7 LTOODTHERZERTE ET)

b ETITIEL, TRE > 575 #® AT, EnglishZi®EX, [OK| #7 Vv 7 LT 7EEWN
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BE(fL 7L TY XA

TrueCrypt R U = — AL FOT AT Y RATH LT 252 LN TEET,

TR itk o | e | e
AES J. Daemen, V. Rijmen 256 128 LRW
Serpent R. Anderson, E. Biham, L. Knudsen 256 128 LRW
AES-Twofish 256; 256 128 LRW
AES-Twofish-Serpent 256; 256; 256 128 LRW
Serpent-AES 256; 256 128 LRW
Serpent-Twofish-AES 256; 256; 256 128 LRW
Twofish-Serpent 256; 256 128 LRW

LRW & — FIZOWTOFEMIE TEIfEE— K] 22RLTI7ZE0,

AES

Advanced Encryption Standard (% FIPS (GEFRE HRLEERIR) TR I NTH 5T LT Y X4
(Rijndael, designed by Joan Daemen and Vincent Rijmen, published in 1998) T&H 0, 7 A U B
IR, SRR CHEEMEE RO TRW)ER AN S L TRET 272D Bl TV E T,
TrueCrypt iZ AES % LRW E— F( [B)fEE— ] #ZB)T14 57 K, 256-bit % —(AES-256,
published in 2001) & L T > T\ 9,

2003 4£ 6 H 2. NSA (US National Security Agency)?s AES % 2534, i L. U.S. CNSS
(Committee on National Security Systems)i[2]? H1 T AES-256(F5 L 0N AES-192) D 58 4 | 3 iz 1 1%
I T2 D E TOMER N OERERETDIOICKE S THD ERELLE LT, ik, Advanced
Encryption Standard (AES)% fifi 9 )flAriAde = & THFELZ 2T AT AL EFRZEGFRICHEES S
Information Assurance D ER 729 L B2 57 A U W BUFEAE)R., S CRAMREE WD =
& TY, [2]
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Serpent

Ross Anderson, Eli Biham, 35 & (" Lars Knudsen (Z & » TRt &4, 1998 FEICHFE I FE L=,
256-bit F—. 128-bit 7' 2 v 7 TLRW E— F( [BI/EE— ) 2#%M) T3, Serpentid AES D
Efio—>oT9, ZiUXRindael [4]L 0 BERZEERH D L IR DITHE LD LT,
AES OHEEEICIT®IIN FHATLRZ, BEARUIZIX, Rijndael THZEMERIZFK Y THDHDITHKEL,
Serpent (XFEE R ZEMRNTEH L IICALAET, F72. Rijndael IFE DOEFRORE D R &
KR LD LRV END WL ORI ZZ 1T TV ET, [4]

[BlicFBW T, TwofishF— AITFAESHAMER DL AR DFE 2R L TWET, LafEIE. 78
IR 5 b T2 7 0y REET T ONTERRO T 7y RETHI ST b D TERINET, h
Oy SN F IR0 VD Z L2/ 7, SerpentiXAESHEMBEM O H1 T, (7T
DY FR—hSINTEF—T A XT)b o &b EWEERE3.56%FFH £ 9, Rijndael-256 D22 454k
131.56 TH Y . Rijndael-2561%% 24%%1.56 T,

INHDOFEFEITHE2PDLT RijndaellZZeatt, W, 2R, FEO LT S[ME]. FikERLED
NI UADLE ST, AESOFCHYIRIEBRTH L B2 LN TWET, KEDAESEH T,
Rijndael 386, Serpent/Z59%, Twofishi1312, RC6(323%, MARSIX13ZE T L7=, [18, 19]'

Twofish

Bruce Schneier, David Wagner, John Kelsey, Niels Ferguson, Doug Whiting, Chris Hall {Z X - T&%
FEEAL. 1998 FF I3 F SV E LT, 256-bit F—., 128-bit 7' 12 v 7 TLRW E&— R( [#{EE— ]
ZHBWR)TENE £, Twofish X AES DEKEMD —> T, TSI, F—nH Mz Lz S-4R
v 7 A&fEWET, Twofish (X, 2'22 0 128 ®)D R/ o T3V AT ADOHFEF VITH %, 256-bit
F—POEHEND 128bits NZDEF D OHFNLDORFI AT LAOREREa L fr—L LET,
[4] 13]DH T, Twofish F—2AF, F—0OML L72 S v 7 ANKMOBKEIZXK T H LM%
mOLHETFRELTWET, [4]

AES-Twofish

2 ODWEZ N LRW B — R( TEIEE— K] 25M)ThH A7 — N(EBLEL[15,16] S kT, £
20 128-bit 71 v 7 1. E 3 Twofish (256-bit % —) TR 2L S L. S =2 AES (256-bit % —)T
HHESNET, DAY — FORBOZTRZNE, CREEOX—EENET, LREROF—
WA EICHNE L TWET, (R ~y X —F =T —oD AT — FhbEHINI OO0, &bH
AMEMSILTWET, [N —F—DEH Vb BLOKEREEK =58) DA r—RKO%
NENOREZIZHOWTIE, Loz 2 L T a0,

AES-Twofish-Serpent

E— RT3 20K 15,1612 LRW E— R( TE{EE— ] Z2ZM)TH A7 — NEEAH) S IvE
4, 128-bit 71 v 7 1%, £+ Serpent (256-bit % —, 128-bit 7 11 v~ ) THE (k. SH1. ¥RIZ Twofish
(256-bit 3 —). Fx{%1= AES (256-bit % —, 128-bit 7 12 v 7 ) THEEfL SN E T, H A7 — FOIES

TINEREENRETYT, EENRENLETEHRELZSIK &, ROMIE L7 £9, Rijndael: 76 =, Serpent: 52 &,
Twofish: 10 Z£, RC6: -14 ZZ, MARS: -70 Z£ [19]

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
63



DENZENL, TNHEFOX—%MHBET, TNENOF—ITHAEITMST L TWET, (B2 ~
VE—=F =L ODRAT = R HEHEINLI OO0, EHAEMILTVWET, [~y X —F
—EH VL, BIOKERK] 2888) 0 Ar— FOZNENOREEIZOWTIE, RO
iR 2 2L T 7EE 0,

Serpent-AES

2 SO E[15,16]28 LRW £ — R( [#fEE— K] 2Z)TH A7 — NEEAE) SWET, 22
N 128-bit 7' 1 v 7 1%, £9° AES (256-bit key) THE 5{k & 41, -2 &(Z Serpent (256-bit key) TH
FeshvEd, DA — RO ZOZENZENIL, TNEEOXF—%2HET, ThLEhoxF—F
FHIZHMNY. LTCWET, (e ~v X —F =T oD AT—= KK bEHEINI 0D, EbA
EMSLLTWET, [~y X —F—0EH, YL BIOKERK 28R) I 27— FOZFh
OB ZIZHOWTIE, ERROEBIfERZ SR L T EEW,

Serpent-Twofish-AES

3 DD E[15,16]2° LRW £ — R( TEIEE— K| 2Z2M)TH A r— NEELE) S vET, 128-
bit 7 & v 7 1%, F£7 AES (256-bit key) THEZ{b S 41, &KIZ Twofish (256-bit ¥ —), &Iz
Serpent (256-bit key) Chf 5L SN FEd, B A7 — RO ZOZNEIE, THLEHEFOF—ZfH0
9, TNETNOF—THAEITMY L TWET, (i ~v X —F—F DD/ A T — RiphiE
HEnsbo0, EHbALMNILTHET, [~y F—F—0EH, VL BIOKERE)
EBIR) A — ROFNENDREZIZHONWTIL, FROBEMEGAZR LT a0,

Twofish-Serpent

2 DOWFS{15,16]73 LRW £ — F( [BifEE— F) 2BH)TH A — FEBRAE) ShET, The
AL 128-bit 7' v v 7 1%, £ 9 Serpent (256-bit key) TH; Bk X 41, > X|Z Twofish (256-bit key) T
BaofbtEnET, WA — RO EOZNENIX, ThEFOXF—%2HVET, ZhEhLDFx—
R EICSE L TOET, (iR ~y ¥ —F—3—oD 2V — K biEHENLIb0oD, &5
AMEELTWET, [~y X —F—EH YL~ BIOKER 23R) 1 27— R0+
NENDREZIZOWTIE, L ofplfEiiz 2 L T E a0,
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NoaTnaly XA

RN 2a—2MER T 4 P — RONRAU = REWRLX AT 4 KU, =T 7 A )VERS A TR
T4 RURET, NyvaT7 VI3 ALERRTEET, 2= —NER LI NNy 2TV
=Y X LT TrueCrypt SLECE A CRELLELENE A B T, ~» ¥ — % —EHEH(PKCS
#5v2.0 THESN TS EBY HMAC Ny v a7 b3 Y R AICHEE L £97) CERUELEEE & L
THELNET, FTLWARY 2 — L2 ERT 5 & X, BLECSEREITI A X —IF5{bx—, & %
—(LRW E—R), YL h&AERLET, iMix MELEBSSERNEE) & T~y X —F—0EH, VL
. BLOERER OHEZZR)

Whirlpool

Whirlpool 7~ 3 = 7/1/:1 U X . Vincent Rijmen (AES encryption algorithm @ 3:/E3#) & Paulo
S.L.M.Barreto (2 L5 TY, Zo7 TV XD I A Xid 512bits T3,  Whirlpool-0
EREEND L9 iditot Whirlpool D] /83— 32 213 2000 4 11 HICEEFESINE LT,
Whirlpool-T & FE T 5 K 91272 - 7255 —ilkld NESSIE (New European Schemes for Signatures,
Integrity and Encryption) D5 & FE(AES =227 A MIEIT, EUIC L > Tk e 7 my =7
MRS 4vE L7z, TrueCrypt i, International Organization for Standardization (ISO) X°
ISO/IEC 10118-3:2004 international standard [21] @ IEC {Z£44R X 4172 Whirlpool ® 2 =i (Fck&hR)
EERHALTOWET,

SHA-1

SHA-1IINSAN R L1995 12BNy a7 VI3 Y XALATT, ZOT7 NI XLAOHT)
B A X13160bits T3, 2005412, #Y 720 W I 0 T FHRNITICRE AT v 7T D0 0 [22%
AT v 7 YSHA-1 DR A é’%ﬂ‘ﬁ/ﬁ?ﬁ)%ﬁf%éhi L7-. LM L. TrueCryptiZSHA-1% el EL 5B
BELUTEAEHNETA L, TWVERERICSHA-TO BB S AR R ST, TrueCryptih U = —
LOLREWITEENTH LIXEZEEA, ZOZ LIFR5| THRESNZIEHNL THLEZHI LT
F. UL, £ YREFEMARSD T Whirlpool°RIPEMD-160%1f 5 = & &, Tx £,

RIPEMD-160

RIPEMD-160 /% 1996 4123 % & #1. Hans Dobbertin, Antoon Bosselaers, & Bart Preneel (2 L -
TA—T RN 2 =7 ¢ THEFFEIE Lz, £ L TNSA MG L7= SHA-1 Offifid & 2 1%
HzTHHY 9., RIPEMD-160 ®H /141 XX 160bits T3, RIPEMD-160 /%, EU ®
RIPE(RACE Integrity Primitives Evaluation)” 7 ¥ = 7 (1988-1992)TEA%& & 41 2004 4= (2 [HEE A
R ZNTZ RIPEMD Ny 22 7))L 3 Y X LAO58{ER 9, RIPEMD-160 (X Z41% Th & Z ARE
RSN TE LT, FHRICITRY D BV B FELH Y S A, (Y = BEEORME
REED XTI T H0M, TrueCrypt |2 £ 5 ET 5 00%, SHA-1 =% M) RIPEMD-160 [X[E
Y (LR (SO) & IEC in the ISO/IEC 10118-3:2004 o EHIS 2114 LTV E 5,
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EfEx5 08

TrueCrypt (3% OS THEI L £,

* Windows Vista

¢ Windows Vista x64 (64-bit) Edition
*  Windows XP

*  Windows XP x64 (64-bit) Edition

*  Windows Server 2003

¢ Windows 2000

e Linux (kernel 2.6.5 or later)

R RO OS 1LY AR— bk L TUWEE A Windows 2003/XP 1A-64, Windows NT/95/98/ME.
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Ay K7L v DENT

Z OHilX Windows hit TrueCrypt Z x5t & L9, (Linux 58 OFIIL TrueCrypt N1 F U B LT
V—Aa— Ry —UIZEFENSH truecrypt man IZEEEH L CWET, ZHIEHOEDEZATA
FC X F£ 9 http://www.truecrypt.org/download.php

/help or /?

/volume or /v

/letter or /I

/explore or /e

/beep or /b

/auto or /a

/dismount or /d

/force or /f

av Y RIA v~V T ERRLUET,

~ 2 hT5 TrueCrypt R 22— LD 7 7 A L ERADLFN(T o~ 7
MEFIZII DN L), N—RT 4 AT DR—=T 4 arvz~rr i
H5EOHIL v ¥Device¥Harddiskl¥Partition3(/N\—7 4 v 3 > D/NA
R H1ZI1E, TrueCrypt ZE) LT [ 7NF XD %7 Vw7 L
TLIEEN, TNAL ZADRAFRLF/INLTHXKBLET,

R a—2bE~U L T BRI A4T1LH—, /1 DAWBIN /a DIEE
SN TWVWAEBRITIEIRAIDZEE RTA4 T LA —%FNET,

R a—bRi~vyrhahde, TORY) 2—LbDY 4 FUZKE E
B

AR 22— 2N EFIC~T L  EFRIEIT o~ b EnbEE—7%2E5
LET,

NI A=EPRRESNTWRITIIE, R a—2x B~V FLET,
devices 73/XT7 A —4% & L THIE(/a devices)IALTWHUL, TXTD
FHAAIRE7R T A A 8—F 43 3 B TrueCrypt R U = — A% HE~ ¥
Y ELET, NTA—FL LT favorites BREINTWIUE, B

SIZAVARY a—2LxH B~ FLET, /quit & /volume H45
ESNDE /auto BIFERD O BIHES NI LITRD Z &ITEREL

TLIEEN,

RIATLE—THRESNERY) 2—2%&2T o~ FLET, (B /4
x) R a—AREEENTWRNWE | BIEv T FENTHHTRTO
TrueCrypt R U = —L%&ET7 v~ hLET,

SRHNZ(ZEDRY 2 — LD T 7 A VIR AT KINT TV r— 3 Xl
PHLTHWTH) T~ bEFTL, v U » b & i E— (e
LN LET,
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/keyfile or /k

/cache or /c

/history or /h

/wipecache or /w

/password or /p

/quit or /q

/silent or /s

X—T 7 ANPX—T 7 ANRRANZAERELET, BHOF—T 7 A
ILVOFEEIL /K c:Ykeyfilel.dat /k d:¥KeyfileFolder /k c:¥keyfile2
DX LET,

YEIIRFGA—Z R LOEAIE, NAV— FEREEENLET, nd
BA(len)iFZ "A T — RitlE2 B LET, NAU— FitEL2 E9IC
LCHEEELAELOEZMET I DT TEHY FHA, (HETDHITIE Iw
o> T 7ZEW)

v EIIRNTA=ERL U M LERY 2a— ADOBRERAE n <
7 R LTEARY 2 — ADEREERF L7V, (B /h n)

RIZANCEHB LN AY — RE2T _XCEE

RV 2—LDO/RAT— R, NRAT— RIZEAZ G IZIE5 | R T
o= & (B Ip "My Password”). 28/ A0 — K& HK$I121E p” & LTL

72X,

Wi ZOHETRY 2a—b AT —RE AT DL, BEibsh
TWeWwa~vy R7a 7 NOBERERE AL S TWRNT £ A7 IR
FEINHGEIC, ZRIZMERH LS LivERA, (RPOVIC /q &2
DT EERFTL TSN,

TR INTIMEEZFIT L, KT LET, (TrueCrypt A1 0 4> Rl
FREINFEHA) preferences NIE/RINTWIIE( /g
preferences) 7' 1 7 7 AR ENTIAMRMESNET,

/q background (% TrueCrypt &L (LA 7 A 2 ZBlG L £ T,
/qixarTrRe—h L a—F—LEIZERTLNT 7 ERATE RS
(Fy FU—=27 R Y 2—2) IR 722 < TrueCrypt IZA Y = — 28
TR UY RSN DOHBET LET,

g MREESNTWIIE, 22— —~DA v t— (a7, =T7—X
vlE—D EE RO ERRLEYA,
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/mountoption or /m

ro £ 721% readonly: FEHlEH T~ k
rm £721% removable: ) A— T AFT 4T L L TCwU 2 b
ts F721% timestamp: R Y 2 —A/F—T 7 A NDH A LAX T HER

persistent: GUI TR Y = — AZFRR-ET, BE)7T o ~v v MMk,
FRTaT7r~y b THT U~y bELRY, avr FIA Y
TEAIZT Yy~ N T2 8IXTESD, ZOFT v a i Iq LRI
ICHEESNT L EOHLBERET HZ LICHE

system: persistent & [7] U, 1E008&RE & LT, Windows D~=X— > 77
TANERY) 2a— AT HENTED, ZOFTvavidlq &
FFHCIEE SN & EORERET 2 Z L ICHEE

Bl Imro BHEO~Y Y AT a v EEETAESIZ. Imm /mts
29
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Xk

truecrypt [/a [devices|favorite]] [/b]l [/c [yIn]] [/d [drive letter]] [/e]
[/£] [/h [yInl]l [/k Keyfile or searchpath]l [/1 drive letter] [/m {persistent|rm|
ro|system|ts}] [/p Password] [/gq [background|preferences]] [/s] [/v Volume]
[/w]

F 7V a v ERETAIEFITEETIIH Y HA,

2 Bl

d:¥myvolume L NI ZRIDARY 22— A EBRKHIDZEEZ KT A T L X —IZED BT T~ b, /NAT
— RTRY T N ERR(AA T RT T AT 4 R FR LR
truecrypt /g /v d:¥myvolume

RIALTXELT T FENTWDEIRY a—L&ET o~ T 5,
truecrypt /g /dx

myvolume.tc &\ ) Z4RETOAR Y =—AL% MyPassword & W9 /NAT—RT, RI7A47 XIiZ~v¥
VN
TrueCryptiZ 7 4 > RO, E—7 %25 1L, HEIC~v Y FLET,

truecrypt /v myvolume.tc /1x /a /p MyPassword /e /b
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F2DT-DDTREE

ZDETIE TrueCrypt AN U = — AR AF SNTEE T — X2 ORI ET 50 D0 0B
DWVWTIHRRET, TRTOMBHEICONWTHREET 22 LITTERNWI L2, TTHERIEIN, 5%
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A,

Q: TrueCrypt (IR T —F&2F 4 A7 ITRELETN?

A WD

Q: TrueCrypt A Y = — ARFEI N BT A (avi, .mpg, etc.) ZEBEFAETE ETH?

A: 13V, TrueCrypt DR 5L Y =2 — AFEFOT 4 A7 L[RILTT, ELWSIRAT — ROF—

77 ALTTrueCrypt R 2 —Lzk~ Ly MNA—T )L TLKESW, EFF T 7 A NELT I
U Z3hUE, OSHEDT 7 A NE A FICEESITHNTNWDLT 7Y r— g VlFIEEAEY

7 MNEEBLET, HAEY T MIET AT 7 A NDERHD S 5 ESy % TrueCrypt ORF S(LAR Y =

— L5 RAMIZFA AR £ T, DL MNHHRAEIL TN D HUWTE, TrueCrypt X RAM (C7 —

BEEHFLET, LT, BH5SNERAMHFOT —ZNHEY 7 M Lo THESND &) 2
LIZ7D ET, TRABESRTOSHVIEIL, BEY 7 MIKRO—EH#4) % TrueCrypt OIS

ERY 2—205 RAMIZFAIAR, ZO7T v AN Vinz SNbZ ik £7,

FICZ ENGFEMTHB b ES. ET747 7 A4 LO—FTH TrueCrypt R U = — AIZEE A

FENDHENZ, TrueCrypt IZRAM HCTENERE L LT 4 AV ICEZAARET, 2o av 2300
5 [ BT 5{k/15 5 on-the-fly encryption/decryption ) & FEIZHIL, B 547 7 A L7200 TlidZe < 37
TOT7 7 ANEATITHHAINET,

Q: TrueCrypt 3T 2oL ZDEEAF—F VY —ATZ7 IV —RDOTTHN?
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IV, FO T, EEBIIEHE L TOWERAL, 20850 TL X D, FAEblA—T7
/ xf7)~@k%;)74/7%?ITK%ﬁ%ﬁwTwiﬁo

Q: TrueCrypt 7u o =7 MIFHTEETH?

A 1TV, TEFE4, EEMICOWTI http.//www.truecrypt.org/donations/x M L TL 72 &0,

Q: 77 ANBRT A NF—L LRI NDZDTTH?

Al X, £95TT, TrueCrypt R Y = —LDHFDT 7 A )V AT NER(T 7 A VG, T HIVH—
4. T ANVORNEREL BB SILINET, ZHIET 7 A= T F (A TrueCrypt 7 ¢
A 7 )& TrueCrypt s BAb/S\—TF 4 o 3 VT NNA ZADWHFIZHOWTHEA SN ET,

Q:USB75 93 a R4 T7TEDEIICLTTrueCrypt 25 Z L R TE £ T2

A ZODHERHY £

1) USB7 7 v v a RIA T Er7ib+ %5, Lo, ZTOFHETIE TrueCrypt % USB 7
T a RIATHLEETLIZEIXITEERA,
JEE: Windows TIZUSB 77 v o RIA T OEE N X—T 4 v arzAR—FLTWnEY
oo

2) USB7 7 v = KT A 72 TrueCrypt 7 7 A Va7 F&A4ED, (TEV FiZoWTid T#
FDIODF 22— I T I ZEBYUSB 77 v = KT A TITHA 7828 X fHik s Hivd
(29722 X 512 TrueCrypt 2> 7 F DR E & RDIX), TrueCrypt z USB 7 7 v =
RIA T OHIZ(aryTFHoR TR, ary7FHEFFELOKBM L. TrueCrypt 2 USB
779 a RIATNOEEITLZENTELTLEY, GEIZ TRIXRT—E—F] &
)

Q: TrueCrypt B BHARY 22— AP A I EDL BNTTHM?

A: TrueCrypt AR U = — 1|3 8589934592 GB £ T A £ T, LA LW O0DHfilfR & 722 % ¥R 4
BRESDMENRDHY ET, ILEXE 77 ANV AT LAOHIR, ~—F 7 =7 #HL0SI2L D
7 £ T

Q: SHA 3oz L& £ Uiz, TrueCrypt iZEEL 3 0?

A: SHA-1 X TrueCrypt TEDLINTND =ZD2D /Ny 27 LT Y XAD—D(2— P — NI ATHE)
T9, 2005412, #M 700 B L 0 IXFEHRIIRIC2RO 2T » T Ob 0 IZ 28 27 » 7T)
SHA-1 D A %ﬂ%ﬁ‘jﬂjﬁ;#%\éﬁﬂéhi L7z, LU, TrueCrypt 1 Z#fifi%E 4 % £ D2 SHA-1
ZAEUVE R A(TrueCrypt 13 SHA-1 Z S RIELE RS & L ClTIF & A EfEWERA) L, VR
SHA-1 DORRE A I L S 4L TrueCrypt RN U =2 — A DLV ENTH LITE 2 A, 2O/
IAZHZDOUWTIX M. Bellare @ New Proofs for NMAC and HMAC: Security without Collision-
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Resistance & W 95 L CREFH S L CWET, FElIE Ty a7 a ) XA OEEZZRLTL
7230,

QFRY NTFTITTNRALAAUSBTZ T v aT f AIRUSBN— T4 R7)NZw U hEhi
TrueCrypt RV =2 —LB3H D L ZIT, EDOT A RERYVA LIV ERZY 720 TEE T2

AT NHA 2V LTZ 0 ERZY -7 3571, TrueCrypt T TrueCrypt Ah Y = — L% 7T <
vy bhL, ARERDL THROVHL] (arvPa—%] =, arta—%] OFST A A eh
70y 7 VEREZ T DD f/\~ Ry =7 ORI L) (X A7 "= bEErRE)%Z L T<
EEWV, ZoLAneE, T—=nkbhdhrb LLERA,

Q: FAD TrueCrypt X—7 4 > a /a7 2 E0asEa—ZIZTHLYU Y FTEETH?

A: TrueCrypt R U = — AL OS O L TWET, TrueCrypt Z LB TEH a2 B a—4—70 b

Fhicthb~vrr bt Ed, ( EPREMHEMRN 72 < TH Windows T TrueCrypt & 2 £ 972
HL 5 )

Q:0S ZHA VA=V LTHLENLDLHD TrueCrypt X—T 4 av/arysrraE~yy b TEE
THh?

ATV, TrueCrypt R Y =2 — AT 0SS 2B M. L TWET, 727 L, OSDA A F—TF M
TrueCrypt RV = — LR HDH N N—T 4 a a7 +—~<v FLRNEIICLTIEEN,

QRBLARY 2—AFEIR>TIU Y T DHDTTA?

A:FELARY =2 —A3@HE O TrueCrypt R = — AL EFE UL HiETwY L FT&EET, 77400
B FL T RO 227U v 7 LT, AEARY 2 — 22 RR YT TIcvr» ME TR
W2 EEMER)LTLSEES W, D w0 b 227y 7L, BLAY 2—2HDRAT—R
%lﬁbf<ﬁéwoVWVFLi5kLTM6®ﬁ@Lf);%Aﬂ%tf);%Aﬁilﬁ
SNTRAT = RTCHRESNET, (0FV, AEARY 2 — 2 HANRAT— R& AT iUEs
2=, BLAY 2= [ 2AV = FEZANTHITRLARY 2 —2n3~0 btk

HE: TrueCrypt IZA ) ST/ ATY — RCEHERY 2 —b~y ¥ —2H 5L I LET, 11
R UE, BEROR LAY a—2D0~y X —0H513T 087 Z—(RY 2a—LDOxRE%END
DF 387 #—) RAMIZHiAIAIR, AJJSNT/RAT— R TCEREEZFLEY ELET, BRL
RNY 22— LD~y X —TH2 DT LT — XD RZRNDT, THERETDHI EIXTE
RNZEIZHEELTLIES W, N~y X —OEFITHIN(E D X DI Lz Z s 2 23220
TiE TR Bb D A 28T 5L, EERAMIZH L~ X —nERELARY 2—LDKE &
T, BLAYz2—bE~U L MLET, (KESTIA 7Y FTRESNLET)

FEHZHONWTIE TRLAY =2—A ) IZEER L TVhET,

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.
83



Q: FHEEHEMRI 72 < Th Windows T TrueCrypt 25 Z LIXTE E T2

AT, UL, BEEN VAT ANZTrueCrypt A4 VA = L7edh L (EIFEHE R BT
(A BREMER A AT 5 L5 ENTIRY 4, FoHHIE, TrueCrypt Bl E B S{/iE 5 D5 /3 A
ARTANEPEL L, EHEHERN 72\ & Windows (2T /34 A KT A N& A VA R—/LTE
WS TY, VAT LEFED TrueCrypt 2 A A b—/L LTz & 1d, EHEEEHERN 22—
— T TrueCrypt Z L&) L & A ZRFERED TrueCrypt R Y = — A THh~ TV MNT v~y b, EX
AFA, AR LT DI EMTE, 77 A A8 TrueCrypt R Y = — L OERLH TEF9, L,
EHEHRN D DNA—Y— I =T v a a2/ 74—~y PLIZO NTFS R Y 2 — L&D
<HZEFTEEHAL, TrueCrypt DA > A N—UT VA VA=V TEXERHA, 72, 7
NAZBURY 2= LDNAT — R[F—7 7 A VEERL TrueCrypt /N—7 1 & 3 VT /3 ZAD~y
H—=DNRNy 7T v T eV ANTIETEEFA, TrueCryptx b 7 X7 —F— R TEINTZ & TX
FH A

Q: RRT— ROy T2 iZ EZDITBRFEENRETH?

A WLV R

Q: TrueCrypt RY =2 — AT SV Fr—va b B VA=)V L, BT ENTEETN?

A lTu,

Q: TrueCrypt iXED L HIZLTELWRAT— RBANENZDZHE L THBEDTTN?

(Bephfigan) o MRS Loz 22 L TS IZE0y,

Q: TrueCrypt (IN—FU =7/ 7 b9 =7 VA K& Windows DFAFIv I AR) a—2%H
A—BFLTWETHN?

AT, AR—FLTWET, Windows DX A F I v 7R 2—2% TrueCrypt R = — A & L
T74—~v FTH5AI12IE, (Windows DT 4 AV EBY — Vo OV AT I v IR a—
LEMER LTH L, VAT AEFREN LT, TrueCrypt R U = — AERR Y 4 F— KD [531 A&
P AZHBIORY 2a—LNFRII, BRTEDLLIICTHZLEZENRNEIICLTIIESN,
[FTNRARAFTR | T4 R—T, AT I v IR a—LFH—-DOT A AL LR RINE
Tho £O0DY, FAFTIv IR a—LEERT 52T XTORY 2a—LARNRRINDHDT,
BAFTIvITAAIBRE T+ —~y FTH1DIT, OIS HLDENN—DEBRL TIZS
AN

Q: CDX°DVD IZf-E &S 7= TrueCrypt 2> T F &~ hTEETN?

A lTv, TXFEF, LL. Windows2000 Trie i LEH 27 « 7 (CD/DVD fth)iZ
TrueCrypt R U = — L&~ M 585121, TrueCrypt A8 U = — A% FAT “C77r%7 v b L7

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

84



S THEHABRNI E#EZTBWTL 7 EV, (Windows2000 ClEFAm v B H A5 1 7O NTFS
T ANV AT AIY T N TEERA)

Q: TrueCrypt A Y A h— LB FTIZETTEETN?

A, ThIRT—F—F] OEZZMLTIIZIN,

Q: FF T —F— RFTTrueCrypt #ZfTL L 9 L35 &, 72¥ Windows Vista I3 EIFF 7 %3k
HTLDBDTTN?

A TrueCrypt NIRRT —F— RTHEINT & X i TrueCrypt iX TrueCrypt 7 /34 A K J A N\ %
FRIANTHRENT DM H Y £9, TrueCrypt 1 L5872 IR S0/11E SHERE 2 1Rk 5 720
i:"f‘/*‘/l’x R AN BE L LETN, FEHEHERN 2V —Y —(X Windows TT /A A KT A
NEEETDHZENTEETA, 225, Windows Vista [ 3E FLE HENR T TrueCrypt Z 8 L TH

WD EYMEINEDETL D V) bt

TrueCrypt & F 7 X7 —F— R TEDT O TIEARL, AT AL VA M—F UL, BEFFZ
RKOLNDHZ LIEH Y FHA

Q: Windows D& T CHABIDRTIZ, TrueCrypt RY 22— A&7~ UV M ALERHD 5
?

A W2, TrueCrypt I3 AT LAOFE TRFEENIRFIZIZ, X CThO~ 1 b &7z TrueCrypt AR U
2—AEF BB~ FLET,

Q=T gaviIZrAnarsre, EHo50TrueCrypt R Y 2 — 2B NWTL & 5 5?

A 77 AN ar T PIIMEICBE), URXR—2ADRTEBFEOT7 7 ANVERCICHI ZENTEET,
=T 4 a T AR L TEERTWET, a7 IR0 ELEA LTS &
AT ADORALEINHEONCEL BRI EICEELTLLEIN, £72, a7 R 0EL
WrH kL5 &, 3/7"5‘0)EP@KéLTJJ%A%Vﬁ/]\?—é@ﬁ&)%Eﬁ IZEEL 220 F97,
ZOHHE LT, BLAY 2 =20~y X —09MAlD 2 7 F O p I iigk S v, 207
FHRW AL L T D KR E TWOL DIZEFER )57 TT, ZEifikd 5270
T REINTWDHRED L X, 7777 %F4TL TN,

Q: TrueCrypt S—F 4 a9 %27+ —<y hTBLEIRBDTL X HD?

ZOFAQD SR 2a—2DT7 7 A VAT LEERETEETN? | 2L TLZEN,
Q: EBERY 2a—ADT 7 ANV AT LEERETEETH?

A: =7 hERTWIIE, ATEETY, TrueCrypt R U = — A% FAT12, FAT16, FAT32, NTFS, %

TXEDPDENIR T 7 ANV AT ATTH 74 —~vy 252N TEET, TrueCrypt R Y = —
PIEEDORY 22— LA EFRILE DI ZERTELDT, arva—FELiI~v/arBa—
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BIRETCT A ADTA A HZ7 V7 L, 74—~y hEBRATLEZN, A a—ALDON
RIIKbLONETH, AU —2IREFLINTREOEFIZRVET, L, =T 13 VX
D TrueCrypt RV =2 — LN T FENTWRNWEXIZEDNN—T 4 ar & 74—~y T 5
&L RV a— MFHEES L, N—T 4 Y a VIS LS NIRRT R R EE D ET,

Q: Windows FZEhFFIZ BBIRYIZ TrueCrypt &8 L T/XA U — FEREZRRL, R a—2%<
TR TBREOICRETEETH?

T, L FOFIETRRETT,

1. RYVa—2Zz<r b, [RYa—h SBET FESRTOWAERY 2— A% BRIC
ANV ITRAE) &R
2. [EE -> FHEHE] O Windows OIEH, v 74 RpHZHBIMIZFITT HHNE] TROD
A7 a EAHCL TN,
TrueCrypt % B4R
BRICAOVRY a—LbZ&~T 2 b
3. [HHEHRE] V4 FUTOKEZZ Y w7 LTLEEW,

QRELARY 2—ADRRY— FEEETXETHN?

ATV, NARAT—REEX AT J3EERY 2 —AZHR LAY 2 — A EiELET, AV
2 —ANIT— NEEXA Tl D [BIFEDONI T — N IZE LAY 2— LD/ AT— K& A S
LTLEE,

: TrueCrypt IZHEMNTAEER Y 2 — b~y X —%2@ 5L LD L LET, TR T D20 FITE LA
Va—ARBALEHEL, BLAY 2=~y X =005 L HEINDIMEOT — 45 HEELEIOELE
T, THABREINTHENRRAT— FEFFE LAY 2 —ACH L TEASND Z IR Ed, (FbhoRt
bt VHIEDNZ DT — N I AT ST/ AT — REfWET)

Q: HMAC-RIPEMD-160 %> HMAC-SHA-1 2f£ 5 & &, F—¥ A X2 160 £’y MIHIRSN TS
DTIH?

A: Wz, TrueCrypt (X(HMAC 7 /v 3 U X A2 Tl < Ny v 2 B o ) & B R Bk % —

ELTHED Z&13dH Y £ A, FEMIT T~y X —F—D8H, Y, BIORERE] 2281
LTLIEZS W,

QR 2—ARFENEZT—FERDOTIC, ~yF—F—EHTNITY ALEERTEETI?
(7= & x1X. HMAC-SHA-1 %> HMAC-Whirlpool ~)
Al TRV z2—A | > [~ —F—EHNT 1T XADRE|] ZFEIRLTLIEEI0,

Q: CBC E— N T B{b &N /=R Y = — A (TrueCryptd.0 D> Z LRI THEDNIZR Y =2 — b)) & &K
FHRD TrueCrypt T~V M TEETN?
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A lTv, L2rL, CBCE—FEYLRWE—FRDIEFOINLVEZETT, LEN-T, BHIRD
TrueCrypt TH LS AY 2 —L%ZED, WA Y 2a—20FHZFTXTH LW BT Z L 258
<BTT®HLET, TrueCryptd.1 TIEAR Y =2 — AT ORICLRW E— R TR b ENET, WE
L CBC £— NiIfiibid, AHED7-DIZH R — KL TWBH7ETTY)

Q: 2GB UL LD TrueCrypt 271 % £ 5> TDVDIZEES OTTHh?

A: BT MES>TWAH DVDERR Y 7 hTDVD O 7 —~ v h&ERIRTX 5139 CF, £Z T,
UDF 7 4 —~ v hERATLZI, (ISO 74—~y MI2GB x5 7 7 A VEHHR— L
TUOERA)

Q: TrueCrypt iX D E I RTIA BV ATBTRAINTNEDTTN?

A: 7 A2 R X TrueCrypt O3 A F U E/2id Y — A a— ROy r—U\Z& 45 License.txt (2
SE SN TBY ., dhttp://www.truecrypt.org/license.ohp TAFTHZ T FT,

Q: Windows O 7 7 A/ L2 ZR<=U 0 N LERBOa VT FRRRBIZEBR L2 —T7 74V
ZEEBLTHWET, BHIETEETH?

ATV, F7ETHIUX, TrueCryptd.2a LIFEIZT v 77 L— R LTL 7Z &V, TrueCrypt Z ELHE) L
TAA T4 NUD ERFEZRFELZG] 2N LTS, EFEZRFELRD) 2F
L=< 2, a7+ 7 A 2% TrueCrypt.exe DT A =22 K 7' (TrueCrypt 1% H &)
FIZEE LET)T 20, TrueCrypt 7’m 77 L0 4 RO KT v 733U, 77 A4 vkL 7 %
B ZEEBITHOIENTEET, RIS, F—T77ANMEXF—T 7 ANV T 4 RUDVIRY
— AN 4 RUNRT v 7T 52 B TEET,

Q: BERFELTVWET—F&2RbPIC, N—T 4 a VEBELTEETH?
A: FR&TT A, TrueCrypt TIXZ DX H 7z LixTE EH A,
Q: v U b &7z TrueCrypt A Y = — ADONEIZHR LT, chkdsk X° Defrag &\ > 72— L& ff

DT LIIXTEETH?

A: 13V, TrueCrypt RN Y = — AXARY OB 72T 4 A7 LRI CICHR I ZENTEETNL, L
NIRRT 7 ANVAT EDOF =y JRBE, 77770V —1LTh~vUy b EiLiz TrueCrypt AR U
2— ALK LTHES ZENTEET,

Q: Windows (ZJEBF 2 7R X912 TrueCrypt 4 5 Z L I3 TEX 9502

ATV, ZhuIBarPE D & CTTrueCrypt % F 7 X7 —F— R CEBITHZ & THEBTXET,
BartPE L | Bart’s Preinstalled Environment (/X— F D7 U A V2 h—LVERE)EZERLET, Zh
X, FEARMIZHE &7z WindowsOS =Dt 0% CD/DVD IZHEM L(LY A R Y | R~ 7 A L,
X RAM IR SN ET - "~ T 4 A7 3 F o< HEVWERA L, N— KT 4 A7 BEFEETD
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VEHLH Y EFHEA), £I05 Windows ZEEIT5E W) DO TY, 7YV —07 =7 Ths Bart's
PE Builder % Windows f > A k—/L CD % BartPE |2 #1345 Z L /3 TX £7, TrueCrypt 3.1 LA
Ao T 5725, BartPE @ TrueCrypt 77 7' A I EH Y £ A, BartPE Z &8 L, HHr
@ TrueCrypt # RAM 7 ¢ A7 (BartPE NMER)NIC X Vv ma— KL, Xy 7r—Y%RAM T A7
JEBH. TrueCrypt.exe 2 RAM 7 ¢ A7 @ Setup Files 7 # /L % — L84 57215 T,
(SetupFiles 7 + V& — (33w 7 — U Z BT IUXER SV ET)

Q: TrueCrypt R Y = —ADHFIZEMI N TS TrueCrypt R Y = — 22~ b T2 LIXTE
EIn?

A: 13V, TrueCrypt R U = — A TEHIRIC AN FIZTE E9,

Q: TrueCrypt & D BEIENEREB{LY — LV ZR UV AT A CTHATEE T ?

A: TrueCrypt & flio> HEIRRFIE B> — v 25 2 & TRIENS R E 5 & bl E v & b EV
TWEHA,

Q: TrueCrypt X—F 4 ¥ a VDY A AEEETEETN?

A RETTN, 2920 -o72Z &FTEX £ A, PartitionMagic ® &L 5 727 v 75 4T TrueCrypt /X
—T A a DI A REEESTDHE Z<DOHARETT—FE2ET I LIIRDLTLE I,

Q: TrueCrypt IX Windows Vista x64 (64-bit) Edition TEh& £ 357

AT, BhXET, (N—Tar 4.0 058) EE: T3TO TrueCrypt dD.sys & .exe 7 7 A /L%
AIEH% Y GlobalSign (2 L » THAT S 17z TrueCrypt Foundation 7 ¥ Z VEBREIZ L - T /5'/1/55
LENTWET,

Q: TrueCrypt iX Windows XP x64 (64-bit) Edition TEj& ¥ 3 2>?

SEW, BiEET,

Q: TrueCrypt i Windows98 <> WindowsME T&) % ¥ 37
A: Windows98/ME C#< TrueCrypt D% D/ /N— 3 13 1.0 T, L., Divoiudd T o

—¥ 3 & (Windows98/ME (2 DWW T H) R — b LN Z LITIERE L TS, (FEMlE T3—
va Vgt 228

Q: TrueCrypt iX Linux THEj & £9 52
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A lTu,

Q: Windows & Linux D5 T TrueCrypt R Y o — 2%~ b TEETHN?

A: 13\, TrueCrypt AR U = — AT5EEIZT B AT T v N7 4 —AL(0S & 72\0)TT,

Q: TrueCrypt R Y = —AD—HBWET DL 5720 5,7

57T —Z TIEHDOE DDA SR T LD L, BEIFXENADBE L STy 74
R L= 2 212720 £, TrueCrypt Tl Sk~ = /70)%4’7\ (X163 h(128 &' )T
9, TrueCrypt CEONLEHEE— NIZH D70 v 7N TOT—XENMMO T v v 7 1T 2% &
FERNZ EERRELET, GEMIE TEfEE— ) 22K)

N= R TRV T N =T ORT —OmEIET, TrueCrypt RV = — A0 7 7 A LMEET 5 Z
bV RAET, TThD, BHET 7 A MIEBINCASAYy 7T v 7% 02 23T 0ET, (b
HA A, TrueCrypt AR U o — MIGRER SN2 S LT —Z I E LT, T RXTOHEERT —HXITD
WTEZRDHZETH)TrueCrypt R Y 2 —AIZHLTXTOT 7 ANENNY T T v T T HIET D%
ZEHEN WG, DR EbRY a—by X =T TRy I T v T b oTEL Z EEM
<kT#®LiTO::K@vx&~%~ﬂﬁﬁénfwiﬁ(ﬂy&?yfbt774w@#
A X2 1024 /34 FZ72B13TTT) R a— b~y X —0BETH L, FEAEDLEEFRY o
—AFIVT U RTERLRVET, RV a—b Ny ¥ =2y T v 7T 5%, N7 2D
IR I N 774D R) 7 V7 L, AU a—LEBERLTIEZIN, Thund [—n
>RV 2= ANy =Dy 2T 7 7Yy LTLIESN, N~y X —%EIBT 512, [
CFIECTHREZIZ (R 2—2~y =D U X F7] RN TIEE0,

[TrueCrypt KU = —ADHFEAL LT= 7 7 A4 /o ZAPWHAR L7254, E 5T HILN T 20?) &
WIHOBERBZL T EE0,

Q: TrueCrypt RY =2 —LDBEBALLIZT7 7 A VTV R APKEE LIZEES. T mn?

A: TrueCrypt R Y 22— LD T 7 A )L AT MIMOBE AL SN TWRNWT 7 A LT AT A L[k
ICHEEORTREERH Y £3, Zo7olc b & 77 ALV AT A0S BT HIEE Y — L& F]
M+ 22 &N TEEJ, Windows Tl chkdsk T3, TrueCryptidZ ®>—/L-% TrueCrypt R Y =
— L ) R FEEZ B L COET, (chkdsk (X7 7 A Vo AT A AR D AJREMEN 5 7=
D) BN TrueCrypt R Y 22— LD Ry 7T v Fabt—Z L oThh, ZORY a—bk~T 2 b
LTL7EEW, TrueCrypt A4 > 7 4 RUD(RFATIYART)vU Y hESNTeARY a— L%
7V w7 LTLTEEN, ELT, BREINDA=a—D0b [T/ X7 ADEHE] IR L
TS,

Q: EERNT TrueCrypt ZfE->TWVET, =—VF—RBRY 2 —L2DRXRAT— WL & (Ek
X —T 7 ANEROTLEZNIBEEEBENR Y By FTEHFEIERH Y 3022
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A: TrueCryptiZix 2O IHESNLTWEREA, L2L, TrueCrypt A Y = — LD /SA T — R/F
— 77 ANEV Y NT5HEEHD ET, RV a—Lbzx2{Eolcdh EEHEHERZ RN —
P—IZZDRY 2 —LDOFEHERBD DA, (V— b > KV 22— Z =D\ 7 T 7%k
WL O)VED~NY X =Dy 7T TR D ET, RATU—RIF—T 7 A A006EB SN
SN~y A —F—THELENTVWAERY 2a—b~y X —id, R a— L&k EbLlz~v A%
—F =% o TWVET, I T, 2P —IIXRAT—=REZBRALTHLHLWNEDADIZDIT/NAT —
RERELET, (A V=z—24) > RV z2—ADNIU—REF] ) THTE, 2—F—
WZZEDORY 2 — 22O Z 525 & EHIT, WOTHEHZEOFT AL )7 L TEED /N A
D—RIIELISHLIENTEET, =2—F—DASBRDI AT — REENZEATH, B
Va—b~y =DV AT #FL7(— >R 2—L A~ X —DJ XN VedT 5 LT, R
Va—2DN\AT—REeF Y PFNVOEHENAY—RF—T 7 A )VITRT ZENTEET,

Q: HBE—D TrueCrypt RY =2 — L2 ZEED 0S MR~ T FTEETN(RY 2—bRBXR
v NI—I TCHEIN TV BHRRE)?

A: FTEETY, oL, R a—AZZNENDO AT LA TiAH LEH Ty T H20END
NET, (= b7 v ar) 228) ZOHIBRIZIER SR Y 2 — 2220 THFEERTT,
ZOHAELT, E2IE, BEBEOLZABHDL0SDBEEDT 7 A IV AT AL rH LTIZT
— IO OS TT7 7 A IV AT ANEEINTD T2 EHAEMEMETRLS o TLEVET,
(ZOFER., T—HHHEIZ2 D £9)

Q: BREBRL R0l E, ) THIIESZMIRTE X 70v?

A THE AL ZMRERT 21213 2ZRL T Eavy,

Q: TrueCrypt 27T B ENIEEWHAILL T THY U N TEETH ?

ATV, LL, ar TR EEICEA L TWnWE L, ar T ~0OFHLEZ DD E HMNITEL
RAHZEIHFEBELTLEEN, 2, ar 7 FREFIHA L TWnD &, arTFoRoE L
RY 2—2%&~U Ly hT20RHELNCES 2V ET, ZOHEBELTL, BLAY 2—20
o B =PI D 2 T F ORKIRER I FEER S N, 2T BRI L TV D KR E T D
IS D T2 DT, ZNERIRT AIZIZT o~ R LERED L X2 a T 2kE T
TI3TFTHD, N—=T 4 arT AL RAZRBLARY 2—LEEDH LI LTS EEN,

Q: TrueCrypt 27 F % a b —F ARV Ea—F 2 HBEETAIMLEIIH Y £T5?

Ar WDV Z, BB FH A

QRY 2—2EVL—NTAATATLLTIY Y FTDE, AIBEDDZDOTTN?

A: 7= & 21X Windows 7% H #1912 TrueCrypt A8 U = — AT Recycled X° System Volume
Information &\ >7c 7 A NV Z—(ZNHIXTHFHRT AT LOETHEEED T OIT/EL L E )& 1F
L2 LTINS, ZOF T ailTF ey 7 2 ARTLSIES N, Ll ZHUTIEAF]
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RIRbHVET, HEZXE, ZOF T ar2/ANNTHE, aryBa—FEiIvIarea
— 2 DY A TIEZE %’ﬁﬁﬂi%i@ﬁbit‘h (Z UL TrueCrypt @3 7 Tid 72 <. Windows D[R
T7)

Q: TrueCrypt DZEXFHERCT7 7 A V72 EEREEE LR TR D /A ?
i SERHE=RERHI, ET — 4 % FEEX L TEITARARICTHZ &

A B (DRI AT = R NS E LR E)R ) 2a— L 285 TELHLELDL L. 9
LTSN, £ TRITFIVEKNED Y EE A, AU 2—LTEDL T EEF LI THET NS

Q: TrueCrypt iXED X HIZ LT, T—FEREBL LT NI Y XLEHFITZDTTHh?

A: TrueCrypt R Y = — A ZMEEAL L7273 ) ZLAREEE— Nid, 37452 L CHBIlIS N E
T, TOTRERAFTELWRAY — RROX—T 7 A Va2 52 ONTEGEOR L ET, FHMIE
Mg ) o T AL O] ZZ LTI ZE N,

QBFEOa T TFERYETAIZLT, HLVaryTFE2EoTHRETTN?

A: L\ TrueCrypt 2> 7 F 2 ED A1, DRICHR Y 2 —AER Y 4 — REfi-> T2 E 0,
HbL, 27 Eab—LClAFE#ES &, WMFIZRRST2T —FNBAD T &7 0 K5 D
FRNVICRDPb LVEEA, RERDL WHDORY 2—LRNFLEF—Fy FaFFO7ZHTT,

Q: TrueCrypt X OS DEE/NN—T 4 T a VERE L TEETI?

ATV, 27 LEBEICTIES Y £ A, Virtual PC, VirtualBox, VMware, QEMU, Bochs, 73 & D1
B N(FEIT=I 2 —F)TERENT 5 0S 2517 4 A2 A A— % TrueCrypt |ZR1EF H BhiF
T+ HZ LN TEEJ, (Buchs, QEMU, VirtualBox OSU 72 K137V —TCA—7 > YV — AT,
Virtual PC <° VMware DWW\ DOMD /3= g 37 U —T7)
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TrueCrypt (32 0 T T A ZAZDHLODE ST AR—F L TWEFAL, b L., Kb nExR
{7po T, WAL ZERRELIZWR S, TR RIEIZ LN - T &0,

o nN =

TrueCrypt R U =—L&x~T v b5,

TrueCrypt R U = — LANDTXTD 7 7 A /L% TrueCrypt S~ 5,

TrueCrypt R U =— L& T o~ T 5D,

TrueCrypt R Y 2 — AR 7 7 A NVEIDFEIZIL, OO 7 7 A )V & RO EAIETZE D
Ty A M T ) EEIRT S,

RY 2—BRBRX—T 4 a VEUSB 7 T v ¥ a RTA4 T HEL)OHFEITIT Fit 1-3 12
WT, FRROFIHEICL S,
a. FAI Ry TPAL—hA=ma—D (AL Ea—F | h (wfarEa—HF] &2f

7 Vw7 L VEH 2%RT5, aPa—20FH] Vo FURERIND,

[ Va—HXDOEM| T4 RUDEDOY A +D TEEH] OFD [F 4 2 7%
Bl A9 5,
BErLivwWR—=T 4> arvm G777 LT I RIALTLFLERADET ] 238K,

[RIATLFENRNAOET ] U4 RUTRIA TXFERERSINZ2 T B
my. ERLSMT TRy 27U YT T D,

GEM) 227U v LEBAIE TRIA 7 0FE I3/ 20BMN] NERENDD
T, BB TIEWRIA T LFTEEBALTOKE Y Y v 795,

(2 Ea—XDEH] T4 RUTESLEWS—T 4y vaa@mEs ) v 7
5, LT, [Zx—~vv ] ZERTLHELE [Tr—<v | U RURKRS
"5,

(T4 —~<y N UV RUTOKEZ Y v 755, 74—~y PFET T,
ZDR—=T 4 v a VEFHBEZ DI TrueCrypt T V7 2 b 50T,

ANY 2a— BT NRA RAB(SFED | TAAL ARKEIZDT LN TWRL T, T ANED
TEM SN TWD)DEAITIT ERE1-3 1SV T, FRROFIHEIZ L 5,

a.

TAT Ny TINAZ— R A =ma—D [ayBa—F | »IvfarBa—H%] &K
7y L M) 2%8IRNT%5, 2 0Ea—20OEM 700 RUREKEREINS,

(2 Pa—2DF] Y4 RUDEDOY A D B OFD [F 4 2 7%
B &R 5,

B LT A AR E A7 V7 L, THEA—T v a v £ TR
SUTFNNARY 2 — A ERINT S,

i VR AT DRI, BIIDT ANA ZAZRATHVDENE I NEHRL TLEE
W, £ ThRNE, ZZICRGFINTZTRTOT 7 ANADBKONDZ L2720 £7,
N —T a0 =R 2 BTN RY) a—L 0 4 F— K| Bk
IRSNDDT, FIHNA—T 4 v a VEERT D702 T 4 F— ROHERICLIZN D
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&, R=TavarMERS UL, ZEON—T 4 v a VEHRAEZDOTZDHIC
TrueCrypt T~ 7 > N T DB E /20,

TrueCrypt D7 A4 VX h—)b

TrueCrypt #7 > A > A h—/LF 521X, Windows Xp CiL A ¥ — h->a > fr— /L3 )L->7
777 AOEMEHIER] ->TrueCrypy->£ 8 &L HIfRr) LA T 723V, Windows Vista Tid [ &
H—h->ay ha— ) x->T 0 ST AT a s T AORIER->TrueCrypt-> £ L HIER ) Ei#EA
TLREEW,

TrueCrypt 7 > A A h—/L LT TrueCrypt A U = — ATHIBR S L EH A, TrueCrypt 21
A N—=NFT B0 N TRXT—F— RCTEBEITIUL, D TrueCrypt R = — Lz Flo~v L hTE
£

TrueCrypt VAT AT 7 ANET TV r—a 5 —4H
EE: swindirs [T windows & A > A b —)L L7Z FEE N A(HH 1L C: YWINDOWS)D Z & T,

TrueCrypt K7 A

$windir%\SYSTEM32\DRIVERS\truecrypt.sys (32-bit Windows)

770X

$windir%$\SysWOWe4\drivers\truecrypt.sys (64-bit Windows)

EE: TrueCrypt X h I RT—F— R TEIK 0D, ZOT7 7 A NVIIHFEELEE A,

TrueCrypti&E | 7SV r—vars—4#:

RDOT 7 ANNT TV r— a7 =2 PEHERESNDGINRFEINET, (2L 2
C:¥Documents and Settings¥UserNameYApplication Data¥TrueCrypt¥, UserName |3& 727D
Windows O —H%—4) kT X7 —F— T, TN 5HD7 7 A /LiE TrueCrypt.exe % L8925 7
4V —(TrueCrypt.exe FIET 5 7 A VA =) fF SN E T, BE: TrueCryptiIZh b7 7
ANEREFLLER A,

Configuration.xml

Default Keyfiles.xml
R TrueCrypt DY T DHWREL > T RITHIE, ZO7 7 A MFIHFEL RV LVER A,

Favorite Volumes.xml
R TrueCrypt DY T DHEREZ > TWRITIUE, ZOT7 7 A VIFHFELRVDE LILER A,
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History.xml (TrueCrypt RV = —2A& L CHEHITO~Y Y MRITHH - 727> TrueCrypt 5 A k &
LTHEDNTZT 7 ANRLT N ARLHEIT 20D Y A b ZOERRITENCT 52 LN TEET,

[EFEZARAE LR\ DEASIR)
ERE TrueCrypt ST HHEREE i TR T NIE, ZO7 7 A MVIGFEELBRVDS LILER A,
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i nbit 7m0 T Ay 7 ATy 7 A p iR X D
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P L= TFRANT s

A BEMAOFREEF (XOR)

® IELT 20 CHSTRY, n BEOFRT U REFEROE Y b A X, (EDOF
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BB DAL A

TrueCrypt N 2— L%~ T N T HEE(NAT—R/F—T 7 A APEREIN TRV EEEL
O ROAT v TINFETSNET,

. RV 2—2DKHD 51231 MNAEH#ER Y 2 — LD~y X =) RAM IZHAAENE T, &
DD 64 ¥~ BNV hTE, ( [TrueCrypt N Y 22— 57 3 —~ v MEEE] Z25H)

2. RYU 2—LDREND 1536 /34 NOALEDD 51234 FHB RAMIIZFHEAATILE T,
( TrueCrypt RV 22— A7 3 —~ v ML) 228) b LEZORY 2—LAIZf@E LT 7 A LN
HIE, ZTORFRTEDNYy X —%GIHANTEZ L1220 ET, BLAY 2a—2035b 50
RONE, ZOT—HEESTELINEINTIREY 3, 3B TBLRY 2—24] O
HZ 2

3. TrueCrypt (1) CREAIAANTRERER Y 2 — b~y X —5HELEI L LET, HFOBER
TNV AR SN LT — 2 X RAMIZRFEF SN E T, (TrueCrypt T2 5 %1 -
LTCT A ATIRAELERTA) IRD/NT A —Z TR T, TR TIRE L TWE E T,
CLTFoORERHAGOE LT X THLED)

a. ~y A —X%—EBH|ZflibN D PRE(PKCS #5 v2.0 ICHE, [~y & —F—DEH,
Vv b, BEOKIERE] #ZH) ZHUILLTO Enici v £97
HMAC-RIPEMD-160, HMAC-SHA-1, HMAC-Whirlpool.
=P —=RNAN LI RAT = R(—2U EDOF—T7 7 A LA IS0 L/
W - =T 74 OFEiES)EQ)TAAENTZ YV M~y X —F—EH
B~ S AL, —EOfE( [~y ¥ —F— @%Hj VU b, BLOKERER &
FOPMELNET, ZLTERND, N~y X —W5 kX —NER S, F o~y
—F%—(LRW E— P BESL b ET,

b. KiE b7 L3 U X I AES-256, Serpent, Twofish, AES-Serpent, AES-Twofish-Serpent 73
L

c. EIEE— F:LRW, CBC(IHZUTfEDIL721)), inner-CBC(IHZ T AL 72 1Y), outer-
CBC(IH= T 7avy)

d F—HA%

4. W\ T— X DOFRMID 454 5" TRUE”E W9 ASCILSLFHITHY | ST —H (R

U:—iwwwﬁﬂ®%%®ﬁaﬂ4kwcmmz%:y&#Aﬁ@%?—&®8$H®ﬂ

A MOEE LI b, EEREAH LI LET, (ZOEBFKS LI THNDHDT,

BoHE 1T T A, [TrueCrypt RV 22— A7 3 —~ v MEEE] 228) ZO5MERN
- ST hE, et RICITE - Tk L £,

PINHDONTG A—=FE, WBEOREES 258 T 572DICWHICINTNDHDTIEZRL, TrueCrypt KU 2 —ALTHDHH
EIDEFRNCHD I ENTERWVWIEDTY, (HRDT VX AT —F EXBIBO0R)  RY a—h~y X =22
NEDORTA—FEBIIL TR L, 221320 EHA,
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L L, AN THALET —Z DDV ICQ)THRALET—2(E LAY 2—2DR Y =
— ANy X —OAREE)VEENE T, TR THRFICEDRITIVUE. ~ 7 v FEIEITR T L
F9, (MESTZRATU—FR, RY 2—L0OfE, £7213 TrueCrypt B Y = — A TiERNE
W ZEITRD)

5. TR TIELWARRAT— R @URREE AT LIT) XA, T— R, F—H A4 X, ELV~Y
H—%—BHT VTV XLPNDNoT2(5 D WIFIEFITE W AR Th o 7o EARETE 5)
TRV ET, £, QTHARLT X EEETEE20, BLARY a—L2%~vT 2 K
LESLELTVDEINZ ERDMNY, ZOHA REQ) THAIAAL TE) THE B SR
MHELZ LN TEET,

6. WEAL L —F L IHE SR Y a— by X DAL~ A F—F— L F—T
PO S E T, ( [TrueCrypt K Y 2 — A7 s —v v MEEE #BH) 0% —EKY =
— Ay F A O R 2a— ADEDE s F—THEET OO S = L 8T
FF, (KU a— by X —FE, ~y ¥ —F— TS LENET) THTRY 2— A
<y FEHE LR,

MEEE— R . T~y X—F—0EH, YLV BIOKERR $SRLTIESN,

BfEE—F

ZONR—=T 3 O TrueCrypt T fFLEN DAY 2 — AT LRW E— ROALTH 5k svE 7, CBC
EF— RNiIfELIEE A, (LU, TrueCrypt DB/ N— 3 » TILCBCE— RTHESLESNTZARY
2—Ab~v U hT5HZ LI TEET) LRWE— RIZICBCE— REVWRZET, 714 A7 DAL
(23 LTV ET,

LRW &— RO

Ci=Ex(P:~ (K2 0 i)~ (K2 0i)

Z 2T

K1 1355k % —

K213 % —( 99\ F—LPEEND 20 HD)

KL IPD RIS T 0y 2 DA T v 7 A RO ET vy 7 i=1

01X >0 ZHEAXORERE Fl4(modulo) x' X +x"+x*+x+1

128y N7y 7 OWf5TIZK2 & 12128 B M,

LRW E— RIZHOWTOFEMNIL[12]% 3,

T 2AF—=F =1 IR 2 —AMERD & FIEREN, HETEFTHZ LT TEEFA, R 2—LDO/AT— REH
. HLWARRT =R 8HINIH LAY X —F—TRY a—b~y X —2EHES(TD 2L TEINET,
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WDFNE TrueCrypt IZEEINTNWELTRTOT ALY XLE, N5 0EEE— K TT,

(RSN (A =) N HIEE—F BEE— REEHM
AES! LRW Ci= Ea(Pi A (K2 0 i)~ (K2 0 i)
%g'TW((’gih LRW C = E2i(Ela(Pi ™ (K3 0 i) ~ (K3 0 4)
ﬁ%fﬁg“%%?t LRW C= E3(E2(E1(P, A (K4 T i) ~ (K4 T 1)
Serpent LRW Ci=Ex(P;"N(K200H))N(K20OiQ)
Serpent-AES LRW Co= E20(El (P~ (K3 0 i) ~ (K3 0 i)
(E2) (E1)
%quﬁgmif LRW C = E3u(E2o(ElLa(P: A (K4 0 i) ~ (K4 0 i)
Twofish LRW Ci= Ea(Pi ™ (K2 0 i)~ (K2 0 i)
Twofish-Serpent LRW o= E2(Ela(P~ (K3 0 i) A (K3 0 i)

(2 (ED

B A — ROFEZOFNFE, TNEFOX—2ffEd, FNFNOF—ITAEEIZMNT LT
WET, (g ~y X —F— T DDA T—= R KL EHINLEHEOD, EHAEMN L THE
T, [~y F—F—0EH YL BIOKERK 23R)

' ZoFTIE, 7 AES™IE” AES-256"ZE Mk LTV ET, LRW THI< AES |3 LRW-AES & & IHTET,
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~y HF—F—DHEH, Y, BLRORERK

Ny A —F— v A —F— DT — & % FiD TrueCrypt R U = — L~ X —DRE SLAEI & 5
b, EETH2OIEDLNET, ( RSO & [TrueCrypt R Y =2 — L7 5 —~ v Mt
%2 MR) TrueCrypt ~ v #Z —%— L5 "% —(LRW T — F)& A4 5 751X PBKDF2 TH Y |
PKCS#5 V2.0 IZHIE SN TWET, [7]12 S, (PKCS #5 v2.0 3CEIXRSA WSRO 2R E T
http://www.truecrypt.org/docs/pkes5v2-0.pdf T A F A fE

512-bit Vb MR Y 22— DMER T 1 & 2 THAAIAD- O ELEIEERME TAER SN D T ¥ 2500MED
NET, LWVHZEiE, TRENDRAT—RIZONT22Q2DS51R2F)YDXF—0NbDH V) Z &
T, ZHUE, A7 A VEHEBERBIIATOMPH I EZHFEFICREPLIEET, (Vv b
nNoE, FANZTRTOF—%2 2L Ea—F THAGDETRNRAY — REEELED L) 2 &I,
FEFICEHEL L 2D E9)[7] Vv Mi& TrueCrypt AR VU = — AVERGEFE THLEBGS RS 12 X - THAERK
SNDEEMEN DR £, ~y X —F—EHEIHIT, HMAC-RIPEMD-160, HMAC-
Whirlpool, 35 XY HMAC-SHA-1([8, 9, 20, 2212 /) IZEESWTH D, 22— —Z ENa iR
TEET, BHINAXF—DEIIL, Loy v 2O A ZICHIBBSVER A,
(HMAC-SHA-1 ¥ 721X HMAC-RIPEMD-160 #{f>7= & L T%, AES-256 D~ v X —F% —|I-D4lZ
256 By hETT) FEMIX[7)1Z SR L TS LS, ~y X —F—28 T 5|23 —EHEKE
2000 [F[(HMAC-Whirlpool % J&ff & L T2 55413 1000 B 0 iR S 72 < THEWIT 8 A, 2T
W L7o AT — REER(GRY 7D BEICET DR A IERF I RS EE T, (7]

T A — RO %2 DR ZHED ~y X —F— TR C AT — RNF—T7 7 AV bEHAI N0 L
AR HEM I ET N, AL TWET, 72 & 21X, AES-Twofish-Serpent TiE, ~»
F—F GBI AN AT — Fipb 768-bit ¥ — 28T 5 L) IR aZ b £4, 0%, Zo
X —IX =DD 256-bit F —IZEF S, MDD EH DD Serpent T, —FKH D H D7) Twofish, —FKH
DH DN AES THONET, F—NEHINDLICIZRST/NAT — RERD D HIEFEFI/ SR T
— F~ORBY T D HELZRNT)RWVWD T, fERF—DO—2%H -T2 LThH, ENnbho
F—ZBHTHZLIITEERA,
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ALBCE AR

TrueCrypt FLEFEAEFEERNG)IZ RAM(A E NI T v X MMEDO T —NVER)EEY 3, 77—
32034 RET, U RAETLHT—FTlil-SnET,

~ 7 AD#E)X

F—Abr—7

Linux @ #: Linux W& RNG(/dev/random & /dev/urandom O[] 7)) 5 A S 41 B4
Windows @ Z: MS Windows K5 75- API (500-ms i][f@ C& AR UNEE S D)

Windows DF: R U —27 A B —7 = — A5 GH(NETAPI32)

Windows DF: & F I E 722 Win32 N2 Rb, KA, 77 2> #(500-ms Z & ITIER)

POV 2D ENINOEHELNTEIT S — M BEIAEN, Hx 0L MIBEIENET, 32-
bit X4 /31 MIHEIEIET) ZHDH D/ A MMIE % |2 modulo 2% addition lH %2 L THF—7 7
ANT =NV D(T—=IVOHMED FEEX TR )=V — Y VONEIZEZIAENET, N1 b
DEIRENTDL, TN A=V VT 13 MER, &k T 5 & 7=V ORFHICAEDIT 6
NET, 78NS FEXALIT LI, P—VRABEEN A ERIGEH SV ET, (T

231y
7 — I RA B

OB BHINTIEHETY, JAET 28T, fixd [ED) ANJey NOREE TS HIETIA
FTET, ZIHFIBEEZR T Z LI2b R0 9, =83 FaEZRALIEIC, F—
JHRG BRGNS 7 — LV &RICHEN S ET,

T VIREBEOHRITLLTO LB

—

R ZHET—n 325,

2. H%ua—V =8 R L7y ¥ = BH(RIPEMD-160, SHA-1, % 721X Whirlpool) & 3%,

3. =y a8 HOWMB oA MR, (HA SHA-1 7> RIPEMD-160 72 &, [=20; H
2% Whirlpool 72 & [ = 64)

4. z=F U HF LT —)L RDNA bR (320 /31 )

g=z/1—-1 (H» Whirlpool 72 5 g =4)

6. R%I-XA N7 1 v By.B, \Z55E

&t 0<i<sq(FT7u vy 7 BT EID) THDLIHWE, LFTDOAT v 7 %FAT:

b

a. M=H@B||Bi|..|B) [T ZLT—MFINnyva MEED Ny 2% HT

BRI D]
b. Bi:Bj/\M

7. R=B,|| B .| B,
el ziX, q=1 72BiE, ZyHX LT VTRO XD IZRA S S:
(Bol|B)=R
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B() = B() A H(B() || B])
Bl :Bl AH(BO || Bl)
R :Bo || B]

ELECE R ORRGT & RIGIT TRE ORI HS <

»  Software Generation of Practically Strong Random Numbers by Peter Gutmann [10]
e Cryptographic Random Numbers by Carl Ellison [11]

TrueCrypt User’s Guide. Copyright © 2003-2007 TrueCrypt Foundation. All rights reserved.

101



F—77AN
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774»@W§Kobf\%%@ﬁ@ikbiﬁho1~% L TrueCrypt RNG |2 L > TT > &
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BEOX—T 7 ANEME) ZENTEES, (F—7 7 A VEITHIRIZH Y FHA)

F—T7 7 ANMILUTOHGETUE S, "AU—RIZ#EHShET,
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9.

Pra—HP—NAN LR AT—REZENL LLEREA)ET D,
KPoX—77ANT—LET5,
kpl X% —7 7 A VT —/VKP D/3A FE@64DFD SI2E Y M ET 5,
pl Z/SAT— R PDONRA MREHIAN—V a3 Tl 0spl<64) & T2,
kpl > pl 72 1 X (kpl - p) DRI DA NEIZER)Z AT — R PIZENT 5,
X¥—T7ANT =)V KP % kpl 3A S O¥ v Thil=7,
FNENDF—T 7 A NIZHONT, LLFDORT v 7% FAT:
a. X—TF7ANT—=NDA—INMEE T —/)VOEHEIZE Y M5,
b. Ny 2% HZYMET 5,
c. ¥F—T7F7ANDENRAL " 1HSou—FK, TRFNIZOWTLTFORT v 7 & E
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i. FE Ny 2R ME2E L7012, Ny Yoz Ny > 2B
¥ HCn— F‘éi(wi/*/ DNy 2B ED, Ny Yo O T AT L7
WIREID T2 DITIRIEZ PR FFT D),
i. JRHE M Z{EAx DA NMIHEIT D, BlE LT, Ny a4 A b
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ji. (7.c.ii TELNT) ZHH DAk E A & 12 modulo 2 addition R % L T
— 77 ANT =D (T —=ILDOHEWMED EEXTIETRL) ==V LD
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=Y NN T = NVOE T D e, MEIXT—/VOEFAICRE I ND,
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a. /XAU— K P&fEL DA N By By \HET 5D,
b. ¥—77 A7 —)L KP ZfH % 0)/\/( r Go.. kazﬁ EIT B,
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